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1. Purpose 

 
Establish policy for identifying and authenticating user access to information systems and 
network resources that ensures user access is authorized, confidential and sensitive data is 
protected, and accountability is maintained. 
 
 

2. Applicability 
 
This policy is applicable to all State of Rhode Island Executive Branch Departments1 
(including agencies, boards and commissions), and their employees (including permanent, 
non-permanent, full-time, and part-time) and interns, consultants, contractors, vendors, 
contracted individuals, and any entity having access to state information systems and data, 
whether operated or maintained by the state or on behalf of the state.  For this policy, the term 
"Agency" is used to refer to any department, agency, division, or unit of the Executive branch 
of the State of Rhode Island.   

 
 
3. Definitions 
 

Authentication 
Establishing the validity of the user’s claimed identity using one of the following techniques: 
something the user knows (e.g. password), something the user has (e.g. key card), or 
something the user is (e.g. biometric fingerprint).  Authenticators include, for example, 
passwords, key cards, PKI certificates, and biometric fingerprints. 

 
Brute Force Cracking 
A password guessing method where a computer attempts all possible password combinations 
until the password is guessed.  

 
Identification 
Providing the users claimed identity to the information system, most commonly via a user ID.  
System processes and devices may also have an identity.  An identifier is required to assign 
responsibility and accountability for user actions on the system.  
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Multifactor Authentication (MFA) 
Establishing the validity of the user’s claimed identity using at least two of the following 
techniques: something the user knows (e.g. password), something the user has (e.g. key card), 
or something the user is (e.g. biometric fingerprint).   
 
Network Resources 
Information systems, system components, devices, and data that are accessible by computer 
via the local area network or State intranet.  Network resources include: 
• Data, information, and files (in storage and in transmission). 
• Desktop computers 
• State issued mobile devices (e.g. laptops, tablets, notebooks, smartphones). 
• Peripheral devices (e.g. printers, scanners, fax machines, monitors). 
• Licensed software, hardware, and network equipment (e.g. applications, phone systems, 

servers, routers, switches). 
 
Personally Identifiable Information (PII) 
Information which can be used to distinguish or trace the identity of an individual (e.g. name, 
social security number, biometric records) alone or when combined with other personal or 
identifying information which is linked or linkable to a specific individual (e.g. date and place 
of birth, mother’s maiden name). 
 
Public Key Infrastructure (PKI) 
The framework and services that provide for the generation, production, distribution, control, 
accounting, and destruction of public key certificates. Components include the personnel, 
policies, processes, server platforms, software, and workstations used for the purpose of 
administering certificates and public-private key pairs, including the ability to issue, maintain, 
recover, and revoke public key certificates.  
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4. Procedures for Compliance 
 
 

Security controls in this policy will be implemented in accordance with the security 
categorization of the information system.  The security categorization is based on the 
Information Assurance Level (IAL) requirements of the information system. 
 
Low Risk Systems (IAL1) 
Information systems that only contain data that is public by law or directly available to the 
public via mechanisms such as the internet.  In addition, desktops, laptops, and supporting 
systems used by agencies are Low Risk unless they store, process, transfer, or 
communicate private or sensitive data.  
 
Moderate Risk Systems (IAL2) 
Information systems that store, process, transfer, or communicate private or sensitive data 
or have a direct dependency on a Moderate system.  At a minimum, any information 
system that stores, processes, transfers, or communicates PII or other sensitive data types 
is classified as a Moderate system.  

 
 
4.1. [IAL1, IAL2] Identification and Authentication Policy and Procedures (IA-1).  The 

agency will develop, document, disseminate to designated personnel defined in the 
applicable system security plan, review, and annually update an identification and 
authentication policy and procedures. 
 

4.2. [IAL1, IAL2] Identification and Authentication – Agency Users (IA-2).  The 
information system will uniquely identify and authenticate system users or processes 
acting on behalf of system users.  Enterprise help desk support requires the user provide 
proper identification for any transaction that has information security implications.  Users 
will reauthenticate to the information system to release a session lock, when the role or 
the authenticator changes, or when system or data security requirements require it (e.g. 
change in data classification, execution of privileged functions). 
 
4.2.1. [IAL1, IAL2] Multifactor Authentication to Privileged Accounts (IA-2.1). The 

agency will implement MFA for network access to privileged accounts, including 
all remote access.  The agency will contact the ETSS Enterprise Security Office 
for review and approval of MFA hard token solution prior to implementing any 
solution. 
 

4.2.2. [IAL1, IAL2] Multifactor Authentication to Non-Privileged Accounts (IA-2.2). 
The agency will implement MFA for access to non-privileged accounts accessed 
over a remote connection.  The agency will contact the ETSS Enterprise Security 
Office for review and approval of MFA hard token solution prior to implementing 
any solution. 
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4.2.3. [IAL1, IAL2] Access to Privileged Accounts – Replay Resistant (IA-2.8). The 
agency will implement replay-resistant authentication mechanisms for access to 
privileged accounts.  A replay attack is a type of man-in-the-middle attack that 
allows an attacker to duplicate a previous valid data transmission and allow 
unauthorized access to the information system.  Information systems should 
validate user credentials between authenticating clients and application servers for 
each session to reduce the risk of replay attacks.  Replay-resistant techniques 
include nonce’s (one-time use numbers), challenges (e.g. TLS, Web Services 
Security), PKI certificates, and other one-time authenticators (e.g. time-
synchronous, challenge-response). 
 

4.3. [IAL2] Device Identification and Authentication (IA-3).  The agency will uniquely 
identify and authenticate end-user operated devices (e.g. workstations, laptops, VoIP 
phones, smart phones) via a method (e.g. MAC address, TCP/IP address, Radius, 
Kerberos, TLS, EAP) that is appropriate for the connected devices before establishing a 
local, remote, or network connection.  The agency defines a list of devices or types of 
devices approved and accepted for identification and authentication management.   
 

4.4. [IAL1, IAL2] Identifier Management (IA-4).  The agency will manage information 
system identifiers by: 
1. Receiving authorization from designated personnel prior to assigning an identifier to 

an individual, group, role, service, or device. 
2. Selecting an identifier that identifies an individual, group, role, service, or device. 
3. Assigning the identifier to the intended individual, group, role, service, or device. 
4. Preventing the reuse or reassignment of a unique identifier to another individual, 

group, role, service, or device.  Identifiers will be disabled after no more than ninety 
(90) days of inactivity.  Inactive accounts will be revoked or deleted during the annual 
user account re-certification process.  

 
4.4.1. [IAL2] Identify User Status (IA-4.4). The agency will manage and identify each 

non-state employee identifier as belonging to a contractor, vendor, or intern. 
 

4.5. [IAL1, IAL2] Authenticator Management (IA-5).  ETSS will enforce compliance with 
password requirements of this policy, whenever possible, via implementation of 
appropriate technical controls and methods (e.g. Active Directory Group Policy).  If these 
requirements cannot be enforced for any reason, the agency will formally notify ETSS 
CISO in writing prior to placing the system into a production environment to obtain a 
formal exemption from this policy and ensure that appropriate compensating controls are 
in place to mitigate risk.  Exemptions are valid for one (1) year and must be formally 
renewed and approved by ETSS CISO.  The agency may be required to reimburse ETSS 
for financial costs associated with the implementation of operational and technical 
controls (e.g. hardware, software, dedicated personnel, overtime) necessary to mitigate 
instances of unauthorized logical access to the information system that is not in 
compliance with this policy and for which an exemption from this policy has not been 
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formally granted by ETSS CISO.  The agency will manage information system 
authenticators in accordance with the following: 
1. Verify the identity of the individual, group, role, service, or device receiving the 

authenticator.  Users will be required to re-authenticate to devices at each login and 
after each instance where the screen lock function is triggered due to inactivity.   

2. Establish initial authenticator content for authenticators defined by the agency. 
3. Ensure authenticators have sufficient strength of mechanism for their intended use.  

Biometrics, such as fingerprint or facial recognition, is an authorized second factor for 
device MFA.  

4. Establish procedures for initial authenticator distribution, for lost, compromised, or 
damaged authenticators, and for revoking authenticators.  The system administrator 
will disable the user account and notify the user immediately upon becoming aware of 
a compromised password.  Users will promptly change their password whenever there 
is an actual or suspected password compromise or as directed by ETSS. 

5. Change default content of authenticators prior to first use.  
6. Establish authenticator lifetime restrictions and reuse conditions.  Authenticators will 

have a minimum lifetime of one (1) day.  In general, authenticators should not be re-
used.  If they are, authenticators will not be re-used for a minimum of twenty-four (24) 
generations.  

7. Periodically change or refresh authenticators in accordance with the security category 
of the information system as defined in the applicable system security plan.  

8. Protect authenticators from unauthorized disclosure and modification.  Users will 
maintain the confidentiality of passwords and will not share their passwords with 
anyone.  If a password for a shared account needs to be written down on paper (e.g. a 
database that is shared by several systems), the paper will be secured within a closed 
envelope inside a locked room, cabinet, or safe that is only accessible to personnel 
authorized to access the password.  Upon unsealing the envelope, the system owner 
will be immediately notified.  

9. Require individuals take specific security safeguards to protect authenticators. 
10. Change authenticators for group/role accounts upon a change in membership.  
 
4.5.1. [IAL1, IAL2] Password-Based Authentication (IA-5.1).  The agency will: 

1. Enforce the following password complexity requirements: 
a. Information system users will be allowed to create long passwords and 

passphrases.  Passwords will have a minimum of eight (8) characters in 
length for standard user accounts and a minimum of fourteen (14) characters 
in length for privileged user accounts.   

b. Passwords will include at least one (1) character from at least three (3) of the 
following four (4) categories: uppercase letter (A, B, C…Z), lowercase letter 
(a, b, c…z), number (0, 1, 2…9), non-alphanumeric special character 
([<$@#&...?). 

c. For a legacy or other information systems that cannot meet the minimum 
password complexity requirements of this control, the system owner will 
implement the strictest password complexity parameters the information 
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system will allow and will document these parameters within the applicable 
system security plan.   

2. Enforce the following password lifetime and reuse requirements: 
a. Passwords will have a minimum lifetime of one (1) day. 
b. Passwords for non-privileged accounts will have a maximum lifetime of 

ninety (90) days. 
c. Passwords for privileged accounts will have a maximum lifetime of sixty 

(60) days. 
d. Passwords will not be identical to any of the previous twenty-four (24) 

passwords. Allow the user to create long passwords and passphrases. 
3. Ensure passwords created by users do not contain dictionary words from any 

language or be identical to the user’s identification (user ID) or email address.  
To effectively reduce the risk of unauthorized logical access to information 
systems, passwords should be complex enough to impede password cracking 
software tools, brute force attacks, and simple guessing of passwords without 
being too complex and can’t be remembered are not effective.  For example, use 
a passphrase (an acronym based on a sentence, phrase, song, slogan, or 
quotation) that is easily remembered, such as Msi5!Yold (my son is 5 years old) 
or IhliCf5#yN (I have lived in California for 5 years now).   

4. Encrypt passwords when at rest and during transmission.  Passwords will be 
stored using an approved salted key derivation function (preferably using a 
keyed hash).  Passwords will only be transmitted via encrypted channels.   

5. Require the user create a new password immediately after the initial account 
login and upon account recovery.  Users requiring a password reset must contact 
the ETSS Enterprise Service Desk to create a service ticket request. 

6. Employ automated tools, where possible, to assist the user in selecting strong 
passwords. 

7. For devices that use a personal identification number (PIN) as the MFA 
authenticator, the PIN will be a minimum of eight (8) digits in length chosen by 
the authorized user.  If the device cannot meet the eight (8) digit requirement, 
the maximum length PIN that can be enforced by the device will be 
implemented 

 
4.5.2. [IAL2] Public Key-Based Authentication (IA-5.2).  The agency will: 

1. For public-key authentication: 
a. Enforce authorized access to the corresponding private key. 
b. Map the authenticated identity to the account of the individual or group. 

2. When PKI is utilized: 
a. Validate certifications by constructing and verifying the certification path to 

an accepted trust anchor, including verifying certificate status information 
(e.g. certificate revocation list, certificate status protocol response). 

b. Implement a local cache of revocation data to support path discovery and 
validation (to reduce risk in the event the information system is not able to 
access revocation data via the network). 

3. Enforce authorized access to the corresponding private key. 
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4. Map the authenticated identity to the account of the individual or group. 
5. When PKI is utilized, validate certifications by constructing and verifying the 

certification path to an accepted trust anchor, including verifying certificate 
status information (e.g. certificate revocation list, certificate status protocol 
response). 

6. When PKI is utilized, implement a local cache of revocation data to support 
path discovery and validation (to reduce risk in the event the information system 
is not able to access revocation data via the network). 

 
4.5.3. [IAL2] Protection of Authenticators (IA-5.6).  The agency will provide 

authenticators with protection that is commensurate with the highest security 
category of the information to which use of the authenticator permits access to.  

 
4.6. [IAL1, IAL2] Authentication Feedback (IA-6).  The information system will obscure 

authenticator information during the authentication process and does not provide 
information that would allow the authentication mechanism to be compromised (e.g. 
obscure the password with asterisks when entered on screen).  To reduce the risk of 
passwords being compromised from shoulder surfing, system users should verify there is 
no individual behind them prior to entering their password.    
 

4.7. [IAL1, IAL2] Cryptographic Module Authentication (IA-7).  The information system 
will implement a mechanism for authentication to a cryptographic module that meets the 
requirements of applicable mandates and guidance for such authentication.  Sensitive 
information will be protected by NIST tested and validated cryptographic modules that 
meet FIPS 140-2 or FIPS 140-3 (as applicable during the transition period) standards. 
 

4.8. [IAL1, IAL2] Identification and Authentication – Non-Agency Users (IA-8).  The 
information system will uniquely identify and authenticate non-agency system users or 
processes acting on behalf of non-agency system users.   
 
4.8.1. [IAL1, IAL2] Acceptance of External Authenticators (IA-8.2). The agency will: 

1. Accept only NIST SP 800-63B digital identity compliant external authenticators 
when the information system is publicly accessible (e.g. public-facing website).  
MFA is required when PII is accessible via a public-facing website. 

2. Document and maintain a list of accepted external authenticators.  
 

4.8.2. [IAL1, IAL2] Use of Defined Profiles (IA-8.4).  The agency will define identity 
management profiles to readily identify non-agency users, including vendors, 
contractors, interns, and temporary, and seasonal personnel. 

 
4.9. [IAL1, IAL2] Re-Authentication (IA-11).  The agency will require users to re-

authenticate to the network to release a session or screen lock (e.g. due to inactivity), 
after an authenticator change (e.g. password change), when the user’s role changes (e.g. 
switching between the user’s standard and privileged accounts to execute privileged 
functions), or when required due to system or data security requirements.   

http://csrc.nist.gov/groups/STM/cmvp/validation.html
https://csrc.nist.gov/publications/detail/fips/140/2/final
https://csrc.nist.gov/publications/detail/fips/140/3/final
https://csrc.nist.gov/Projects/fips-140-3-transition-effort
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63b.pdf
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4.10. [IAL2] Identity Proofing (IA-12).  The agency will: 

1. Prior to granting logical access to the information system, collect, validate, and verify 
evidence that identifies the user based on appropriate identity assurance level 
requirements as specified in applicable ETSS and NIST SP 800-63-3 digital identity 
policies, standards, and guidelines.  The registration process to receive an ID badge 
that grants physical access to state facilities will be conducted in person. Physical 
authentication tokens (i.e. hard tokens) used for MFA that grant access to the state 
network will be authorized by the agency technical support manager (TSM) and 
approved by the ETSS Enterprise Security Team prior to being assigned to the user.   

2. Resolve user identities to a unique individual. 
 

4.10.1. [IAL2] Identity Evidence (IA-12.2).  The agency will require that individual 
identification include a government-issued document that provides a photo of the 
user (e.g. driver’s license, passport) and be presented to the registration authority.  
Evidence required will be consistent with the risk to information systems, roles, 
and privileges associated with the user account.   
 

4.10.2. [IAL2] Identity Evidence Validation and Verification (IA-12.3).  The agency 
will require that the presented identity evidence (e.g. driver’s license, passport) be 
valid and up to date (i.e. not expired), including a photo that positively identifies 
the user.   
 

4.10.3. [IAL2] Address Confirmation (IA-12.5).  The agency will require that a 
registration code or other form of identity proofing notice be delivered to the user 
via an out-of-band method to verify the user’s address (e.g. home address, email 
address, telephone number) of record.   
 

 
5. Approval / Review Signature: 

 
 
 

________________________________________________________   
      Chief Information Security Officer       

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63-3.pdf
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