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1. Purpose

Establish policy for effective information system, network, and communications security and
ensure the confidentiality, integrity, and availability of information resources.  Maintain an
adequate defense in depth security posture to protect information resources.

2. Applicability

This policy is applicable to all State of Rhode Island Executive Branch Departments1

(including agencies, boards and commissions), and their employees (including permanent,
non-permanent, full-time, and part-time) and interns, consultants, contractors, vendors,
contracted individuals, and any entity with approved access to State information systems and
data, whether operated or maintained by the State or on behalf of the State.  For this policy,
the term “Agency” is used to refer to any department, agency, division, or unit of the
Executive branch of the State of Rhode Island.

3. Definitions

Asymmetric Encryption
Also known as public key cryptography, a method of data encryption that uses two (2) keys: a
public key to encrypt the data and a private key to decrypt the data.  Public key cryptography
allows two users to communicate securely over a non-secure communication channel.
Asymmetric encryption is slower and more resource intensive than symmetric encryption and,
as a result, normally used for encrypting small blocks of data, the key exchange process, and
digital signatures.  Similar to symmetric encryption, the private key must remain secret for the
data to remain confidential.  RSA is an asymmetric encryption protocol often used to encrypt
small files such as public and private keys.

Classified Data
Confidential or sensitive data including, but not limited to, attorney files, attorney-client
communications, state law investigative records, data protected by federal or state law, statute,
or regulation, data covered by the Identity Theft Protection Act of 2015 (RIGL Chapter 11-
49.3), educational records subject to Family Educational Rights and Privacy Act  (FERPA),
Federal Tax Information (FTI), National Directory of New Hires (NDNH) data, Payment Card
Information (PCI), Protected Health Information (PHI), health and medical records subject to
Heath Insurance Portability and Accountability Act (HIPAA), Personal Identifiable
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Information (PII), Social Security Administration  (SSA) data, authenticators (e.g. passwords, 
token codes, encryption keys), and critical security-related information system data (e.g. audit 
logs).  It is the responsibility of the data owner to appropriately classify data maintained on 
agency information systems to ensure appropriate encryption mechanisms are applied to the 
data when at rest and during transmission.  See ETSS Data Classification Policy 05-02 for 
more information. 
 
Collaborative Computing 
A group-oriented and distributed environment of shared resources and devices (e.g. cameras, 
microphones, networked whiteboards, other similar devices built-in or attached to computers) 
that allow for the transmission of audio or visual data and enable multiple users to collaborate 
on textual and graphical documents. 
 
Cryptography 
Writing in a secret code to hide data from threats.  Regarding information systems and data, 
the types of cryptography include symmetric encryption, asymmetric encryption, and hash 
functions.  The data security requirements for which cryptography is used include: 
• Confidentiality – ensuring that only the intended recipient is able to read the data. 
• Integrity – assurance that the original data has not been altered in any way. 
• Authentication – securing the process of proving one’s identity. 
• Non-Repudiation – ensuring that the sender cannot deny sending the message.  
 
Digital Certificate 
Also referred to as an SSL certificate, a form of electronic credentials issued by Certificate 
Authorities (CA) used to encrypt and sign digital data.  Digital certificates contain a public 
key and the identity of the user associated with the key, which are required to generate digital 
signatures.  Digital certificates are used to secure data transfers, such as credit card 
transactions, user login credentials, and, increasingly, browsing on social media websites.  
 
Digital Signature 
An electronic “fingerprint” used to ensure the authenticity of data.  A digital signature is 
generated by creating a hash of the data and encrypting the hash.  The encrypted hash (the 
digital signature) is then appended to the data to identify its authenticity (identify the sender).  
Digital signatures work in conjunction with digital certificates to ensure the confidentiality of 
data.  To maintain the integrity of digital signatures, they systems must be resistant to 
collisions (a measure of how difficult it is to find two strings of data having the same hash 
value).  
 
Hash Function 
Also known as one-way cryptography, most hash functions do not use keys.  Instead, a 
mathematical formula irreversibly transforms the data such that the original plain text data is 
not recoverable.  Hash functions are often used to ensure the integrity of passwords, file 
contents, digital certificates, etc. 
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Least Privilege 
The principle that system users should be granted only the privileges required to perform their 
official duties and job functions. 
 
Mobile Code 
Software downloaded from remote systems and executed locally on servers and workstations, 
often without the user’s explicit authorization, knowledge, or awareness.  Mobile code is also 
referred to as executable or active content.  Examples include Java Applets, ActiveX, Flash, 
JScript, VBScript, VBA, macros, and content embedded within emails and web pages. 
 
Portable Media 
Media and electronic devices that are inherently portable, such as, but are not limited to: 
• Storage Media – HDD, SSD, USB flash drive, CD, DVD, BD, magnetic tape, etc. 
• Mobile Device – tablet, laptop, notebook, smartphone, etc. 
 
Public Key Infrastructure (PKI) 
A framework of processes and technologies that supports the distribution, revocation, and 
verification of public keys used for public key encryption to enable the secure transfer of data 
over untrusted networks.  PKI authenticates the validity of certificate holders (e.g. users, 
servers, services), including digital certificates, and allows certificates to be issued, 
maintained, recovered, and revoked in a managed process.  
 
Random Number Generator (RNG) 
The generation of a sequence of numbers that cannot be predicted any better than by random 
chance.  For encryption key generation, RNG is usually an algorithm that creates a sequence 
of bits that was determined by a seed (a value used to initialize RNG algorithm) that was 
determined by an initial input.  This process is not truly random because it uses an algorithm 
to determine the key.  However, if the initial input is truly random (e.g. for example, based on 
some natural process), then the seed that is generated is not easily predictable.  This RNG 
process is referred to as being pseudo-random (giving the illusion of true randomness). 
 
Separation of Duties 
The principle that roles and responsibilities should be divided among different users so that no 
single individual may subvert the information system or a critical business function.   
 
Symmetric Encryption 
Also known as secret key cryptography, a method of data encryption that uses the same key to 
encrypt and decrypt the data.  Symmetric encryption is faster than asymmetric encryption and 
usually used to encrypt large amounts of data.  Controlling the distribution of symmetric keys 
to keep them secret is critical to ensuring the confidentiality of the data.  AES is a symmetric 
encryption algorithm often used to encrypt large files within secure protocols such as HTTPS 
and SFTP.   
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Voice Over Internet Protocol (VoIP) 
Also known as IP telephony, VoIP is the transmission of packetized voice, data, and 
multimedia content over IP networks. 
 
 

4. Procedures for Compliance 
 
 

Security controls in this policy will be implemented in accordance with the security 
categorization of the information system.  The security categorization is based on the 
Information Assurance Level (IAL) requirements of the information system. 
 
Low Risk Systems (IAL1) 
Information systems that only contain data that is public by law or directly available to the 
public via mechanisms such as the internet.  In addition, desktops, laptops, and supporting 
systems used by agencies are Low Risk unless they store, process, transfer, or 
communicate private or sensitive data.  
 
Moderate Risk Systems (IAL2) 
Information systems that store, process, transfer, or communicate private or sensitive data 
or have a direct dependency on a Moderate system.  At a minimum, any information 
system that stores, processes, transfers, or communicates PII or other sensitive data types 
is classified as a Moderate system.  
  
 

4.1. [IAL1, IAL2] System and Communications Protection Policy and Procedures (SC-
1).  The agency will develop, document, disseminate to designated personnel defined in 
the applicable system security plan, review, and annually update a system and 
communications protection policy and procedures.  
 

4.2. [IAL2] Separation of System and User Functionality (SC-2).  The information system 
will separate user functionality from information system functionality, including 
separating privileged and non-privileged user functionality.  Privileged functionality 
typically requires elevated privileges to perform management and administrative-type 
functions on, for example, information systems, databases, network components, 
workstations, and servers.  To assist in maintaining the security of the information system 
and network, the agency will: 
1. Implement ETSS approved network segmenting mechanisms, as appropriate, to 

separate application and database servers from the general network. 
2. Segregate production environments from testing, development, and other non-

production environments. 
3. Segregate wireless networks that provide access to the internal network from wireless 

networks that provide unauthenticated or guest access. 
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4.3. [IAL2] Information in Shared Resources (SC-4).  The information system will prevent 
unauthorized and unintended transfer of information via shared system resources, 
regardless of whether the information is encrypted, including: 
1. Information accessed or created via shared resources by the actions of prior users, 

roles, or processes acting on behalf of prior users or roles will not be available to 
current users, roles, or processes acting on behalf of current users or roles upon shared 
resources being released back to the system. 

2. System resources shared between two (2) or more users are released back to the 
information system and are protected from accidental or purposeful disclosure. 

 
4.4. [IAL1, IAL2] Denial of Service Protection (SC-5).  The agency will: 

1. Protect the information system and network resources against the effects of denial-of-
service attacks that make network resources unavailable to intended users. 

2. Employ controls to mitigate the effects of denial-of-service attacks by implementing: 
a. Boundary protection controls (e.g. firewalls, web application firewalls, intrusion 

detection/prevention systems, port/protocol limitations, “deny-all, permit-by-
except” policy for inbound traffic). 

b. Periodic network and device scanning for malware and other threats. 
c. Increasing network bandwidth, where possible. 
d. Improving redundancy in infrastructure, possible. 
e. Securing DNS servers. 

   
4.5. [IAL1, IAL2] Boundary Protection (SC-7).  The internal network will be secured and 

protected from untrusted external networks and communications at information system 
perimeters.  The agency will: 
1. Monitor and control communications at external boundary managed interfaces to the 

information system and at critical internal managed interfaces within the system.  
Internal firewalls used for network segmentation do not need to be stateful.   

2. Implement subnetworks, such as demilitarized zones (DMZ), for publicly accessible 
system components that are physically and logically separated from internal networks. 

3. Connect to external networks or information systems only through managed interfaces 
consisting of boundary protection devices arranged in accordance with ETSS security 
architecture requirements.  The agency should utilize stateful inspection/application 
firewall hardware and software whenever possible. 

 
4.5.1. [IAL2] Access Points (SC-7.3). The agency will limit the number of external 

network connections to the information system to facilitate monitoring of inbound 
and outbound communications traffic. 

 
4.5.2. [IAL2] External Telecommunications Services (SC-7.4).  The agency will: 

1. Implement a managed interface for each external telecommunication service. 
2. Establish a traffic flow policy for each managed interface. 
3. Protect the confidentiality and integrity of information transmitted across each 

interface. 
4. Document traffic flow exceptions with supporting mission or business needs. 
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5. Review exceptions to traffic flow policy annually and remove exceptions no 
longer supported by mission or business needs. 

6. Prevent unauthorized exchange of control plan traffic (CPT), such as border 
gateway protocol (BGP) or open shortest path first (OSPF) routing, with 
external networks. 

7. Publish information to enable remote networks to detect unauthorized CPT from 
internal networks. 

8. Filter unauthorized CPT from external networks. 
 
4.5.3. [IAL2] Deny by Default - Allow by Exception (SC-7.5).  The agency will 

employ a deny-all/allow-by-exception policy that denies network communications 
traffic by default and allows network communications traffic by exception at 
managed internal and external interfaces and for information systems that are 
connected to external systems and process, store, receive, or transmit confidential 
or sensitive information, including PII. 

 
4.5.4. [IAL2] Split Tunneling for Remove Devices (SC-7.7).  The information system 

will prevent remote devices from establishing a remote connection with the 
information system and simultaneously communicating via another connection to 
an external network (split tunneling).  Remote connections to the information 
system should utilize the ETSS VPN whenever possible, which does not allow 
split tunneling. 

 
4.5.5. [IAL2] Route Traffic to Authenticated Proxy Servers (SC-7.8).  The agency 

will route internal communications traffic to external networks only through 
authenticated proxy servers at managed interfaces (e.g. web traffic). 

 
4.6. [IAL2] Transmission Confidentiality and Integrity (SC-8).  The agency will protect 

the confidentiality and integrity of transmitted non-public information (e.g. confidential 
data, sensitive data, personally identifiable information) to both internal and external 
networks and all types of system components from which information can be transmitted 
(e.g. servers, mobile devices, computers, printers, fax machines).  Classified data 
transmitted on the state’s private internal local area network (LAN), or wide area network 
(WAN) will be encrypted during transmission (either via the transmission protocol being 
used or encrypting the data prior to the transmission).  Classified data transmitted on 
public networks will be encrypted using strong security protocols (e.g. TLS, SFTP, 
IPsec).  Physical controls will be implemented, as appropriate, to protect distribution 
systems.  See ETSS Physical and Environmental Security Policy 10-16 for more 
information. 

 
4.6.1. [IAL2] Cryptographic Protection (SC-8.1).  The agency will implement 

cryptographic mechanisms to prevent unauthorized disclosure and modification of 
information during transmission (e.g. cryptographic hash functions, digital 
signatures, checksums, message authentication codes), as appropriate, including, 
but not limited to: 

https://www.ri.gov/app/doa/policies/policies?utf8=%E2%9C%93&search%5Bquery%5D=&search%5Bdivision%5D=1&commit=Search
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1. Internet Protocol Security (IPsec) to protect the confidentiality and integrity of 
VPN traffic. 

2. Transport Layer Security (TLS) to protect the confidentiality and integrity of 
web traffic. Web browsers will use TLSv1.2 (or higher) to secure internet 
communications.  The use of unsupported or deprecated TLS protocols (SSLv2, 
SSLv3, TLSv1.0, TLSv1.1) will be discontinued unless formally authorized in 
writing by the ETSS CISO.  Valid signed TLS certificates from known and 
trusted providers will be utilized for publicly accessible official state websites, 
servers, and applications that utilize TLS. 

3. Secure Shell File Transport Protocol (SFTP) to protect the confidentiality and 
integrity of data files transmitted over a public network or the state’s internal 
private network (e.g. files too large to be transmitted via email).  The use of the 
insecure FTP protocol to transmit non-public data will be discontinued for 
transmissions over a public network and should be discontinued for 
transmissions within the state’s internal private network. 

4. Wi-Fi Protected Access 2 (WPA2) Enterprise to protect the confidentiality and 
integrity of data transmitted over the state’s wireless network. 

 
4.7. [IAL2] Network Disconnect (SC-10).  The information system will automatically 

terminate a network connection associated with a communications session at the end of 
the session (regardless of whether the session ends due to a proper logout or network 
interruption), after no more than thirty (30) minutes of inactivity, and after an absolute 
time limit of twenty-four (24) hours. 

 
4.8. [IAL1, IAL2] Cryptographic Key Establishment and Management (SC-12).  The 

agency will: 
1. Establish and manage cryptographic keys when cryptography is employed within the 

information system. 
2. Employ a FIPS 140-2 or FIPS 140-3 (as applicable during the transition period) 

validated encryption module when cryptographic protection is required.  Encryption 
keys should be generated using algorithms that conform to NIST validated RNGs. 

3. Verify, every three (3) years, that encryption modules currently in use for 
cryptographic protection remain FIPS 140-2 or FIPS 140-3 validated. 

4. Manage cryptographic keys within a key management system. 
5. Protect cryptographic keys from unauthorized modification, destruction, replacement, 

and disclosure.  Private encryption keys will be kept confidential and should be 
protected with strong passwords. 

6. Replace the cryptographic key when it is at end of its life, its integrity may become 
compromised due to use of a weak cipher, or the key has been compromised.   
Compromised keys will be immediately revoked. 

7. Notify the Agency Information Manager (AIM), agency Technical Support Manager 
(TSM), and system owner when a cryptographic key is lost or becomes compromised.  

8. Authenticate endpoints prior to exchanging or generating session keys. Key exchanges 
should be performed using industry approved cryptographic protocols, such as Rivest–

https://csrc.nist.gov/publications/detail/fips/140/2/final
https://csrc.nist.gov/publications/detail/fips/140/3/final
https://csrc.nist.gov/Projects/fips-140-3-transition-effort
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Shamir–Adleman (RSA), Diffie-Hellman (D-H), Internet Key Exchange (IKE), and 
Elliptic Curve Diffie-Hellman (ECDH). 

 
4.9. [IAL1, IAL2] Cryptographic Protection (SC-13).  The agency will: 

1. Determine where cryptography will be implemented, including, but not limited to, 
information systems, virtual machines, endpoints, mobile devices, and removeable 
medias.  State-owned laptops will be encrypted with full-disk encryption prior to 
deployment.  State-owned mobile devices (other than laptops) and other portable or 
removeable digital media that contain PII will be encrypted using an encryption 
method appropriate for device (e.g. full device, compartmentalized, file-level) to 
protect non-public data from unauthorized access or disclosure (see SC-28.1 in this 
policy for more information).  Any exception to this requirement must be formally 
approved by the ETSS CISO.  

2. Implement cryptographic protections for non-public data in accordance with 
applicable federal and state laws, Executive Orders, directives, regulations, and ETSS 
policies and standards.  Encryption algorithms must meet FIPS 140-2 or FIPS 140-3 
(as applicable during the transition period) standards and be validated by the NIST 
Cryptographic Module Validation Program (CMVP).  Use of proprietary encryption 
algorithms that have not been validated by NIST CMVP and approved by the State 
CISO is not authorized.  ETSS approved cryptographic encryption mechanisms 
include, but are not limited to:   
a. Symmetric Encryption Algorithms – Symmetric encryption algorithms will use 

256-bit minimum key lengths.  ETSS recommends Advanced Encryption Standard 
(AES) for symmetric encryption. 

b. Asymmetric Encryption Algorithms – Asymmetric encryption algorithms will use 
2048-bit minimum key lengths.  Elliptic Curve Cryptography (ECC) asymmetric 
encryption algorithms will use 224-bit minimum key lengths.  ETSS recommends 
Rivest–Shamir–Adleman (RSA) for asymmetric encryption. 

c. Cryptographic hash functions – Hash functions protect the integrity of digital 
signatures, checksums, message authentication codes, and other mechanisms where 
hash functions may be applied.  Digital certificates will be signed using a secure 
hashing function, such as SHA-256 (or stronger). The use of and support for SHA-1 
signed digital certificates will be discontinued unless formally authorized in writing 
by the ETSS CISO.   

 
4.10. [IAL1, IAL2] Collaborative Computing Devices and Applications (SC-15).  The 

information system will: 
1. Prohibit remote activation of collaborative computing devices and applications.  

Collaborative computing devices and applications will be disabled or physically 
disconnected from the network until ready for use. 

2. Provide an explicit indication to users physically present that the collaborative 
computing device is active. 

 
 
 

https://csrc.nist.gov/publications/detail/fips/140/2/final
https://csrc.nist.gov/publications/detail/fips/140/3/final
https://csrc.nist.gov/Projects/fips-140-3-transition-effort
https://csrc.nist.gov/projects/cryptographic-module-validation-program/validated-modules
https://csrc.nist.gov/projects/cryptographic-module-validation-program/validated-modules
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4.11. [IAL2] Public Key Infrastructure Certificates (SC-17).  The agency will: 
1. Issue public key certificates in accordance with ETSS policies and procedures.  State-

owned websites and publicly accessible information systems require the 
implementation of certificates obtained from a recognized certificate authority (CA).  
CA certificates are requested from the ETSS Enterprise Security or ETSS Unix Team 
via a service ticket requests. 

2. Include only approved trust anchors in trust stores or certificate stores managed by the 
agency. 

 
4.12. [IAL2] Mobile Code (SC-18).  The agency will: 

1. Define acceptable and unacceptable mobile code.  ETSS approved mobile code 
includes: 
a. Portable document format (PDF) 
b. Browser-executed JavaScript and VBScript. 
c. Java applets and visual basic for applications (VBA) that are signed and obtained 

from a trusted source over a secure medium.  
d. Unsigned mobile code that executes without access to local system or network 

resources such as file system or Windows registry. 
e. High Risk Mobile Code: JavaScript and VBScript scripts that execute within 

Windows Scripting Host (WSH), Hypertext Mark-up Language (HTML) 
applications and executables that download as mobile code, scrap objects (e.g. .shs 
and .shb files), Microsoft Disk Operating System (MS-DOS) scripts, UNIX shell 
scripts, and other high-risk mobile code will be obtained from a trusted source that 
is signed with an ETSS-approved certificate.  

2. Authorize, monitor, and control the use of mobile code within the information system. 
 

4.13. [IAL1, IAL2] Secure Name/Address Resolution Service - Authoritative Source (SC-
20).  The information system will: 
1. Provide data origin authentication and integrity verification along with the 

authoritative name resolution data returned by the domain name system (DNS) server 
in response to external name/address resolution queries. 

2. Provide the means to indicate the security status of child zones to enable the 
verification of a chain of trust between parent and child domains, when operating as 
part of a distributed, hierarchical namespace.  

 
4.14. [IAL1, IAL2] Secure Name/Address Resolution – Recursive/Caching Resolver (SC-

21).  The information system will request and perform data origin authentication and data 
integrity verification on the name/address resolution responses received from 
authoritative sources.  Recursive lookups will be disabled on all publicly accessible DNS 
servers.  DNS servers will not allow zone transfers to unknown secondary servers. 
 

4.15. [IAL1, IAL2] Architecture and Provisioning for Name/Address Resolution Service 
(SC-22).  The agency will: 
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1. Ensure that name/address resolution on the information system is fault-tolerant, load 
balanced, and has a minimum of two (2) authoritative DNS servers located within 
separate facilities to eliminate single points of failure. 

2. Separate DNS server roles for resolving internal and external requests will be 
implemented such that internal roles process only internal requests and external roles 
process only external requests.   

 
4.16. [IAL2] Session Authenticity (SC-23). The information system will protect the 

authenticity of communications sessions.  Session identifiers will expire or be invalidated 
upon session expiration. 
 

4.17. [IAL2] Protection of Information at Rest (SC-28).  The confidentiality and integrity of 
non-public data will be protected when at rest within the information system or virtual 
machine, endpoints and mobile devices, and removeable media.  Encryption and other 
cryptographic controls will be FIPS 140-2 or FIPS 140-3 (as applicable during the 
transition period) compliant and meet applicable federal or State laws, regulations, or 
compliance requirements to secure and ensure the confidentiality and integrity of data. 
 
4.17.1. [IAL2] Cryptographic Protection (SC-28.1).  The agency will implement 

cryptographic mechanisms to prevent unauthorized disclosure and modification of 
non-public date at rest in the information system and digital media that is 
transported outside of controlled areas.  For non-public data that is at rest, the data 
will be encrypted using an encryption method and strength that is appropriate for 
device and location of the data to protect it from unauthorized access or 
disclosure, including, but not limited to: 
1. Document/File Level Encryption – Encryption of a single document or file.  In 

general, file-level encryption implements features available within applications 
(e.g. Microsoft Word, Adobe Acrobat) – not operating system encryption 
options – to encrypt individual files.  Typically, file-level encryption requires 
the use of passwords to encrypt/decrypt files and files remain encrypted even if 
copied, moved, or transmitted to a new location.  If the password is lost, the 
data on the file is likely unrecoverable.  A password vault should be used for 
password recovery to ensure the password is not lost.  File-level encryption 
should be limited to instances where there are very few files to encrypt.   

2. Container/Folder Level Encryption – Encryption of all files within a container 
or folder.  In general, folder-level encryption implements features available 
within operating systems.  While files within folder-level encrypted folders 
remain encrypted while in the folder, files that are copied, moved, or 
transmitted outside the folders will be in a decrypted state outside the folders.  
Changing the computer password or being issued a new computer may result in 
the loss of access to files in the folder.  If the password is lost, the data in the 
folder is likely unrecoverable.  A password vault should be used for password 
recovery to ensure the password is not lost.  Folder-level encryption should be 
limited to instances where many files need encryption, but the entire disk drive 
is not encrypted. 

https://csrc.nist.gov/publications/detail/fips/140/2/final
https://csrc.nist.gov/publications/detail/fips/140/3/final
https://csrc.nist.gov/Projects/fips-140-3-transition-effort
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3. USB Device Encryption – Encryption of all files on the USB device.  USB 
encryption mechanisms include leveraging operating system features, using 
third-party encryption tools, and purchasing USB devices that implement 
encryption.  While files remain encrypted when on USB devices, files that are 
copied, moved, or transmitted will be in a decrypted state outside the USB 
devices.  A password recovery process should be implemented to ensure that 
all data on the USB drive is not at risk of being unrecoverable in the event of a 
forgotten password.  ETSS has secure USB flash drives that are centrally 
managed to ensure USB data remains protected.  Please contact your agency IT 
tech support for more information if you require a secure USB flash drive.           

4. Full Disk/Drive Encryption – Encryption of all data on the entire hard disk 
drive (HDD) or solid-state drive (SDD). ETSS-managed laptops will be 
encrypted with full disk/drive encryption prior to deployment.  Any exception 
to this requirement must be formally approved by the ETSS CISO.  
Unmanaged laptops, tablets, and smartphones will not contain classified data.  
A password recovery process should be implemented to ensure that all data on 
the computer is not at risk of being unrecoverable in the event of a forgotten 
password.  Boot disk encryption, where all data on bootable media (that is 
responsible for starting the operating system) is encrypted, is often used in 
conjunction with full disk encryption.     

5. Portable Storage Media Encryption – Classified data maintained on portable 
storage media, including HDDs, SSDs, USB flash drives, CDs, DVDs, BDs, 
and magnetic tapes, will be encrypted.  To reduce the risk of compromising 
classified data, the entire media should be encrypted instead of just encrypting 
the classified data itself.  

 
4.18. [IAL1, IAL2] Process Isolation (SC-39).  The information system will maintain a 

separate execution domain for each executing process (i.e. each process will be assigned 
a separate distinct address space) to manage communications between processes and 
ensure that one process cannot modify the executing code of another process. 
 
 

5. Approval / Review Signature 
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      Chief Information Security Officer      
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