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1. Purpose 
 

Establish policy that adequately protects and ensures the confidentiality of federal tax 
information (FTI) in accordance with Internal Revenue Service (IRS) Publication 1075 entitled 
“Tax Information Security Guidelines for Federal, State, and Local Agencies” (IRS Publication 
1075).  Ensure that state agencies and contracted third-party entities authorized to access, store, 
process, or transmit FIT maintain compliance with IRS Publication 1075 requirements. 

 
 
2. Applicability 
 

This policy is applicable to all State of Rhode Island Executive Branch Departments1 
(including agencies, boards and commissions), and their employees (including permanent, 
non-permanent, full-time, and part-time) and interns, consultants, contractors, vendors, 
contracted individuals, and any entity having access to state information systems and data, 
whether operated or maintained by the state or on behalf of the state.  For this policy, the term 
"agency" is used to refer to any department, agency, division, or unit of the Executive branch 
of the State of Rhode Island.   

 
 
3. Definitions 
 

Access 
When an individual enters a restricted or locked area, room, container, or system containing 
federal tax information OR obtains, acquires, receives, examines, uses, or gains knowledge of 
federal tax information, by physical, electronic, or any other methods.  Users, such as system 
or database administrators, have access to FTI if they have the ability to modify or bypass 
security controls protecting FTI (to include decryption keys). 
 
Access Agreement 
An agreement between the state and personnel detailing expectations for use, behavior, and 
conduct while using information systems, applications, infrastructure, and other components.  
Examples include non-disclosure agreements, acceptable use agreements, rules of behavior, 
and conflict-of-interest agreements. 
 
 
 

mailto:doa.entsec@doit.ri.gov
mailto:doa.entsec@doit.ri.gov
https://www.irs.gov/pub/irs-pdf/p1075.pdf
https://www.irs.gov/pub/irs-pdf/p1075.pdf


 
Division of Information Technology 

 
 

 

Page 2 
 

Access Privileges 
Permissions and access rights of information system user accounts and/or processes required 
for accessing specific system resources and data.  
 
Auditable Event 
An observable occurrence identified for its significance and relevance to the security of the 
information system and environment in which it operates (e.g. user logins/logoffs, system 
administrator activities). 
 
Audit Reduction 
A process that manipulates and organizes audit record data to provide analysts with more 
useful and meaningful information within audit reports during reviews. 

 
Authentication 
Establishing the validity of the user’s claimed identity using one or more of the following 
techniques: something the user knows (e.g. password), something the user has (e.g. key card), 
or something the user is (e.g. biometric fingerprint). 
 
Authorization Credentials 
A method of identification used by personnel to access an information system facility.  
Identification methods include, for instance, badges, identification cards, and smart cards. 
 
Authorized Access List (AAL) 
A list of personnel (e.g. employees, contractors, vendors) granted authorization credentials to 
access non-public areas of a facility where an information system resides. 
 
Authorizing Official 
A senior level official at the agency with the authority to formally assume responsibility for 
operating an information system at an acceptable level of risk to agency and enterprise 
operations, assets, and personnel. 
 
Baseline Configuration   
The technical, functional, and physical specifications that reflect the current information 
system architecture including, for example, standard software installed on workstations, 
laptops, servers, network components, and mobile devices, operating system and application 
versions and patch sets, and configuration settings.  
 
Brute Force Cracking 
A password guessing method where a computer attempts all possible password combinations 
until the password is guessed.  
 
Cloud Computing 
A model for enabling ubiquitous, convenient, on-demand network access to a shared pool of 
configurable, computing resources (e.g. networks, servers, storage, applications, services) that 
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can be rapidly provisioned and released with minimal management effort or service provider 
interaction. 
 
Collaborative Computing 
A group-oriented and distributed environment of shared resources and devices (e.g. cameras, 
microphones, networked whiteboards, other similar devices built-in or attached to computers) 
that allow for the transmission of audio or visual data and enable multiple users to collaborate 
on textual and graphical documents. 
 
Configuration Change Control  
The systematic proposal, justification, implementation, testing, review, and 
disposition of changes to information systems, including system modifications and 
upgrades, changes to baseline configurations, changes to configuration settings, 
unscheduled changes, and changes to remediate vulnerabilities.  
    
Configuration Management   
The process of establishing, maintaining, and managing changes to system hardware, software, 
documentation, and functional and physical characteristics of the operational environment 
throughout the information system lifecycle.  
  
Configuration Management Plan  
Defines system level processes and procedures for how configuration management will be 
implemented to support system development lifecycle activities and should describe how to 
move a change through the change management process, how configuration settings and 
configuration baselines are updated, how the information system component inventory is 
maintained, how the development, test, and operational environments are controlled, and how 
documents are developed, released, and, updated.  
  
Configuration Settings   
Parameters within information system hardware, software, or firmware components that can 
be changed and, consequently, have an effect on the security posture or functionality of the 
system.  
 
Contingency Plan 
A planned course of action designed to effectively respond to information system disruptions, 
compromises, or failures and restore continuity of operation of essential mission and business 
functions.  Contingency planning is related to other risk management activies, including 
business continuity, disaster recovery, continuity of operations, critical infrastructure, incident 
response, occupant emergency planning.   
 
Continuous Monitoring 
The monitoring of various aspects of network and information system activity that maintains 
ongoing awareness of information security, vulnerabilities, and threats to support both 
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Enterprise and agency risk management decisions. The strategy for implementing a continuous 
monitoring program should identify the security controls to me monitored, monitoring 
frequency, type of assessment, correlation and analysis, response activities, and responsibilities 
of personnel with continuous monitoring roles.   
 
Data Center 
A facility that houses information systems, network components, telecommunications, and 
other equipment.  Data centers may also include redundant network connections, backup power 
supplies, and other systems necessary for proper maintenance and ongoing operations, such as 
environmental controls.  Data centers may be any size, both large and small, and are sometimes 
referred to as computer rooms. 
 
Federal Tax Information (FTI) 
Federal tax returns and return information (and information derived from it) in the state 
agency’s possession or control covered by confidentiality protections of the Internal Revenue 
Code (IRC) and subject to IRC 6103(p)(4) safeguarding requirements, including IRS oversight.  
FTI includes return or return information received directly from IRS or obtained through an 
authorized secondary source, such as Social Security Administration (SSA), Federal Office of 
Child Support Enforcement (OCSE), Bureau of the Fiscal Service (BFS), or Centers for 
Medicare and Medicaid Services (CMS), or other entity acting on behalf of the IRS pursuant 
to an IRC 6103(p)(2)(B) Agreement.  FTI includes any information created by the recipient 
that is derived from federal return or return information received from IRS or obtained through 
a secondary source.  Safeguarding FTI is critical to protecting taxpayer confidentiality as 
required by IRC 6103 and may not be masked to change the character of information to 
circumvent IRC 6103 confidentiality requirements. 
 
Identification 
Providing the users claimed identity to the information system, most commonly via a user ID.  
System processes and devices may also have an identity.  An identifier is required to assign 
responsibility and accountability for user actions on the system.  
 
Incident Response Team (IRT) 
A team of knowledgeable and skilled individuals tasked with responding to and resolving 
security incidents to limit their scope, magnitude, and impact to IT systems and data.  In 
accordance with the DoIT Incident Response Plan, there are two (2) IRTs: an agency IRT and 
an Enterprise Operations Center (EOC) IRT. 
 
Information Received from Taxpayers or Third Parties  
Copies of tax returns or return information provided to the agency directly by the taxpayer or 
his/her representative (e.g. W-2’s, Form 1040, etc.) or obtained from public information files 
(e.g. federal tax lien on file with the county clerk, Offers in Compromise available for public 
inspection; court records, etc.)  is not protected FTI that is subject to the safeguarding 
requirements of IRC 6103(p)(4).    If the agency independently verifies FTI provided by the 
IRS or a secondary source with the taxpayer or a third-party source, the verified information 
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is not FTI as long as the IRS source information is replaced or overwritten with the newly 
provided information. 
 
Information Security Architecture 
An overall security architecture design that addresses information security necessities and 
potential risks, including an architectural description, allocation of security controls and 
functionality, security-related information for external interfaces, protection mechanisms 
associated with each interface, type of data being processed, stored, transmitted, or exchanged 
across interfaces, user roles and access privileges, restoration priorities, and any other 
information required for ensuring adequate security of information systems and data. 
 
Information Spillage 
An instance where sensitive information is inadvertently placed on an information system that 
is not authorized to process such information.  
 
Interconnection Security Agreement (ISA) 
An agreement that describes the interface characteristics, security requirements, and nature of 
information communicated via dedicated connections between information systems. 

 
Least Privilege  
The principle that system users should be granted only the privileges required to perform their 
official duties and job functions.  

 
Logical Access 
The ability of a user to interact with hardware and data through access control procedures, such 
as identification, authentication, and authorization.  For this policy, the term “access” refers to 
logical access.  

 
Maintenance Tools 
Hardware, software, or firmware used specifically for repairing and diagnosing information 
systems and system components. 

 
Malicious Code 
Software or firmware intended to perform an unauthorized process that has an adverse impact 
on the confidentiality, integrity, or availability of an information system, such as a virus, worm, 
trojan horse, spyware, or other code-based entity that infects a lost. 
 
Malicious Code Protection Mechanisms 
Software-based solutions, such as anti-virus signature definitions and reputation-based 
technologies (e.g. blocking access based on IP or URL), used to protect the information system 
from malicious code. 

 
Media 
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A medium for storing data, both digital and non-digital.  Digital media includes internal and 
external hard disk drives, flash storage drives, optical media (CDs, DVDs), and magnetic 
media (diskettes, magnetic tapes).  Non-digital media includes paper and microfilm. 

 
 
Mobile Code 
Software downloaded from remote systems and executed locally on servers and workstations, 
often without the user’s explicit authorization, knowledge, or awareness.  Mobile code is also 
referred to as executable or active content.  Examples include Java Applets, ActiveX, Flash, 
JScript, VBScript, VBA, macros, and content embedded within emails and web pages. 

 
Mobile Device 
A computing device that is easily portable, has its own operating system, and is able to run 
application software.  Typically, mobile devices have a display screen, a method to input data 
(e.g. touch screen, touch keyboard, miniature keyboard), and the ability to communicate and 
transfer data wirelessly (e.g. Wi-Fi, Bluetooth).  Examples of mobile devices include, but are 
not limited to, tablets, laptops, notebooks, smartphones, and other portable computing devices. 

 
Multifactor Authentication (MFA) 
A method of authentication that requires at least two forms of independent credentials be 
verified prior to being granted access: something the user knows (e.g. password), something 
the user is (e.g. biometric), and/or something the user has (e.g. security token). 
 
Need to Know  
Limiting access to FTI to individuals with a need-to-know.  Under need-to-know restrictions, 
even if an individual has the authority to access FTI, the individual would not be granted access 
to FTI unless it is necessary to perform his/her official duties with regard to the purpose for 
which the FTI will be used. 
 
Network Resources 
Information systems, system components, devices, and data that are accessible by computer 
via the local area network or State intranet.  Network resources include: 
• Data, information, and files (in storage and in transmission). 
• Desktop computers 
• State issued mobile devices (e.g. laptops, tablets, notebooks, smartphones). 
• Peripheral devices (e.g. printers, scanners, fax machines, monitors). 
• Licensed software, hardware, and network equipment (e.g. applications, phone systems, 

servers, routers, switches). 
 
Non-Repudiation 
Ensuring that a user or process cannot falsely deny having performed an action. 
 
Penetration Testing 
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An authorized attempt to gain access to information system resources using techniques that are 
similar to those used by adversaries in order to identify security weaknesses and exploitable 
vulnerabilities. 
 
 
 
 
Personally Identifiable Information (PII)  
Data, including FTI, that can be used either alone or in combination with other data to identify 
an individual.  In both digital or hard copy paper format, data is considered PII when an 
individual's first name, or first initial and last name, is used in combination with one or more 
of the following data elements:   
• Name associated with the filing 
• Mailing address 
• Place and date of birth  
• Mother’s maiden name  
• Biometric data (e.g. height, weight, eye color, fingerprints)  
• Driver's license number, RI identification card number, tribal identification number, 

telephone number, social security number, bank account number  
• Account, credit, or debit card number, in combination with any required security code, access 

code, password, or personal identification number that would permit access to an individual's 
financial account 

• Medical or health insurance information 
• Email address with any required security code, access code, or password that would permit 

access to an individual's personal, medical, insurance, or financial account. 
 

Physical Access 
The ability to gain physical access to a computer or information system. 

 
Plan of Action and Milestones (POAM) 
A document that identifies tasks needing to be accomplished to correct weaknesses or 
deficiencies noted during an assessment of security controls to reduce or eliminate known 
vulnerabilities in the information system.  A POAM details resources required to accomplish 
specific elements of the plan, identifies milestones essential in meeting the tasks, and 
formalizes scheduled completion dates for the milestones.  Additionally, a POAM allows the 
agency to track vulnerabilities identified by security controls assessments, security impact 
analysis’, continuous monitoring activities, self-assessments, internal inspections, and external 
audits. 

 
Position Risk Designation 
The relative risk of a given position based on the information, data, systems, applications, 
devices, etc., that the position is authorized to have access to.  In determining a position’s risk 
designation, physical access requirements to information system hardware or software, the 
ability to override or bypass security controls, and the scope of IT resources that may be 
impacted by security violations should all be primary considerations.  
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Privacy Impact Assessment (PIA) 
A privacy impact assessment is a tool for identifying and assessing privacy risks throughout 
the development life cycle of a program or system. It states what personally identifiable 
information is collected, and explains how that information is maintained, protected, and 
shared. 

 
Privileged Account 
An information system account that is granted an elevated level of privileges to access sensitive 
information systems and data, perform security related functions on the network, information 
system, or application, and provide for the management and configuration of mission-critical 
information systems and network infrastructure.  Privileged accounts include, among others, 
local administrators, domain administrators, emergency accounts, service accounts, and 
application accounts. 
 
Public Key Infrastructure (PKI) 
The framework and services that provide for the generation, production, distribution, control, 
accounting, and destruction of public key certificates. Components include the personnel, 
policies, processes, server platforms, software, and workstations used for the purpose of 
administering certificates and public-private key pairs, including the ability to issue, maintain, 
recover, and revoke public key certificates. 
 
Return and Return Information  
Any tax or information return, estimated tax declaration, or refund claim (including 
amendments, supplements, supporting schedules, attachments, or lists) required by or 
permitted under the IRC and filed with the IRS by, on behalf of, or with respect to any person 
or entity.  Examples of returns include forms filed on paper or electronically (e.g. forms 1040, 
941, 1120).  Forms include supporting schedules, attachments, or lists that are supplemental to 
or part of such a return.   

 
Risk Assessment 
A determination of risk, including likelihood and impact estimates, from potential threats and 
vulnerabilities that result in a compromise in the confidentiality, integrity, and availability of 
information systems and data they process, store, and transmit.   

 
Sanitize 
A process by which data is irreversibly removed from media being disposed, reused, or 
released out of agency control such that there is reasonable assurance the data cannot be 
retrieved or reconstructed.  Media sanitization methods include overwriting, degaussing, and 
physically destruction.  

 
Screening 
The process by which personnel are verified or checked to determine their fitness for a given 
position.  This process may include a simple criminal record search or may include detailed 
background checks conducted with the aid of third parties. 
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Security Authorization 
The authorization decision made to commence information system operations and accept all 
risk to agency assets and operations based on the implementation of agreed-upon security 
controls. Security authorizations decisions are usually made by the system owner (e.g. senior-
level Agency executives or management). 

 
Security Categorization 
A level of risk (category) that is assigned to information systems and data based on risk 
assessments and the potential of specific events to impact individuals, systems operations, and 
State assets should the confidentiality, integrity, and availability of information systems and 
data be compromised.  

 
Security Control 
A safeguard or countermeasure prescribed for an information system or an agency 
designed to protect the confidentiality, integrity (including non-repudiation and 
authenticity), and availability of its information that meets a set of defined security 
requirements.  There are three (3) classes of security controls:  Management, Operational, 
and Technical.  Security controls need periodic assessment to provide the information 
necessary to determine the extent to which the controls are implemented correctly, if they’re 
operating as intended, and producing the desired outcome with respect to meeting the security 
requirements for the information system. 
 
Security Event 
An observable event arising from a risk, threat, or vulnerability that may impact the 
confidentiality, integrity, or availability of state network resources, information system 
damage, network disruption, or significant loss of vital business assets. 
 
Security Impact Analysis  
An analysis of a proposed change to determine its potential impact on system 
security.  Security impact analysis tasks include security plan reviews, conducting risk 
assessments, and performing tests within a test environment. 

 
Security Incident 
A security event that results in a compromise to the confidentiality, integrity, or availability of 
state network resources, including information system damage, network disruptions, or 
significant loss of vital business assets.  A security event that results in the unauthorized 
disclosure of confidential data is also known as a security breach.  

 
Separation of Duties  
The principle that roles and responsibilities should be divided among different users so that no 
single individual may subvert the information system or a critical business function.    
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Session 
A series of interactions between two end points (e.g. desktop, server, web application, 
client/server) that occur during the span of a single connection. 

 
Supply Chain Risk Management (SCRM) 
A systematic process for managing supply chain risk by identifying susceptibilities, 
vulnerabilities, and threats throughout the supply chain and developing mitigation strategies to 
combat the threats presented by the supplier, the supplied product and its subcomponents, or 
the supply chain (e.g. initial production, packaging, handling, storage, transport, mission 
operation, and disposal).  SCRM goes beyond the activities of the ETSS Vendor Management 
Office (VMO), which is primarily responsible for the procurement of all third-party hardware, 
software, telecom, hosting, and services. 
 
System Development Life Cycle (SDLC) 
The scope of activities associated with an information system, encompassing the system’s 
initiation, development and acquisition, implementation, operation and maintenance, and 
ultimately its disposal. 

 
System Security Plan (SSP) 
A plan that details security-based controls and mitigating factors to ensure the safety and 
security of information systems and data. 

 
Termination 
The process by which persons or personnel are separated or discharged from service, including 
voluntary or involuntary discharge, contract revocation or fulfillment, retirement, resignation, 
etc. Contractors, vendors, and third-party personnel may have their contracts terminated or 
other actions taken. 
 
Transfer 
A change in position typically associated with a change of responsibilities, access needs, 
system or device access, and information and data required for job completion. 

 
Unauthorized Access  
Access to FTI is permitted only to individuals who require the FTI to perform their official 
duties and as authorized under the IRC. FTI must never be indiscriminately disseminated, even 
within the recipient agency, body, or commission. Agencies must evaluate the need for FTI 
before the data is requested or disseminated. For more information, see IRC 6103 and IRS 
Publication 1075 Section 1.4.5. 
 
Unauthorized Disclosure  
An unauthorized disclosure occurs when an entity or individual with authorization to receive 
FTI knowingly or with gross negligence discloses FTI to another entity or individual who does 
not have authority.  Subject to the disclosure provisions of IRC 6103, agencies may need to 
disclose FTI to outside entities (e.g., for prosecution, appeals, or collection processes) as long 
as the receiving entity has a need-to-know and the individual recipient has authority under IRC 
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6103 to receive it.  If the individual does not have a need-to-know, this constitutes an 
unauthorized disclosure.  Additionally, an unauthorized disclosure has occurred when FTI is 
knowingly or, due to gross negligence, provided to an individual who does not have the 
statutory right to have access to it.  Even without willfulness or gross negligence, FTI is not to 
be disclosed to entities or individuals who are not authorized by IRC 6103 to have it.  For more 
information, see IRC 6103 and IRS Publication 1075 Section 1.4.6. 
 
Virtual Desktop Infrastructure (VDI) 
Virtualization technology that hosts a desktop operating system on a centralized server within 
a data center.  VDI is a variation on the client-server computing model, sometimes referred to 
as server-based computing.  Examples include VMWare and Citrix.  VDI provides users access 
to enterprise resources, including a virtual desktop from locations both internal and external to 
the agency’s network.  In a VDI environment, a user can access FTI by connecting to a virtual 
workstation via a vendor-specific agent, connection client, or through an internet browser from 
practically any mobile device with internet access. 
 
 

4. Procedures for Compliance 
 

4.1. Authorized Use of FTI.  The agency will: 
1. Only use FTI in any manner consistent with its authorized use.  Any unauthorized 

secondary use of FTI is specifically prohibited and may result in the discontinuation of 
disclosures to the agency and imposition of civil or criminal penalties on the 
responsible officials.  If the agency requires FTI for a different authorized use under a 
different provision of IRC § 6103, the agency must send a separate request to the IRS 
Office of Safeguards.   

2. Notify the IRS Office of Safeguards prior to re-disclosing FTI to contractors or sub-
contractors. If the agency intends to use a contractor or sub-contractor for performing 
statistical analysis, tax modeling, or revenue projections, it must notify and submit a 
notification to the IRS at least forty-five (45) days prior to the contractor or sub-
contractor being granted access to FTI.  See IRS Publication 1075 section 1.9.4 
(Disclosing FTI to Contractors or Sub-Contractors) for more information. 

 
4.2. Recordkeeping.  The agency will: 

1. Establish a tracking system to identify and track the location of digital and non-digital 
FTI from receipt until final disposition. 

2. Track the conversion of FTI from paper to digital media (i.e. scanning) or from digital 
media to paper (i.e. print screens, print reports) from creation to destruction of the 
converted digital or non-digital FTI. 

 
4.3. Third-Party Contract Agreements.  Contract agreements with vendors and third parties, 

as well as their subcontractors and subsidiaries, granted access to FTI will include 
appropriate IRS Publication 1075 compliant language.  Refer to IRS Publication 1075 
Exhibit 7 (Safeguarding Contract Language) for more information.   

 

https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwiXq_-cu8P3AhUSl4kEHaVWC-EQFnoECBoQAQ&url=https%3A%2F%2Fwww.govinfo.gov%2Fcontent%2Fpkg%2FUSCODE-2011-title26%2Fpdf%2FUSCODE-2011-title26-subtitleF-chap61-subchapB-sec6103.pdf&usg=AOvVaw1PVhwIQ4q8SDcQNDJELES4
mailto:SafeguardReports@irs.gov
mailto:SafeguardReports@irs.gov
https://www.irs.gov/pub/irs-pdf/p1075.pdf
https://www.irs.gov/pub/irs-pdf/p1075.pdf
https://www.irs.gov/pub/irs-pdf/p1075.pdf
https://www.irs.gov/pub/irs-pdf/p1075.pdf
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4.4. Securing FTI. 
 
4.4.1. Access Restrictions.  FTI will only be accessed or viewed by authorized 

individuals.  FTI will not be accessed, received, stored, processed, or disposed by 
any covered individual, third party, or via information technology infrastructure 
that is located outside of the United States or its territories.  MFA is required to 
access applications and systems that store FTI when traversing a public network, 
regardless of the transmission method.  FTI will be clearly labeled “Federal Tax 
Information” and handled so it does not become misplaced or available to 
unauthorized personnel. 

 
4.4.2. Minimum Protection Standards (MPS).  The MPS or “two barrier” rule applies 

to FTI, beginning at the FTI itself and extending outward to individuals without a 
need-to-know.  Protected information must be containerized in areas where non-
authorized personnel may have access after-hours.  MPS is applied on a case-by-
case basis to secure perimeters, secure rooms, secure employee access, and secure 
containers.  See IRS Publication 1075 Table 1 (Minimum Protections Standards) 
for more information. 

 
4.4.3. Restricted Area Access.  A restricted area is an area where entry is limited to 

authorized personnel (individuals assigned to the area).  All restricted areas will 
meet secured area criteria or provisions must be made to store FTI in appropriate 
containers during non-duty hours.  Restricted areas will be prominently posted and 
separated from non-restricted areas by physical barriers that control access.  
Employee, vendor and non-agency personnel, and visitor access to restricted areas 
by will be controlled.  Gaining access to a restricted area by "tailgating” or 
“piggybacking” is prohibited, regardless if the individual is authorized to enter the 
restricted area.  All personnel must scan their ID badge when entering a restricted 
area.  See PE for more physical access controls.    

 
4.4.3.1. Visitor Access Logs.  The agency will maintain a restricted area visitor 

log at a designated entrance to the restricted area and all visitors 
(individuals not assigned to the area) entering the area shall be directed to 
the designated entrance.  The visitor log will include the following 
information: 
• Name of visitor 
• Name of vendor/contractor (of the visitor) 
• Signature of visitor 
• Form of identification provided by visitor 
• Date of visit 
• Time of entry and departure 
• Purpose of visit 
• Name and agency of employee being visited 

 

https://www.irs.gov/pub/irs-pdf/p1075.pdf
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4.4.3.2. Authorized Access List (AAL).  To facilitate the entry of personnel who 
have a frequent and continuing need to enter a restricted area, but are not 
assigned to the area, the agency will maintain an AAL for agency 
employees and vendor/non-agency personnel so long as MPS are 
maintained.  The AAL will be updated monthly to reflect changes in access 
requirements.  The AAL will include the following: 
• Name of individual 
• Agency or department name 
• Name and phone number of agency POC 
• Address of agency POC 
• Purpose for access 

 
4.4.4. Alternate Worksites.  The agency will document and maintain policies and 

procedures, updated no less than every three (3) years, relating to safeguarding FTI 
at alternate worksites, even if alternate worksites are prohibited.  Controls used at 
alternate worksites that access, receive, store, process, or dispose of FTI will 
provide similar security as controls in place at primary worksites used for securing 
FTI.  All requirements of IRS Publication 1075 Section 2.B.5 (Physical Security of 
Computers, Electronic, and Removable Media) apply to alternate worksites.  
Portable removeable media, including laptops, mobile devices, and paper, will be 
appropriately secured with a locking cable, inside a locked cabinet, locked office, 
behind a locked door, etc.  Media containing FTI will be sanitized and destroyed in 
accordance with ETSS Media Handling and Security Polity 05-01) approved media 
sanitization methods.  The agency will perform and formally document annual 
inspections of alternate work sites to ensure that safeguards are adequate. 
 

4.4.5. Off-Site Storage.  Media containing FTI, which is sent to an off-site storage 
facility, will be properly secured, labeled, and protected from access by 
unauthorized individuals.  The media may not be stored on open shelving, unless 
the shelving is in a restricted area accessible only to individuals with authorized 
access to FTI.  Media containing FTI may not be released to a contractor operated 
off-site storage facility unless the media is encrypted and labeled as containing 
“federal tax information” or “FTI”, is locked in a secured container, and the agency 
retains the key to the secured container. 

 
4.4.6. Media and Devices.  Only state-owned devices are authorized to access, receive, 

process, or store FTI.  Accessing FTI via non-state-owned or personal devices is 
strictly prohibited.  Mobile devices and removeable media will be secured, as 
appropriate, with a locking cable, inside a locked cabinet, locked office, behind a 
locked door, etc.  Removeable media containing FTI will be labeled as “federal tax 
information”.  Only agency-approved security access control devices and agency-
approved software will be used.  Copies of illegal and non-approved software will 
not be used.  FTI may be stored on hard disks only if agency-approved security 
access control devices (hardware/software) have been installed, are receiving 
regularly scheduled maintenance including upgrades, and are being used.  

https://www.irs.gov/pub/irs-pdf/p1075.pdf
https://www.irs.gov/pub/irs-pdf/p1075.pdf
https://www.ri.gov/app/doa/policies/policies?utf8=%E2%9C%93&search%5Bquery%5D=&search%5Bdivision%5D=1&commit=Search
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Electronic media that is to be reused must have files overwritten or degaussed.  
Collaborative devices attached to computers with access to FTI will not be remotely 
activated and will employ alerts that notify the end user when the devices are 
activated.  Multi-functional devices (any combination of printer, copier, scanner, 
fax) will require a user to authenticate to the device with a unique username and 
password, encrypt FTI going to or from the device, not fax or email FTI from the 
device, and not store FTI locally on the device. 

 
4.4.7. Email.  If the agency determines that FTI is not permitted to be included within 

email, the agency will document a policy stating that FTI is prohibited within email 
transmissions and the actions that need to be taken if FTI is inadvertently sent via 
email. 

 
If the agency permits FTI to be transmitted via email, then email containing FTI 
will be encrypted using FIPS 140-2 or FIPS 140-3 (as applicable during the 
transition period) validated encryption algorithms.  Mail server and network 
equipment supporting email infrastructure will be hardened/patched against known 
vulnerabilities and protected against malware.  Audit logs of email containing FTI 
will capture header, sender, recipient, date sent, and sender/recipient mail server 
information (name, IP address, transmission result, error codes).  Email containing 
FTI will only be accessed from locations within the United States. Email containing 
FTI will be labeled to inform the recipient that it contains FTI.  Prior to emailing 
FTI, senders will verify that only authorized individuals are in the email recipient 
list.  Automatically forwarding emails containing FTI to other email addresses is 
strictly prohibited.  FTI will only be sent via email attachments and not entered in 
the body of the email.  End users will delete emails containing FTI from the mail 
client inbox when no longer needed.  End users will log-off from workstations and 
never leave them unattended in a logged-on state. 

 
4.4.8. Facsimile (Fax).  If the agency determines that FTI is not permitted to be included 

within fax communications, the agency will document a policy stating that FTI is 
prohibited within fax communications and the actions that need to be taken if FTI 
is inadvertently faxed. 
 
If the agency permits FTI to be transmitted via fax, then the fax machines will be 
placed in secured areas.  Trusted staff should be physically present at fax machines 
during transmissions of FTI. Broadcast lists and other preset numbers of frequent 
recipients of FTI will be maintained.  Fax transmissions will include a cover sheet 
that provides recipients with explicit guidance, including a notification as to the 
sensitivity of the faxed data, the need for protection, and a notice to unintended 
recipients to contact the sender via telephone (collect call, if necessary) to report 
the disclosure of FTI and confirm the destruction of the information. 

 
4.4.9. Paper.  FTI printed from electronic to paper media or scanned from paper to 

electronic media will be tracked via logs.  Paper documents containing FTI will be 

https://csrc.nist.gov/publications/detail/fips/140/2/final
https://csrc.nist.gov/publications/detail/fips/140/3/final
https://csrc.nist.gov/Projects/fips-140-3-transition-effort
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stored in controlled areas (e.g. restricted zones, secure rooms, locked rooms or 
cabinets) and monitored to detect and respond to unauthorized access.  Paper 
documents containing FTI will be destroyed and disposed of by burning, mulching, 
pulping, shredding, or disintegrating. 

 
 
 
 
 
 
The following NIST SP 800-53 rev5 security and privacy controls relate to the protection of 
FTI.  These controls have been tailored with NIST and IRS-defined control enhancements 
required to protect the confidentiality of FTI align with DoIT Information Technology Security 
and Risk Program Management PM-1 moderate security baseline controls. 
 
Access Control (AC) 
Awareness and Training (AT) 
Audit and Accountability (AU) 
Assessment, Authorization, and Monitoring (CA) 
Configuration Management (CM) 
Contingency Planning (CP) 
Identification and Authentication (IA) 
Incident Response (IR) 
System Maintenance (MA) 
Media Protection (MP) 
Physical and Environmental Protection (PE) 
System Planning (PL) 
Program Management (PM) 
Personnel Security (PS) 
Personally Identifiable Information Processing and Transparency (PT) 
Risk Assessment (RA) 
System and Services Acquisition (SA) 
System and Communications Protection (SC) 
System and Information Integrity (SI) 
Supply Chain Risk Management (SR) 

  

https://www.ri.gov/app/doa/policies/policies?utf8=%E2%9C%93&search%5Bquery%5D=&search%5Bdivision%5D=1&commit=Search
https://www.ri.gov/app/doa/policies/policies?utf8=%E2%9C%93&search%5Bquery%5D=&search%5Bdivision%5D=1&commit=Search
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4.5. Access Control (AC) 

 
 

4.5.1. Access Control Policy and Procedures (AC-1).  The agency will develop, 
document, disseminate to designated personnel defined in the applicable system 
security plan, review, and annually update an access control policy and procedures. 
 

4.5.2. Account Management (AC-2).  The agency will: 
1. Identify and document information system accounts allowed and specifically 

prohibited for use within the information system to support agency mission and 
business functions, including individual, group, system, application, guest, 
emergency, and temporary accounts.  Privileged accounts will only be assigned 
to personnel that require elevated levels of access to perform their job functions. 

2. Assign account managers for information system accounts. 
3. Establish conditions and criteria for group and role membership. 
4. Identify authorized users of the information system.  An up-to-date record of all 

users authorized to access the information system will be maintained by the 
agency.  

5. Specify access privileges for each information system account.  Access 
privileges assigned to external users (e.g. vendors, contractors) will be 
commensurate with access restrictions of the respective agency information 
system.   

6. Require approval from authorized personnel for requests to create information 
system accounts.  Privileged user accounts require approval from the system 
owner prior to access being granted. 

7. Create, enable, modify, disable, and remove information system accounts in 
accordance with ETSS and agency account management procedures.  Where 
possible, this process should be automated by the information system.  Inactive 
or unused default information system accounts will be disabled or removed.  
Default passwords of default information system accounts will be changed in 
accordance with ETSS Identification and Authentication Policy 10-20.   

8. Monitor the use of information system accounts.  Users will not share their 
account information with other users.  User accounts will be monitored for 
indications of compromised or shared accounts. 

9. Notify account managers within one (1) day when user accounts are no longer 
required, upon a transfer or termination of employment, or upon changes to 
information system usage or need-to-know requirements.  The account manager 
will promptly submit a service ticket request that the system administrator 
modify or remove the account, as appropriate.   

10. Authorize access to information systems based on a valid access authorization, 
intended system usage, and permissions required by the agency or associated 
mission and business functions. 

11. Annually review information system accounts for compliance with account 
management requirements.  Privileged accounts will be reviewed semi-annually. 

https://www.ri.gov/app/doa/policies/policies?utf8=%E2%9C%93&search%5Bquery%5D=&search%5Bdivision%5D=1&commit=Search
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12. Establish a process for reissuing shared/group account credentials when 
individuals are removed from the group. 
 

4.5.2.1. Automated System Account Management (AC-2.1).  The agency will 
employ automated mechanisms to support the management of information 
system accounts. 
 

4.5.2.2. Automated Temporary and Emergency Account Management (AC-
2.2).  The information system will automatically: 
1. Disable temporary and emergency accounts within two (2) days 

following the resolution of the issue that required their use. 
2. Remove temporary accounts within no more than six (6) months from 

the date the temporary account was created.  Temporary accounts will 
not be created without a corresponding expiration date. 

 
4.5.2.3. Disable Accounts (AC-2.3).  The agency will disable: 

1. Non-privileged accounts (e.g. user, device, service accounts) after 
ninety (90) days of inactivity. 

2. Privileged accounts (e.g. user, device, service accounts) after sixty (60) 
days of inactivity. 

3. Expired accounts. 
4. Accounts no longer associated with a user. 

 
4.5.2.4. Automated Audit Actions (AC-2.4).  The information system will 

automatically audit account creation, modification, enabling, disabling, 
and removal actions, and promptly notify system administrators of these 
actions. 
 

4.5.2.5. Privileged Use Accounts (AC-2.7).  The agency will: 
1. Establish and administer privileged user accounts in accordance with a 

role-based access structure. 
2. Monitor privileged role assignments. 
3. Monitor changes to privileged roles. 
4. Revoke privileged role when privileged access is no longer required.  

 
4.5.2.6. Restrictions on Use of Shared and Group Accounts (AC-2.9).  The 

agency will only permit the use of shared and group accounts for 
authorized and agency-defined conditions that require the use of shared or 
groups accounts on the information system. 
 

4.5.2.7. Account Monitoring for Atypical Usage (AC-2.12).  The agency will 
monitor information system accounts for atypical usage, including access 
during specific times of the day or from locations not consistent with 
normal usage patterns, and report atypical usage to designated individuals, 
including agency management and system administrators. 
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4.5.2.8. Disable Accounts for High-Risk Individuals (AC-2.13).  The agency 

will disable the account of a high-risk and privileged user within one (1) 
hour of the discovery of a significant risk associated with the account 
including, but not limited to, suspected compromised credentials, or 
unauthorized access to PII and other confidential or sensitive data. 

 
4.5.3. Access Enforcement (AC-3).  Users having accounts with privileged access to 

agency information systems may only access the privileged accounts from state-
owned or authorized/approved contractor systems.  The information system will: 
1. Enforce approved authorizations for logical access to information and system 

resources.  Contracted external service providers will isolate FTI and other PII, 
including applications and services that receive, process, store, or transmit FTI 
and other PII, within the service provider environment to the extent that other 
service provider customers that share physical or virtual space cannot gain 
access to FTI and other PII, applications, or services.  

2. Identify and authenticate each user prior to granting system access.  The 
authentication method used will be commensurate with the sensitivity of the 
information system and data being accessed.  If encryption is used as an access 
control mechanism, it must meet FIPS 140-2 or FIPS 140-3 (as applicable during 
the transition period) encryption standards documented in ETSS System and 
Communications Protection Policy 10-15.   

3. Maintain the identity of all active users. 
4. Link system actions to individual users. 

 
4.5.3.1. Controlled Release (AC-3.9).  The agency will only release FTI outside 

of the information system if the receiving information system accessing, 
processing, storing, or transmitting FTI provides and has implemented IRS 
Publication 1075 required security controls and protections. 

 
4.5.3.2. Restrict Access to Specific Information Types (AC-3.11).  The agency 

will restrict access to data repositories containing FTI, such as restricting 
access based on need-to-know, job function requirement, or system roles 
(e.g. restrict access to a database table rather than granting access to the 
entire database). 

 
4.5.4. Information Flow Enforcement (AC-4).  The information system will enforce 

approved authorizations for controlling the flow of FTI within the system and 
between interconnected systems based on the technical safeguards in place to 
protect the FTI, including technology-specific requirements for cloud computing, 
email communications, facsimile, mobile devices, multifunction devices, high-
volume printers, network and infrastructure, virtual desktops, and public-facing 
systems documented in Section 3.3 of IRS Publication 1075.   

 

https://csrc.nist.gov/publications/detail/fips/140/2/final
https://csrc.nist.gov/publications/detail/fips/140/3/final
https://csrc.nist.gov/Projects/fips-140-3-transition-effort
https://www.ri.gov/app/doa/policies/?commit=Search&search%5Bdivision%5D=1&search%5Bquery%5D=&utf8=%E2%9C%93
https://www.ri.gov/app/doa/policies/?commit=Search&search%5Bdivision%5D=1&search%5Bquery%5D=&utf8=%E2%9C%93
https://www.irs.gov/pub/irs-pdf/p1075.pdf
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4.5.5. Separation of Duties (AC-5).  Agency policies, procedures, and standards that 
address agency-specific business needs and regulatory/compliance requirements 
will support separation of duties to ensure the confidentiality, integrity, and 
availability of agency information systems and data.  The agency will identify and 
document the duties of individuals requiring separation and define information 
system access authorizations to support separation of duties, including: 
1. Ensuring audit functions are not performed by the same personnel responsible 

for administering access control. 
2. Limiting the number of system administrators and basing access in accordance 

with the user’s role and responsibilities. 
3. Ensuring mission critical functions and information system support functions are 

appropriately segregated. 
4. Ensuring testing and production functions (e.g. user acceptance, quality 

assurance, information security) are performed by appropriate 
individuals/groups. 

5. Ensuring information system security testing is performed by an independent 
authority (e.g. not the business process owner, system owner, system developers, 
system administrators). 
 

4.5.6. Least Privilege (AC-6).  The agency will employ the principle of least privilege 
and allow only authorized access for users (or processes acting on behalf of users) 
necessary to accomplish assigned tasks in accordance with agency mission and 
business functions.  Privileged information system accounts will be restricted to 
individuals who require privileged access to perform their administrative duties.  
Privileged users will use non-privileged accounts when accessing non-security 
functions. Database management utilities will be restricted to authorized database 
administrators.  Only authorized users will be permitted to access files, directories, 
drives, workstations, servers, network shares, ports, protocols, and services 
required to perform their job duties.  Vendors and contractors will be provided with 
minimal information system and physical access and must adhere to documented 
ETTS policies and security requirements.  Information system file system access 
not explicitly required for system, application, or administrator functionality will 
be disabled.  Information system and removable media boot access will be disabled 
unless explicitly authorized by the ETSS CISO for operational requirements (if 
authorized, boot access will be password protected). 

 
4.5.6.1. Authorize Access to Security Functions (AC-6.1).  The agency will 

explicitly authorize access for privileged account users to security 
functions deployed in hardware, software, and firmware and security-
relevant information, including the configuration or modification of audit 
logs, auditing behavior, boundary protection rules, access authorizations 
(e.g. permissions, privileges), authentication parameters (e.g. password 
complexity), and system configurations/parameters. 
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4.5.6.2. Non-Privileged Access for Non-Security Functions (AC-6.2).  The 
agency will: 
1. Require that users of information system accounts (or roles) with access 

to security functions and security-relevant information, including the 
establishment information system accounts, configuring access 
authorizations/permissions/privileges, configuring auditable events, 
and configuring intrusion detection parameters, use non-privileged 
accounts (or roles) when accessing non-security functions. 

2. Prohibit privileged accounts (including local administrators) from web 
browsing and other internet connections outside of the local protected 
boundary unless such risk is accepted in writing by the agency AIM. 

3. Block privileged accounts (including local administrators) from access 
to email unless such risk is accepted in writing by the agency AIM. 
 

4.5.6.3. Privileged Access by Non-Agency Users (AC-6.6).  The agency will 
prohibit privileged access to the information system by non-agency users.  

 
4.5.6.4. Review of User Privileges (AC-6.7).  The agency will review account 

privileges annually to validate the need for such privileges.  Unnecessary 
permissions will be promptly removed to reflect agency business 
requirements. 

 
4.5.6.5. Privilege Levels for Code Execution (AC-6.8).  The agency will prevent 

software from executing at higher privilege levels than the privilege levels 
of users executing the software.  The agency should track this control with 
the agency POA&M. 

 
4.5.6.6. Log Use of Privileges Functions (AC-6.9).  The agency will audit the 

execution of privileged functions. 
 

4.5.6.7. Prohibit Non-Privileged Users from Executing Privileged Functions 
(AC-6.10).  The information system will prevent non-privileged users from 
executing privileged functions, including the disabling, circumventing, or 
altering of implemented security safeguards/countermeasures. 

 
4.5.7. Unsuccessful Logon Attempts (AC-7). The information system will 

automatically lock user accounts after three (3) consecutive invalid 
logon attempts.  Privileged accounts will remain locked until unlocked by a 

system administrator.  Non-privileged accounts may be automatically unlocked 
after a minimum of ten (10) minutes.  However, upon six (6) consecutive invalid 
logon attempts, non-privileged accounts will remain locked until unlocked by a 
system administrator. 
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4.5.7.1. Purge or Wipe of Mobile Data (AC-7.2).  The agency will purge or wipe 
data from state-owned mobile devices after ten (10) consecutive, 
unsuccessful device logon attempts if the data is not encrypted or protected 
with strong encryption mechanisms. 

 
4.5.8. System Use Notification (AC-8).  Prior to granting access to FTI, the information 

system will display an IRS-compliant system use notification message (i.e. warning 
banner) on the screen at each login attempt.  The system use notification will be 
displayed until the user acknowledges and explicitly agrees to the displayed 
message. The system use notification message will provide users with general 
policy on system use, prohibited activities, and privacy or security concerns 
consistent with applicable federal and state laws, Executive Orders, directives, 
policies, regulations, standards, and guidance.  See IRS Publication 1075 Exhibit 8 
for sample system use notification messages. 

 
Non-Public Information Systems 
The information system will display a system use notification message prior to 
granting access that states: 
1. The user is accessing a State of Rhode Island government information system. 
2. System use is monitored, recorded, and subject to audit. 
3. Use of the system implies user consent to being monitored and recorded. 
4. Unauthorized use of the system is prohibited and subject to criminal and civil 

penalties. 
 

Publicly Accessible Information Systems 
The information system will display a system use notification message prior to 
granting access that: 
1. Displays system use conditions. 
2. References monitoring, recording, or auditing that are consistent with privacy 

accommodations for the system. 
3. Includes a description of the authorized uses of the system. 
 

4.5.9. Device Lock (AC-11).  The information system will automatically prevent further 
access to the system by initiating a session lock after no more than fifteen (15) 
minutes of inactivity. The session lock will remain in place until the user re-
authenticates to the system in accordance with established identification and 
authentication procedures (e.g. login with username and password). 
 
4.5.9.1. Pattern-Hiding Displays (AC-11.1).  The information system will 

conceal, via the session lock, data previously displayed on the screen with 
a publicly viewable image.  The pattern-hiding display will not display 
non-public data but can include static or dynamic images, patterns used 
with screen savers, photographic images, solid colors, clock, battery life 
indicator, or a blank screen. 

https://www.irs.gov/pub/irs-pdf/p1075.pdf
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4.5.10. Session Termination (AC-12).  The information system will automatically 

terminate user-initiated sessions after no more than thirty (30) minutes of inactivity, 
upon a user logoff, or other agency-defined conditions or events (e.g. concurrent 
session limits, timed intervals, session connection duration, location, etc.).  User-
initiated sessions are different from network communications sessions, 
which address the termination of network connections (network 
disconnect) associated with communications sessions (see section SC-
10 in this policy). 

 
4.5.10.1. User-Initiated Logouts (AC-12.1).  The information system will provide 

a logout capability for user-initiated communications sessions whenever 
authentication is used to gain access to information systems accessing, 
processing, storing, or transmitting FTI, including local workstations, 
databases, password-protected websites, or web-based services. 

 
4.5.11. Permitted Actions without Identification or Authentication (AC-14).  

FTI will not be accessed by or disclosed to any individual without 
identification and authentication user credentials being presented to the 
information system.  The agency will identify, within the System Security 
Plan (SSP), specific user actions that can be performed on the 
information system without identification or authentication (consistent 
with agency mission/business functions). 

 
4.5.12. Remote Access (AC-17).  The agency will: 

1. Authorize remote access to agency information systems via an external network 
(e.g. internet) prior to granting such connections. 

2. Establish and document usage restrictions, configuration and connection 
requirements, and implementation guidance for each type of remote access 
method allowed.  MFA will be required for all remote access to FTI or FTI 
environment that is administered over a remote connection.  Mechanisms that 
provide remote access to the internal state network will be managed and 
maintained by ETSS.  See ETSS Virtual Private Network (VPN) Access Policy 
04-01 for more information. 

3. Monitor unauthorized remote access to the information system.  FTI will not be 
remotely accessed from outside of the United States or its territories. 
 

4.5.12.1. Monitoring and Control (AC-17.1).  The information system will employ 
automated mechanisms to monitor and control remote access sessions to 
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ensure policy compliance of remote connection activities to information 
system components (e.g. servers, workstation, tablets, smartphones). 
 

4.5.12.2. Protection of Confidentiality and Integrity using Encryption (AC-
17.2).  The information system will implement cryptographic mechanisms 
to protect the confidentiality and integrity of remote access sessions.  Any 
application that remotely accesses the information system will use an 
approved encryption method.  The encryption strength used will be 
commensurate with the confidentiality and integrity requirements of the 
data.  See ETSS Data Encryption Policy 05-03 for more information. 

 
4.5.12.3. Managed Access Control Points (AC-17.3).  The information system will 

route all remote accesses through a limited number of ETSS-managed 
network access control points (e.g. firewalls, routers, switches). 

 
4.5.12.4. Privileged Commands and Access (AC-17.4).  The agency will 

authorize, and document within the SSP and SSR, the execution of 
privileged commands and access to security-relevant information via 
remote access. 

 
4.5.12.5. Disconnect or Disable Access (AC-17.9).  The information system will 

provide system administrators the capability to disconnect or disable 
remote access to FTI or FTI environment. 

 
4.5.13. Wireless Access (AC-18).  Mechanisms that provide wireless access to the state 

network will be managed and maintained by ETSS in accordance with ETSS 
Wireless Access Policy 04-02.  See IRS Publication 1075 Section 3.3.6 (Network 
Boundary and Infrastructure) for more information for protecting FTI on wireless 
networks.  The agency will: 
1. Establish usage restrictions, configuration and connection requirements, and 

implementation guidance for wireless access. 
2. Authorize wireless access to the information system prior to allowing wireless 

connections. 
 

4.5.13.1. Authentication and Encryption (AC-18.1).  The agency will protect 
wireless access to the information system via the use of encryption and 
authentication of both users and devices. 

 
4.5.13.2. Disable Wireless Network (AC-18.3).  The agency will: 

1. Disable, when not intended for use, wireless networking capabilities 
embedded within information system components (e.g. desktops, 
laptops, printers, copiers, fax machines, etc.) prior to issuance and 
deployment. 

https://www.irs.gov/pub/irs-pdf/p1075.pdf
https://www.irs.gov/pub/irs-pdf/p1075.pdf
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2. Logically separate guest wireless networks operated on behalf of the 
agency, including vendor-managed facilities, from secured internal 
networks. 

3. Monitor unauthorized wireless access to the information system and 
enforce wireless connections to the information system. 

4. Employ FIPS 140-2 or FIPS 140-3 (as applicable during the transition 
period) validated encryption within wireless network security 
mechanisms.   

5. Perform attack and vulnerability monitoring to support WLAN security.  
 

4.5.14. Access Control for Mobile Devices (AC-19).  The agency will: 
1. Establish usage restrictions, configuration requirements, and connection 

requirements for agency controlled mobile devices.  See ETSS Mobile Device 
Security Policy 10-04 for more information. 

2. Authorize the connection of mobile devices to agency information systems.   
 

4.5.14.1. Full Device or Container-Based Encryption (AC-19.5).  The agency 
will employ FIPS 140-2 or FIPS 140-3 (as applicable during the transition 
period) validated encryption to protect the confidentiality and integrity of 
FTI maintained on mobile devices.  With the exception of laptops, mobile 
devices will be purged/wiped after ten (10) consecutive unsuccessful logon 
attempts.  For additional information on protecting FTI accessed by mobile 
devices, see IRS Publication 1075 Section 3.3.4 (Mobile Devices) and IRS 
Publication 1075 Section 2.C.7 (Offshore Operations). 

 
4.5.15. Use of External Information Systems (AC-20).  External information systems 

and non-agency-owned equipment include any technology used to receive, process, 
transmit, or store FTI that is not owned and managed by the state, agency, or 
approved contractor.  The agency will establish terms and conditions that allow 
authorized individuals to access the information system from external systems and 
process, store, or transmit FTI using external systems.  Unless approved by the IRS 
Office of Safeguards, the agency will prohibit the use of non-agency managed 
external systems.  To ensure third-party contractor systems are not considered and 
external information system, the agency must include IRS Publication 1075 Exhibit 
7 language within the contract with the service provider, including personally 
owned devices. 

 
4.5.15.1. Portable Storage Devices – Restricted Use (AC-20.2).  The 

agency will restrict the use of state-owned portable storage devices 
containing FTI by authorized individuals on external information systems. 
 

4.5.15.2. Non-Agency Systems and Components (AC-20.3).  The agency 
will restrict the use of non-agency information systems, system 
components, or devices to process, store, or transmit FTI.  The agency will 

https://csrc.nist.gov/publications/detail/fips/140/2/final
https://csrc.nist.gov/publications/detail/fips/140/3/final
https://csrc.nist.gov/Projects/fips-140-3-transition-effort
https://www.ri.gov/app/doa/policies/?commit=Search&search%5Bdivision%5D=1&search%5Bquery%5D=&utf8=%E2%9C%93
https://www.ri.gov/app/doa/policies/?commit=Search&search%5Bdivision%5D=1&search%5Bquery%5D=&utf8=%E2%9C%93
https://csrc.nist.gov/publications/detail/fips/140/2/final
https://csrc.nist.gov/publications/detail/fips/140/3/final
https://csrc.nist.gov/Projects/fips-140-3-transition-effort
https://www.irs.gov/pub/irs-pdf/p1075.pdf
https://www.irs.gov/pub/irs-pdf/p1075.pdf
https://www.irs.gov/pub/irs-pdf/p1075.pdf
https://www.irs.gov/pub/irs-pdf/p1075.pdf
https://www.irs.gov/pub/irs-pdf/p1075.pdf
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notify the Office of Safeguards forty-five (45) days prior to 
implementation of any non-agency-owned information system.  This 
control does not apply to networks and information systems that are 
intended for use by the general public. The agency may allow the use of 
non-agency devices, with the approval of the agency AIM, only for the 
following purposes: 
1. A Bring Your Own Device (BYOD) is used to access email, where all 

requirements for mobile devices are met.  A BYOD is a personally 
owned device (not owned by the agency) and is subset of external 
information systems.  See ETSS Bring Your Own Device Security Policy 
10-27 for more information.   

2. Remote access via a VDI environment, where all VDI requirements are 
met in accordance with IRS Publication 1075 Section 3.3.7 (Virtual 
Desktop Infrastructure). 

 
4.5.15.3. Portable Storage Devices – Prohibited Use (AC-20.5).  The 

agency will prohibit the use of agency-controlled portable storage devices 
by authorized individuals on external systems. 
 

4.5.16. Information Sharing (AC-21).  The agency will restrict the sharing of FTI by 
identifying appropriate information access restrictions and authorizations, 
identifying the individuals or groups within the agency authorized to share the 
information, and the circumstances under which the information may be shared and 
where discretion is required.  The agency will restrict the re-disclosure of FTI only 
to authorized individuals as permitted by IRC § 6103 and approved by the IRS 
Office of Safeguards.  The agency will employ automated mechanisms or manual 
processes compliant with IRC § 6103 within the applicable system security plan to 
assist users in making information-sharing/collaboration decisions. 
 

4.5.17. Publicly Accessible Content (AC-22).  The agency will: 
1. Designate and train individuals authorized to post information on a publicly 

accessible information system. 
2. Review the information prior to posting onto a publicly accessible information 

system to ensure only public information is included. 
3. Quarterly review the content posted on publicly accessible information systems 

for any non-public data and, if discovered, immediately remove the non-public 
data. 

 
4.5.18. Data Mining Protection (AC-23).  The agency will employ agency-defined data 

mining prevention and detection techniques over data storage objects, such as 
database records or fields, to detect and protect against unauthorized data mining.  
Possible data mining prevention and detection techniques include limiting the 
number and frequency of database queries, limiting the types of responses provided 
to database queries, applying homomorphic encryption to permit users to perform 

https://www.ri.gov/app/doa/policies/policies?utf8=%E2%9C%93&search%5Bquery%5D=&search%5Bdivision%5D=1&commit=Search
https://www.ri.gov/app/doa/policies/policies?utf8=%E2%9C%93&search%5Bquery%5D=&search%5Bdivision%5D=1&commit=Search
https://www.irs.gov/pub/irs-pdf/p1075.pdf
https://www.irs.gov/pub/irs-pdf/p1075.pdf
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwiXq_-cu8P3AhUSl4kEHaVWC-EQFnoECBoQAQ&url=https%3A%2F%2Fwww.govinfo.gov%2Fcontent%2Fpkg%2FUSCODE-2011-title26%2Fpdf%2FUSCODE-2011-title26-subtitleF-chap61-subchapB-sec6103.pdf&usg=AOvVaw1PVhwIQ4q8SDcQNDJELES4
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwiXq_-cu8P3AhUSl4kEHaVWC-EQFnoECBoQAQ&url=https%3A%2F%2Fwww.govinfo.gov%2Fcontent%2Fpkg%2FUSCODE-2011-title26%2Fpdf%2FUSCODE-2011-title26-subtitleF-chap61-subchapB-sec6103.pdf&usg=AOvVaw1PVhwIQ4q8SDcQNDJELES4
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computations on encrypted data without first decrypting the data, or notifying 
designated personnel when atypical database queries or access occurs. 
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4.6. Awareness and Training (AT) 

 
 

4.6.1. Awareness and Training Policy and Procedures (AT-1).  The agency will 
develop, document, disseminate to designated personnel defined in the applicable 
system security plan, review, and annually update an awareness and training policy 
and procedures. 
 

4.6.2. Literacy Training and Awareness (AT-2).  The agency will: 
1. Provide security and privacy awareness training to information system users, 

including managers, senior executives, and contractors, as part of initial training 
for new users, when required due to information system changes, and annually 
thereafter. 

2. Provide disclosure awareness training and recertification on an annual basis to 
all information system users, including contractors, needing to maintain their 
authorization to access FTI.  See IRS Publication 1075 section 2.D.2.1 
(Disclosure Awareness Training) for more information. 

3. Incorporate lessons learned from security or privacy incidents into literacy 
training and awareness techniques, including contingency training (support 
backup and recovery requirements) and incident response training (provide 
personnel with requirements and procedures for reporting unauthorized 
disclosures or data breaches of FTI).   
 

4.6.2.1. Practical Exercises (AT-2.1).  The agency will provide practical exercises 
in literacy training that simulate events and incidents.   
 

4.6.2.2. Insider Threat (AT-2.2).  The agency will include literacy training 
regarding the recognition of potential indicators of insider threats (e.g. 
repeated attempts to access systems not relevant to job duties, unexplained 
access to financial resources, workplace violence or harassment). 
 

4.6.2.3. Social Engineering and Mining (AT-2.3).  The agency will: 
1. Include literacy training regarding the recognition and reporting of 

potential and actual instances of social engineering and social mining 
(e.g. how to communicate concerns of employees and management 
through agency channels).  All users with access to the state network are 
provided with periodic phishing emails, as part of Enterprise-wide 
phishing email campaigns, that simulate social engineering attempts to 
collect information, gain unauthorized access, or the adverse impact of 
opening malicious email attachments or web links. 

2. Train users and provide the means to ensure user workstations are 
adequately protected from theft, particularly regarding laptops acting as 
workstations. 

https://www.irs.gov/pub/irs-pdf/p1075.pdf
https://www.irs.gov/pub/irs-pdf/p1075.pdf
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3. Distribute security and privacy awareness reminders/updates to users 
with access to FTI on a quarterly basis. 

 
4.6.2.4. Suspicious Communications and Anomalous System Behavior (AT-

2.4).  The agency will provide literacy training on recognizing suspicious 
communications and anomalous behavior within agency information 
systems.  All users with access to the state network are provided with 
periodic phishing emails, as part of Enterprise-wide phishing email 
campaigns, that provide users who fail phishing campaigns with tips on 
identifying suspicious email communications. 
 

4.6.3. Role-Based Training (AT-3).  Privileged users, third-party providers, and 
stakeholders should be trained, as appropriate, to understand their roles and 
responsibilities in securing information systems and data in accordance with ETSS 
and agency policies, procedures, agreements, and guidelines.  The agency will: 
1. Provide personnel assigned security roles and responsibilities critical to 

maintaining the security, management, operational, and technical integrity of 
information systems (i.e. system/network/database administrators, security 
managers/officers, system/software developers, system/program analysts), 
including personnel with access to FTI, with role-based training tailored to their 
assigned duties prior to authorizing access to the information system to perform 
assigned duties, when required due to information system changes, and annually 
thereafter. 

2. Update role-based training content annually and after system changes.  Training 
should be based on changes to technology and current and emerging threats that 
are relevant to the role.  

3. Incorporate lessons learned from security incidents or breaches into role-based 
training. 

 
4.6.4. Security Training Records (AT-4).  The agency will: 

1. Document security awareness and training activities of all information system 
users. 

2. Retain training records for a minimum of five (5) years after termination, 
transfer, or separation, in accordance with federal or state laws, regulations, or 
compliance requirements.  See State of Rhode Island Department of State 
General Records Retention Schedule GRS9 for more information. 
 

4.6.3. Training Feedback (AT-6).  The agency AIM will provide agency user training 
results to Senior Management and designated Disclosure Personnel on an annual 
basis.  ETSS will provide agency AIMs with cybersecurity annual training results.   

  

https://www.sos.ri.gov/assets/downloads/documents/GSR9-personnel-records.pdf
https://www.sos.ri.gov/assets/downloads/documents/GSR9-personnel-records.pdf
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4.7. Audit and Accountability (AU) 

 
 
4.7.1. Audit and Accountability Policy and Procedures (AU-1).  The agency will 

develop, document, disseminate to designated personnel defined in the applicable 
system security plan, review, and annually update an audit and accountability 
policy and procedures. 
 

4.7.2. Event Logging (AU-2).  The agency will: 
1. Identify the types of events that the information system is capable of logging, 

including but not limited to: 
a. Successful and failed FTI access attempts, including the identity of each user 

and device. 
b. Logons and logoffs. 
c. Activities of privileged users (e.g. system and network administrators), 

including command line changes and queries. 
d. Activities that might modify, bypass, or negate IT security safeguards. 
e. Any interaction with FTI through an application, including program 

execution activities. 
f. Changes to user accounts, groups, access permissions, passwords, and 

system/application configurations (e.g. create, modify, delete). 
g. Changes to security functions (e.g. disabling logging, password criteria) and 

other security-relevant actions associated with processing FTI. 
h. Changes to network configurations (e.g. routers, firewalls, switches, proxies, 

servers). 
i. Batch file changes to applications and databases. 
j. Opening, closing, creating, or deleting files. 
k. System and application startups, shutdowns, restarts, reboots, alerts, and 

errors. 
l. Switching accounts or running privileged actions from another account (e.g. 

Linux/UNIX SU or Windows RUNAS). 
m. Remote access to the state network. 
n. User generation of reports and extracts containing FTI. 
o. All access to the system, including system and data interactions. 
p. Any event determined by the agency [after reviewing its business processes, 

compliance requirements, and information system capabilities] to be relevant 
to the security of the information system and required by its regulatory 
environment. 

2. Audit events within the logging frequency or situational awareness, as 
determined by the agency, that is required for each identified event type. 

3. Coordinate the event logging function with other agencies, as appropriate. 
4. Provide rationale for why events selected for logging are deemed adequate to 

support after-the-fact investigations of incidents.  For the events identified 
above, the rationale behind selecting the events is to ensure the confidentiality, 
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integrity, and availability of the information system, network, and data and 
ensure that mission critical information systems and data are not corrupted and 
remain available.  By logging and auditing these events, the security of 
information systems, network, and data is increased by identifying: 
a. Possible credential theft or compromised identifiers or authenticators. 
b. Unauthorized access, access that is performed during non-business or non-

regularly scheduled hours. 
c. Possible insider threats. 
d. Unauthorized privileged user actions, either inadvertent or malicious. 
e. Unauthorized accounts, permissions, or configurations. 
f. Unauthorized network and infrastructure changes, which increase the risk of 

a system or data compromise. 
g. Unauthorized changes to automated script and batch files. 
h. Problems within information systems and network components prior to 

critical failures. 
5. Review and update the list of selected events annually or whenever there is a 

change in the threat environment.  The system owner is responsible for 
reviewing and updating the list of auditable events that are not inherited from 
the Enterprise within the SSP. 
 

4.7.3. Content of Audit Records (AU-3).  The information system will generate audit 
records that establishes the following: 
1. What type of event occurred (e.g. type/description). 
2. When the event occurred (e.g. date/time). 
3. Where the event occurred (e.g. source/destination IP). 
4. Source of the event (e.g. user/process). 
5. Outcome of the event (e.g. success/failure). 
6. Identity of any individuals, subjects, objects, or entities associated with the 

event. 
 

4.7.3.1. Additional Audit Information (AU-3.1).  The information system will 
generate audit records containing additional detailed information the 
agency has identified as requiring additional auditing and deems critical to 
reconstructing the chronological order of activities leading to the event 
(e.g. provide non-repudiation of all actions performed or full text of 
privileged commands entered on the information system), including: 
1. Name of file accessed. 
2. Program or command used to initiate the event. 
3. Session, connection, transaction, or activity duration. 
4. Bytes sent/received (client-server transactions). 
5. Informational messages to diagnose or identify the event. 
6. Pertinent characteristics (e.g. type, location, subject) of resource being 

acted upon. 
7. If unauthorized activity or malfunction occurs or is suspected. 
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4.7.3.2. Limit Personally Identifiable Information Elements (AU-3.3).  The 
information system will limit PII contained in audit records to elements 
identified in the SSP and any associated privacy risk assessment. 
 

4.7.4. Audit Log Storage Capacity (AU-4). The agency will allocate audit record storage 
capacity necessary to retain audit records for the required retention period of seven 
(7) years.  For more information that may assist in determining the appropriate size 
of audit record storage capacity, see State of RI Department of State General 
Record Schedule GRS7. 
 

4.7.5. Response to Audit Logging Process Failures (AU-5).  The agency will: 
1. Develop procedures for handling audit processing failures that are appropriate 

for the information system and its business process.  At a minimum, monitor the 
operational status, functions, and performance of the information system via 
system audit logs that identify system process failures and provide information 
relative to corrective actions to be taken by the system administrator.  If logs are 
not available, the system administrator will shut the information system down.  

2. Alert designated personnel (e.g. system administrator, agency AIM) defined in 
the applicable system security plan in the event of an audit logging process 
failure.  Alerts will be distributed via a method that ensures designated personnel 
receive the alerts both on and off hours (e.g. phone call, text message, email).  
At a minimum, alerts will be sent to designated personnel when the following 
audit processing failures occur: 
a. Auditable events are not being logged. 
b. Audit log records are being overwritten. 
c. Audit log record storage capacity utilization reaches 100%. The information 

system will overwrite the oldest audit records or shut down, as appropriate, 
when maximum audit record storage capacity is reached. 

 
4.7.5.1. Storage Warning Capacity (AU-4.1).  The information system will 

generate a warning to the system administrator and agency AIM within 
twenty-four (24) hours when audit log record storage capacity reaches 75% 
and 90% of the maximum allocated audit log storage capacity. 

 
4.7.6. Audit Record Review, Analysis, and Reporting (AU-6).  The agency should 

review applicable federal and state laws, regulations, mandates, and compliance 
requirements to determine appropriate audit record review timeframes.  The agency 
will: 
1. Review and analyze audit records, no less than weekly, for potential impact and 

indications of inappropriate, unusual, or suspicious activity, including: 
a. Real-time (or as close to real-time as possible) review of system and 

application errors and alerts. 
b. Daily review of initialization sequences, logons, and errors. 
c. Daily review of system processes and performance. 
d. Daily review of system resource utilization. 

http://www.sos.ri.gov/assets/downloads/documents/GSR7-information-management-records.pd
http://www.sos.ri.gov/assets/downloads/documents/GSR7-information-management-records.pd
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e. Daily review of network traffic, bandwidth utilization rates, alert 
notifications, and border defense devices. 

f. For external service providers, weekly review of audit records relevant to 
maintaining the confidentiality, integrity, and availability of agency data 
hosted on external service provider systems.  Reviewable audit records should 
be defined within the Service Level Agreement (SLA).  An external service 
provider attestation that relevant audit records have been reviewed, including 
the results of the review, satisfies this requirement. 

g. Weekly review of administrator groups (e.g. to identify unauthorized 
administrator accounts). 

2. Report findings to designated personnel (defined in the applicable system 
security plan).  Actual or suspected security incidents will be handled in 
accordance with ETSS Incident Handling and Response Policy 10-12 and ETSS 
Incident Response Plan. 

3. Adjust the level of audit reviews, analysis, and reporting when there is a change 
within the threat environment based on law enforcement, intelligence 
information, and other credible sources of information.   

 
4.7.6.1. Automated Process Integration (AU-6.1).  The agency will employ 

automated mechanisms to integrate the audit review, analysis, and 
reporting processes into incident response, continuous monitoring, and 
contingency planning activities to support agency processes for 
investigation and response to suspicious activities. 
 

4.7.6.2. Correlate Audit Record Repositories (AU-6.3).  The agency will analyze 
and correlate audit records across different log repositories to gain insight 
into agency and enterprise-wide risk management and situational 
awareness.  The Enterprise Security Information and Event Management 
(SIEM) solution may provide assistance in correlating and analyzing audit 
repositories.   

 
4.7.6.3. Permitted Actions (AU-6.7).  The agency will specify permitted actions 

for each role or user associated with the review, analysis, and reporting of 
audit record information.   

 
4.7.6.4. Correlation with Information from Nontechnical Sources (AU-6.3).  

The agency will correlate information from nontechnical sources, such as 
records that document agency policy violations related to harassment 
incidents and improper use of information, with audit record information 
to enhance agency and enterprise-wide situational awareness.  The agency 
should limit access to information from nontechnical sources due to the 
possible sensitive nature of the information.  Before initiating any action 
on individuals suspected of being involved in an incident, the agency will 
obtain legal counsel and advice.    

 

https://www.ri.gov/app/doa/policies/policies?utf8=%E2%9C%93&search%5Bquery%5D=&search%5Bdivision%5D=1&commit=Search
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4.7.7. Audit Record Reduction and Report Generation (AU-7).  Audit reduction is 
a process that manipulates collected audit information and organizes 
this information in a summary format that is more meaningful to 
analysts.  Audit reduction capabilities include modern data mining 
techniques with advanced filters to identify anomalous behavior within 
audit records.  The agency will provide an audit reduction and report 
generation capability that: 
1. Supports on-demand audit review, analysis, reporting, and after-the-

fact investigations of security incidents. 
2. Does not alter the contents or time ordering of audit records.   

 
4.7.7.1. Automatic Processing (AU-7.1).  The agency will provide the capability 

to automatically process, sort, and search audit records for events of 
interest (content of specific audit record fields, including as system 
resources involved, objects accessed, identities of individuals, IP 
addresses, or event types/locations/ dates/ times/successes/failures) based 
the likelihood of potential inappropriate access or unauthorized disclosure 
of FTI. 
 

4.7.8. Time Stamps (AU-8).  The agency will: 
1. Use internal system clocks to generate audit record time stamps. 
2. Record time stamps for audit records that meet appropriate time 

stamp granularity requirements for the information system and that 
use Coordinated Universal Time, have a fixed local time offset from 
Coordinated Universal Time, or that include the local time offset as 
part of the time stamp expressed in local time with an offset from 
Coordinated Universal Time (UTC).  If possible, information systems 
should synchronize internal system clocks to a centralized Enterprise Network 
Time Protocol (NTP) time server. 
 

4.7.9. Protection of Audit Information (AU-9).  The agency will: 
1. Protect audit information (e.g. audit records, settings, reports) and audit tools 

from unauthorized modification, access, and destruction.  Cryptographic 
mechanisms are implemented to protect the confidentiality and integrity of audit 
information and audit tools.  Audit records will be read-only and not modified 
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or deleted at any time prior to the end of the retention period.  Audit records will 
be backed up on a system other than the one being audited.  

2. Alert the agency AIM and other designated personnel (e.g. system 
administrators, security personnel) upon detection of unauthorized access, 
modification, or deletion of audit information. 

 
4.7.9.1. Access by Subset of Privileged Users (AU-9.4).  The agency will 

authorize access to manage audit functionality only to authorized security 
administrators.  System and network administrators will not have the 
ability to modify or delete log entries.  Separation of duties will be enforced 
such that personnel who administer the access control function are 
different than those who administer or have access to audit record data.  
Audit record repositories and backup log archives will be accessible only 
to authorized personnel and be protected from breaches of confidentiality 
or integrity. 
 

4.7.10. Audit Record Retention (AU-11).  The agency will retain audit records for a 
period of seven (7) years to provide support for after-the-fact investigations of 
incidents and to meet regulatory and agency information retention requirements.  
For more information regarding audit record retention requirements, see State of 
Rhode Island Department of State General Record Schedule GRS7. 

 
4.7.11. Audit Record Generation (AU-12). The agency will: 

1. Provide audit record generation capability for the auditable events defined in 
control AU-2 of this policy for all information systems and system components 
including, but not limited to, desktops and laptops (end-users), network devices 
(e.g. routers, switches, firewalls, intrusion detection), servers (e.g. file, print, 
web, terminal), mainframes, and databases. 

2. Allow system administrators and the agency AIM to select the types of events 
that are to be logged by specific components of the system. 

3. Generate audit records for events defined in control AU-2 of this policy that 
include the content defined in control AU-3 of this policy. 

 
4.7.11.1. System-Wide and Time-Correlated Audit Trail (AU-12.1).  The agency 

will compile audit records from information systems that receive, process, 
store, access, or transmit FTI into a system-wide logical audit trail that is 
time-correlated to a tolerance of no more than 5 minutes for the 
relationship between time stamps of individual records in the audit trail. 

 
4.7.12. Cross-Agency Auditing (AU-16).  The agency will employ mechanisms at 

outsourced data centers and cloud service providers for coordinating the access and 
protection of audit information among external organizations when audit 
information is transmitted across agency boundaries.  See IRS Publication 1075 
section 2.C.8 (Controls Over Processing) for specific SLA and contract language 

http://www.sos.ri.gov/assets/downloads/documents/GSR7-information-management-records.pd
http://www.sos.ri.gov/assets/downloads/documents/GSR7-information-management-records.pd
https://www.irs.gov/pub/irs-pdf/p1075.pdf
https://www.irs.gov/pub/irs-pdf/p1075.pdf
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requirements and IRS Publication 1075 section 3.3.1 (Cloud Computing) for 
notification, data isolation, SLA, encryption, sanitization, risk assessment, and 
security control implementation requirements. 

 
The state CISO has established a cross-agency Audit Working Group to review 
shared agency IRS audit findings and requirements with state’s EOC management 
and technical personnel.  All state agencies audited by the IRS Office of Safeguards 
must participate in this group to ensure that shared FTI information system findings 
are mitigated across the Enterprise for the multiple systems used by the agencies. 

  

https://www.irs.gov/pub/irs-pdf/p1075.pdf
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4.8. Assessment, Authorization, and Monitoring (CA) 

 
 
4.8.1. Assessment, Authorization, and Monitoring Policy and Procedures (CA-1).  

The agency will develop, document, disseminate to designated personnel defined 
in the applicable system security plan, review, and annually update an assessment, 
authorization, and monitoring policy and procedures. 

 
4.8.2. Control Assessments (CA-2). The agency will: 

1. Select an appropriate assessor or assessment team, including roles and 
responsibilities, for the type of assessment being performed.   

2. Develop a control assessment plan that describes the scope of the assessment 
including: 
a. Controls to be assessed. 
b. Assessment procedures used to determine the effectiveness of controls. 
c. Assessment environment, team, and roles and responsibilities. 

3. Ensure the control assessment plan is reviewed and approved by the authorizing 
official prior to performing the assessment. 

4. Perform control assessments of the information system and its operational 
environment initially prior to the information system being placed into the 
production environment, annually thereafter, and after a critical information 
system upgrade to determine if controls are implemented correctly, operating as 
intended, and producing the desired outcome to meet security and privacy 
requirements. 

5. Document assessment results within an assessment report. 
6. Provide assessment report to the authorizing official and other personnel 

responsible for reviewing assessment documentation and updating system 
security documentation.     

 
4.8.2.1. Independent Assessors (CA-2.1).  The agency will employ assessors or 

assessment teams that have an appropriate level of independence to 
perform security control assessments.  Third-party public or private 
independent assessors should be used to perform controls assessments.  
The State Bureau of Audits or DoIT Information Security Office may also 
be leveraged, where possible, to act as independent assessors.  The 
authorizing official will determine the level of independence required 
based on risk to agency operations, assets, and personnel.  

 
4.8.3. Information Exchange (CA-3).  The agency will: 

1. Authorize, approved, and manage dedicated connections from the information 
system to other information systems via Interconnection Security Agreements 
(ISA), SLA, or other similar agreements.  Each information exchange 
connection will be documented in the applicable system security plan.  
Information exchange agreements will be updated following significant changes 
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to the information system, agency, or the nature of the electronic sharing of 
information that could impact the validity of the agreement.  System 
interconnections will be terminated when the business case no longer requires 
the information exchange, the authority to operate an information exchange 
system is withdrawn, or the exchange agreement expires and is not renewed.  
Upon terminating an information exchange, relevant controls should be re-
assessed and appropriate security documentation should be updated (e.g. Risk 
Assessments, Contingency Plans, System Security Plans, Incident Response 
Plans).   

2. Document connection interface characteristics, security and privacy 
requirements, controls, and responsibilities, and impact level of the information 
being communicated for each interconnection agreement. 

3. Review and update, as required, dedicated connections and associated 
agreements in accordance with agreed upon ISA review frequency, but no less 
than annually. 

 
4.8.4. Plan of Action and Milestones (CA-5).  The agency will: 

1. Develop a plan of action and milestones (POAM) for the information system 
within sixty (60) days of the audit results being finalized to document the 
planned remediation actions of the organization to correct weaknesses or 
deficiencies noted during the assessment of the controls and to reduce or 
eliminate known vulnerabilities in the system.  The agency AIM is responsible 
for developing and updating the POAM.  See IRS Publication 1075 Section 
2.D.9 (POAM) for more information.        

2. Update the POAM no less than quarterly until all findings have been resolved 
based on findings from security controls assessments, security impact analyzes, 
and continuous monitoring activities. 

3. Perform internal inspections of: 
• Field offices receiving FTI at least every three (3) years. 
• Agency headquarters and facilities housing FTI, including the state EOC data 

center, at least every eighteen (18) months. 
• Third-party entities with access to FTI, including data center or off-site storage 

facilities, at least every eighteen (18) months. 
 
4.8.5. Authorization (CA-6).  The agency will: 

1. Assign an authorizing official (e.g. senior-level executive or manager) for the 
information system. 

2. Assign an authorizing official (e.g. senior-level executive or manager) for 
common controls available for inheritance by other systems.   

3. Ensure authorization to operate is granted by the authorizing official for 
information system processing prior to commencing operations. 

4. Ensure that the authorizing official for common controls authorizes the use of 
the controls for inheritance by agency information systems. 

5. Update the authorization every three (3) years, when there is a significant change 
to the information system, when changes in requirements result in the need to 

https://www.irs.gov/pub/irs-pdf/p1075.pdf
https://www.irs.gov/pub/irs-pdf/p1075.pdf
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process data of a higher sensitivity, when changes occur to authorizing 
legislation or federal requirements, after the occurrence of a serious security 
violation which raises questions about the validity of an earlier authorization, or 
prior to expiration of a previous security authorization. 

 
4.8.6. Continuous Monitoring (CA-7).  The agency will develop a system-level 

continuous monitoring strategy and implement a continuous monitoring program 
in accordance with agency and ETSS monitoring strategy that: 
1. Establishes system-level metrics to be monitored. 
2. Establishes the frequency (no less than annually) of monitoring activities and the 

frequency (no less than annually) for the assessment of control effectiveness. 
3. Includes ongoing control assessments in accordance with monitoring strategy. 
4. Includes the monitoring of system and agency-defined metrics in accordance 

with monitoring strategy. 
5. Correlates and analyzes information generated by assessment and monitoring 

activities. 
6. Defines response actions for addressing analysis results. 
7. Reports the security and privacy status of the information system to designated 

personnel (defined in applicable system security plan) no less than annually.  
Continuous monitoring reporting requirements include POAM reports, annual 
security attestations, and significant system changes. 

 
4.8.6.1. Independent Assessment (CA-7.1).  The agency will employ assessors or 

assessment teams that have an appropriate level of independence to 
monitor information system security controls.  The authorizing official will 
determine the level of independence required based on the ultimate risk to 
agency operations, assets, and personnel.  
 

4.8.6.2. Risk Monitoring (CA-7.4).  The agency will ensure risk monitoring is an 
integral part of the continuous monitoring strategy that includes: 
1. Effectiveness monitoring to determine ongoing effectiveness of 

implemented risk response measures. 
2. Compliance monitoring to verify that required risk response measures 

are implemented. 
3. Change monitoring to identify changes to agency information systems 

and operational environments that may affect security and privacy risk. 
 
4.8.7. Penetration Testing (CA-8).  The agency will conduct penetration testing of the 

FTI environment every three (3) years.  Penetration testing could result in the 
exposure of FTI to individuals conducting the testing.  Rules of engagement, 
contracts, or other mechanisms must be used to communicate expectations for 
safeguarding FTI. 

 
4.8.8. Internal System Connections (CA-9).  The agency will: 
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1. Authorize internal connections of information system components (or class of 
components) to the information system. 

2. Document interface characteristics, security and privacy requirements, and 
nature of the information being communicated for each internal connection. 

3. Terminate the internal information system connection when the agency business 
case no longer requires the connection or the authority to operate the system is 
withdrawn. 

4. Annually review the continued need for each internal connection. 
 

4.8.8.1. Compliance Checks (CA-9.1).  The agency will perform security and 
privacy compliance checks (e.g. verify compliance with relevant baseline 
configurations) on constituent information system components prior to the 
establishment of an internal connection.  
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4.9. Configuration Management (CM) 

 
 

4.9.1. Configuration Management Policy and Procedures (CM-1).  The agency will 
develop, document, disseminate to designated personnel defined in the applicable 
system security plan, review, and annually update a configuration management 
policy and procedures. 

 
4.9.2. Baseline Configuration (CM-2).  The agency will: 

1. Develop, document, and maintain a baseline configuration of the information 
system.  A diagram of the current system architecture will be developed that 
includes the network topology, configuration of peripherals (e.g. printers, 
modems), connections to other IT system resources (e.g. shared printers, file 
servers) and networks, and physical and logical placement of system 
components within the system architecture. 

2. Review and update the baseline configuration of the information system on an 
annual basis, when required due to information system component installations 
and upgrades, or when configuration settings change due to critical security 
patches, upgrades, and emergency changes (e.g. unscheduled changes, system 
crashes, replacement of critical hardware components). 

 
4.9.2.1. Automation Support for Accuracy and Currency (CM-2.2).  The 

agency will maintain the currency, accuracy, and availability of the 
baseline configuration of the information system. 
 

4.9.2.2. Retention of Previous Configurations (CM-2.3).  The agency will retain, 
at a minimum, the previous version (e.g. hardware, software, firmware, 
configuration files and records) of the baseline configuration of the 
information system to support rollback.  The agency must use IRS Office 
of Safeguards Computer Security Evaluation Matrix (SCSEM) to ensure 
secure configurations of all agency information technology and 
communication systems receiving, processing, storing, accessing, or 
transmitting FTI.  Testing of SCSEM setting should be performed within 
a test environment because some security settings may impact an 
information system’s functionality and usability.  A full backup all critical 
system/data files and pre-SCSEM environment is strongly recommended 
prior to implementing SCSEM changes to the production environment. 

 
4.9.2.3. Configure Systems, Components, or Devices for High-Risk Areas 

(CM-2.7).  The agency will: 
1. Issue information systems, system components, or devices that have 

pre-defined configurations (e.g. sanitized and encrypted storage drives, 
hardened configuration settings, limited applications) for access to FTI 
to individuals traveling to high-risk locations. 

https://www.irs.gov/privacy-disclosure/computer-security-compliance-references-and-related-topics
https://www.irs.gov/privacy-disclosure/computer-security-compliance-references-and-related-topics
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2. Upon individuals returning from high-risk locations, examine the 
information system, system component, or device for signs of tampering 
and re-image storage media prior to reintroduction to the FTI 
environment. 

 
4.9.3. Configuration Change Control (CM-3).  The agency will: 

1. Identify the types of changes to be placed under configuration control. 
2. Review proposed changes to the information system and approve/deny such 

changes with explicit consideration for security and privacy impact analyses. 
3. Document configuration change decisions (approvals/denials) associated with 

the information system. 
4. Implement approved configuration-controlled changes to the information 

system. 
5. Maintain a record of all implemented changes for the life of the information 

system. 
6. Monitor and review activities associated with configuration changes to the 

information system. 
7. Coordinate proposed changes to information systems with the ETSS Change 

Advisory Board (CAB) prior to implementing a change.  The system owner 
coordinates all normal and emergency (i.e. non-standard changes) configuration 
change activities with the ETSS Change Approval Board (CAB) prior to 
implementing a change.  Non-standard configuration change requests are 
initiated via the ServiceNow Service Management portal.   Configuration change 
management is performed in accordance with documented DoIT Change 
Management Process requirements at a level commensurate with the size, 
complexity, and sensitivity of the information system, and take into 
consideration applicable SLA requirements.  SLA contracts with external 
entities will define the types of changes within the entities administrative, 
technical, or operational environment that the agency must be informed of.  
Resources (e.g. hardware, software, devices, data, personnel) necessary for 
proper configuration management should be documented and prioritized based 
on their classification, criticality, and business value to the agency.  Automated 
mechanisms and controls should be deployed wherever possible to enhance 
security, facilitate the implementation of this policy, enforce access restrictions, 
centrally manage configuration settings, and maintain an up-to-date and readily 
available baseline system configuration. 

 
4.9.3.1. Testing, Validation, and Documentation of Changes (CM-3.2).  The 

agency will test, validate, and document changes prior to implementing 
information system changes. 
 

4.9.3.2. Security and Privacy Representatives (CM-3.4). The agency will 
require the agency AIM and any other agency representatives with security 
and privacy-related knowledge and expertise be informed of and approve 
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all configuration change control activities at the agency prior to 
implementing any ETSS CAB-approved change.  

 
4.9.4. Impact Analysis (CM-4).  The agency will perform an analysis of a proposed 

change to the information system to determine the potential security and privacy 
impacts prior to the implementation of the change.  A security impact analysis is a 
required element of the DoIT Change Management Process.  The security impact 
analysis should be performed by appropriate personnel (e.g. system 
administrator, agency security and/or privacy manager, system 
engineer) and scaled in accordance with the security category of the 
information system. 

 
4.9.4.1. Verification of Controls (CM-4.2).  Upon implementation of information 

system changes, the agency will verify that impacted controls are 
implemented correctly, operating as intended, and producing the desired 
outcome with regard to meeting the security and privacy requirements of 
the information system.  

 
4.9.5. Access Restrictions for Change (CM-5).  The agency will define, document, 

approve, and enforce physical and logical access restrictions associated with 
changes to the information system.  See AC-3 and PE-3 controls in this policy for 
more information. 

 
4.9.5.1. Privilege Limitation for Production and Operations (CM-5.5).  The 

agency will:  
1. Limit privileges to change information system components and system-

related data within a production or operational environment. 
2. Review and reevaluate privileges in accordance with AC-2 control in 

this policy. 
3. Restrict the administration of configurations only to authorized 

administrators. 
4. Verify the authenticity and integrity of Basic Input/Output System 

(BIOS) or Unified Extensible Firmware Interface (UEFI) updates to 
ensure that the BIOS or UEFI is protected from modification outside of 
the secure update process.  The BIOS or UEFI image and configuration 
baseline should be continuously monitored and deviations from the 
baseline should be investigated, documented, and remediated as part of 
incident response activities. 

 
4.9.6. Configuration Settings (CM-6). The agency will: 

1. Establish and document the most restrictive information system configuration 
settings consistent with operational requirements.  Common secure 
configuration benchmarks (e.g. security checklists, hardening guides, and 
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technical implementation guides) provide a standardized approach to 
implementing secure configuration settings to secure and meet operational 
requirements.  Documented configuration benchmarks and security checklists 
are available from IRS Office of Safeguards SCSEM, National Institute of 
Standards and Technology (NIST), and Center for Internet Security (CIS).   

2. Implement the configuration settings. 
3. Document and approve deviations from established configuration settings for 

information systems that receive, process, store, or transmit FTI (and defined in 
the system security plan) based on explicit operational requirements. 

4. Monitor and control changes to configuration settings in accordance with 
documented ETSS and agency policies and procedures.  All devices across the 
enterprise that store agency data will be reviewed for security purposes prior to 
connecting or reconnecting to the state network (e.g. check for malicious code, 
update malware detection software, install critical software patches and updates, 
verify operating system integrity and disabled hardware). 
 

4.9.7. Least Functionality (CM-7).  The agency will: 
1. Configure the information system to provide only essential capabilities. 
2. Prohibit, restrict, or disable, as appropriate, functions, ports, protocols, and 

services, including FTP, that are unused or not required for agency mission and 
business functions and that are defined in IRS Office of Safeguards SCSEM 
approved compliance requirements.  A list of services, ports, and network 
protocols specifically required by the information system will be documented in 
the applicable SSP.     

 
4.9.7.1. Periodic Review (CM-7.1).  The agency will review the information 

system quarterly to identify and disable unnecessary and nonsecure 
functions, ports, protocols, and services no longer required for agency 
mission and business functions. 
 

4.9.7.2. Authorized Software - Allow-by-Exception (CM-7.5).  The agency will: 
1. Identify software programs not authorized to execute on the information 

system.  FTI networks will be periodically scanned to detect and remove 
any unauthorized or unlicensed software. 

2. Employ a deny-all, permit-by-exception policy to allow the execution 
of authorized software programs on the information system. 

3. Review and update the list of authorized software programs annually. 
 

4.9.7.3. Prohibiting the Use of Unauthorized Hardware (CM-7.9).  The agency 
will: 
1. Identify hardware components authorized for use on the information 

system. 
2. Prohibit the use or connection of unauthorized hardware components. 
3. Review and update the list of authorized hardware components 

annually. 

https://www.irs.gov/privacy-disclosure/computer-security-compliance-references-and-related-topics
https://csrc.nist.gov/projects/united-states-government-configuration-baseline
https://csrc.nist.gov/projects/united-states-government-configuration-baseline
https://www.cisecurity.org/cis-benchmarks/
https://www.irs.gov/privacy-disclosure/computer-security-compliance-references-and-related-topics
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4.9.8. System Component Inventory (CM-8).  The agency will document, maintain, and 

annually review and update, as required, an inventory of information system 
components that: 
1. Accurately reflects the current information system. 
2. Includes all components within the information system, including hardware 

specifications (e.g.  manufacturer, model, serial number, physical location, 
system owner), software platforms and applications (e.g. software version and 
license information), and networked components (e.g. machine names, network 
addresses).  External information systems and system components used to 
process, store, or transmit FTI, including contracted services (e.g. IaaS, PaaS, 
SaaS), will be catalogued.   

3. Does not include duplicate accounting of system components or components 
assigned to any other information system. 

4. Is at a level of granularity that is necessary for appropriate tracking and 
reporting. 

 
4.9.8.1. Updates During Installations and Removal (CM-8.1).  The agency will 

update the inventory of information system components as an integral part 
of component installations, removals, and information system updates. 
 

4.9.8.2. Automated Unauthorized Component Detection (CM-8.3).  The agency 
will: 
1. Employ automated mechanisms to scan FTI assets continually to detect 

the presence of unauthorized hardware, software, or firmware 
components within the information system. 

2. Upon detecting an unauthorized component, disable component 
network access (e.g. disable ports, services), isolate the component if 
possible (e.g. quarantine, sandbox), and notify designated personnel via 
an appropriate method (e.g. email, text).  

 
4.9.9. Configuration Management Plan (CM-9).  The agency will develop, document, 

and implement a Configuration Management Plan (CMP) for the information 
system that: 
1. Addresses roles, responsibilities, and configuration management processes and 

procedures. 
2. Establishes a process necessary for identifying and managing configuration 

items throughout the System Development Lifecycle (SDLC).  See ETSS System 
and Services Acquisition Policy 10-17 for SDLC requirements. 

3. Defines the configuration items to be placed under configuration management. 
4. Is protected from unauthorized disclosure or modification. 
5. Is reviewed annually and approved by designated personnel defined in the 

system security plan.   
 
 

https://www.ri.gov/app/doa/policies/policies?utf8=%E2%9C%93&search%5Bquery%5D=&search%5Bdivision%5D=1&commit=Search
https://www.ri.gov/app/doa/policies/policies?utf8=%E2%9C%93&search%5Bquery%5D=&search%5Bdivision%5D=1&commit=Search
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4.9.10. Software Usage Restrictions (CM-10).  The agency will: 

1. Authorize and approve software prior to it being installed on agency endpoints 
and information systems, including governing the use of open-source software.  
Ensure software adheres to secure configuration baseline checklists.  See IRS 
Office of Safeguards SCSEM, National Institute of Standards and Technology 
(NIST), and Center for Internet Security (CIS) for more information. 

2. Use and track software in accordance with licensing, contract agreements, and 
copyright and distribution laws. 

3. Control and document the use of authorized peer-to-peer file sharing technology 
to ensure it is not used for the unauthorized distribution, display, performance, 
or reproduction of copyrighted work. 

  
 ETSS General Software Asset Management Process 
Although ETSS does not have a fully automated software asset management 
solution in place at this time, ETSS has documented the following process to track 
and maintain software assets and licensing: 
1. Software implementations require formal approval by the ETSS Change 

Approval Board (CAB). 
2. Most subscription-based licensing (e.g. Microsoft O365) is tracked and centrally 

managed on a per-user basis by the Enterprise Platforms team.   
3. SQL licensing is tracked by the Enterprise Platforms team at the Enterprise level 

and charged-back to the agency annually.  The agency will maintain a 
spreadsheet that details where SQL licensing is assigned to maintain compliance 
with Enterprise policy. 

4. Third-party software that is not centrally managed by the Enterprise Platforms 
team will be tracked, managed, and updated by the agency on agency-maintained 
documentation. 
a. For freeware software, the agency will contact the Enterprise Security team 

for approval.  Software security documentation will be submitted by the 
agency so that the Enterprise Security team can perform an appropriate 
analysis to determine if the software will be approved for installation.  If 
approved by security, the software will be tracked by the agency on agency-
maintained documentation. 

b. For paid software, the agency will obtain a third-party quote and complete a 
purchase request form (software assets costing more than $500 require the 
purchase request form be approved by the ETSS Vendor Management 
Office).  If criteria are met for a project review, the agency will submit a 
project review form (including any necessary security documentation) to the 
Project Approval Board (PRB) for both on-prem or externally hosted 
software. If approved by PRB, the agency will add licensing information to 
agency-maintained documentation. 

5. Server and workstation/endpoint software are tracked in the same manner. 

https://www.irs.gov/privacy-disclosure/computer-security-compliance-references-and-related-topics
https://www.irs.gov/privacy-disclosure/computer-security-compliance-references-and-related-topics
https://csrc.nist.gov/projects/united-states-government-configuration-baseline
https://csrc.nist.gov/projects/united-states-government-configuration-baseline
https://www.cisecurity.org/cis-benchmarks/
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6. Software with known vulnerabilities and exploits will be mitigated (i.e. via 
updates, patches, hot fixes) in a timely manner. 

7. Software at EOL (i.e. software that is no longer supported and is more than two 
(2) revisions old) will be identified to be upgraded to compliant versions.  The 
agency will develop and submit a plan to upgrade the software to the Enterprise 
Security Team for review. 

8. Agency Technical Support Managers (TSM) will be notified by ETSS of 
unapproved software that is identified as part regular system and network scans 
to obtain more information.  If necessary, ports and protocols required by the 
software may be closed. 

 
4.9.11. User-Installed Software (CM-11).  The agency will: 

1. Adhere to established ETSS policies and standards governing the installation of 
software. 

2. Enforce software installation policies through documented methods (if possible, 
via automated methods).  Non-privileged users will not have local admin 
privileges to install software and are required to obtain authorization and 
approval from the agency technical support manager (TSM) for software 
installation.  The agency will contact ETSS Enterprise Security for authorization 
and approval prior to installing any software not listed on the authorized software 
list or currently authorized for install on state assets. 

3. Monitor information systems for compliance. End users will not install 
unapproved software on any state asset without prior approval from ETSS 
Enterprise Security.   

 
4.9.12. Information Location (CM-12).  The agency will: 

1. Identify and document the location of FTI and critical information system 
components on which the information is processed or stored. 

2. Identify and document users who have access to the information system and 
system components where the information is processed or stored. 

3. Document changes to the location of critical information system components 
where the information is processed or stored. 

 
4.9.12.1. Automated Tools to Support Information Location (CM-12.1).  The 

agency will use automated tools to identify FTI on information system 
components to ensure adequate controls are in place to protect the 
information and individual privacy.  All FTI information systems and 
system components will be included in the agency’s FTI inventory.  

 
4.9.13. Data Action Mapping (CM-13).  The agency will develop and document a map 

of information system actions (e.g. FTI elements being processed, system 
components involved, system component owners/operators) that process FTI 
during the full life cycle of the data (e.g. collection, generation, transformation, use, 
disclosure, retention, disposal). 
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4.9.14. Signed Components (CM-14).  The agency will prevent the installation of 
software and firmware components without verification that the component has 
been digitally signed using a certificate recognized and approved by the agency. 
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4.10. Contingency Planning (CP) 

 
 

4.10.1. Contingency Planning Policy and Procedures (CP-1).  The agency will develop, 
document, disseminate to designated personnel defined in the applicable system 
security plan, review, and annually update a contingency planning policy and 
procedures. 

 
4.10.2. Contingency Plan (CP-2).  The agency will: 

1. Develop a contingency plan for the information system as part of an overall 
program for achieving continuity of operations of its mission and business 
functions that: 
a. Identifies essential mission and business functions and associated 

contingency requirements. 
b. Provides recovery objectives, restoration priorities, and associated metrics. 
c. Indicates contingency roles, responsibilities, and individuals assigned to 

contingency roles, including contact information.   
d. Addresses maintaining essential mission and business functions despite an 

information system disruption, compromise, or failure. 
e. Addresses full information system restoration without weakening planned or 

existing safeguards. 
f. Is reviewed and approved by appropriate personnel, including the information 

system owner, data owner, business process owner, and ETSS CISO. 
2. Distribute the contingency plan to key contingency personnel (individuals 

assigned contingency roles and responsibilities).  The system owner defines the 
list of key contingency personnel (identified by name and role) and 
organizational elements required for distribution and receipt of the contingency 
plan and any contingency plan changes. 

3. Coordinate contingency planning activities with incident handling activities. 
4. Review the contingency plan annually. 
5. Update the contingency plan to address a change to the agency, information 

system, operational environment, and problems encountered from contingency 
plan implementation, testing, or execution. 

6. Communicate contingency plan changes to key contingency personnel 
(individuals assigned contingency roles and responsibilities). 

7. Incorporate lessons learned from contingency plan testing, training, or actual 
contingency activities into contingency testing and training. 

8. Protect the contingency plan from unauthorized disclosure or modification.   
 

4.10.2.1. Coordinate with Related Plans (CP-2.1).  The agency will coordinate 
contingency plan testing with personnel responsible for plans related to 
other agency or enterprise risk management planning (e.g. disaster 
recovery planning, continuity of operations planning, incident response 
planning). 
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4.10.2.2. Resume Mission and Business Functions (CP-2.3).  The agency will 

plan for the resumption of essential mission and business functions within 
the maximum allowable downtime, as determined by the business owner, 
of contingency plan activation. 

 
4.10.2.3. Identify Critical Assets (CP-2.8).  The agency will identify critical 

information system technical and operational assets (e.g. services, system 
components, mechanisms, procedures, personnel) supporting essential 
mission and business functions. 

 
4.10.3. Contingency Training (CP-3).  The agency will: 

1. Provide contingency training to all personnel assigned contingency roles and 
responsibilities within thirty (30) days of being assigned a contingency role, 
annually thereafter as refresher training, and whenever the information system 
undergoes a significant change. 

2. Review and update contingency training content every three (3) years and 
following significant information system changes.  Contingency training content 
reflects the continuity requirements identified in the contingency plan. 

 
4.10.4. Contingency Plan Testing (CP-4).  The agency will: 

1. Test the contingency plan annually, in accordance with NIST SP 800-84 Guide 
to Test, Training, and Exercise Process for IT Plans and Capabilities, NIST SP-
34 Contingency Planning Guide for Federal Information Systems, and other tests 
and exercises based on the continuity requirements of the plan to determine its 
effectiveness and agency readiness to execute the plan.  Examples of 
contingency tests and exercises include: 
a. Table-Top Exercises - A classroom-based discussion where a test facilitator 

presents a scenario (e.g. emergency, disaster) to contingency plan individuals 
assigned contingency roles and responsibilities for the purpose of discussing 
coordination, recovery, and decision-making activities. Table-top exercises 
assess readiness and response capabilities of contingency plan teams 
responsible for FTI information systems. 

b. Simulations - Similar to a table-top exercise, except that the scenario (e.g. 
disaster, emergency) is simulated on an information system to test various 
aspects of contingency recovery objectives and restoration priorities (e.g. 
information system restoration, data reconstruction, network connectivity) 
associated with the scenario.  

c. Comprehensive Tests - Test end-to-end functionality or recovery aspects of 
transactions, applications, network connectivity, system interdependencies, 
or other components of the information system in accordance with 
contingency plan requirements.  Disaster recovery testing is one type of 
comprehensive test.  Comprehensive tests should be performed at primary and 
alternate sites with individuals assigned contingency roles and 
responsibilities.   

https://www.nist.gov/privacy-framework/nist-sp-800-84
https://www.nist.gov/privacy-framework/nist-sp-800-84
https://csrc.nist.gov/publications/detail/sp/800-34/rev-1/final
https://csrc.nist.gov/publications/detail/sp/800-34/rev-1/final
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2. Review the results of contingency plan tests.  An after-action report of the results 
of the contingency plan exercise will be documented to improve existing 
processes, procedures, and policies. 

3. Initiate corrective actions, as required. 
 

4.10.4.1. Coordinate with Related Plans (CP-4.1).  The agency will coordinate 
contingency plan testing with personnel responsible for plans related to 
other agency or enterprise risk management planning (e.g. disaster 
recovery planning, continuity of operations planning, incident response 
planning). 

 
4.10.5. System Backup (CP-9).  For cloud environments, the system owner is responsible 

for determining which elements of the cloud environment require compliance with 
this control.  The agency will: 
1. Perform backups of user-level information maintained on the information 

system in a manner consistent with contingency plan recovery time and recovery 
point objectives, but no less than weekly. 

2. Perform backups of system-level information maintained on the information 
system in a manner consistent with contingency plan recovery time and recovery 
point objectives, but no less than weekly. 

3. Perform backups of information system documentation, including security and 
privacy-related documentation, other forms of data, and paper records, in a 
manner consistent with contingency plan recovery time and recovery point 
objectives, but no less than weekly. 

4. Protect the confidentiality, integrity, and availability of backup information.  
 

4.10.5.1. Cryptographic Protection (CP-9.8).  The agency will implement FIPS 
140-2 or FIPS 140-3 (as applicable during the transition period) validated 
cryptographic mechanisms to prevent unauthorized disclosure and 
modification of backup information containing FTI.  

 
4.10.6. System Recovery and Reconstitution (CP-10).  The agency will provide for the 

recovery of essential mission and business functions and reconstitution of the 
information system to a known state within the recovery time and recovery point 
objectives identified in the system contingency plan after a disruption, compromise, 
or failure including, but not limited to: 
1. Re-setting information system parameters (either default or agency-established). 
2. Re-installing patches. 
3. Re-establishing configuration settings. 
4. Re-installing application and information system software. 
5. Fully testing the information system. 

 
4.10.6.1. Transaction Recovery (CP-10.2).  For systems that are transaction-

based (e.g. database management systems, transaction processing 

https://csrc.nist.gov/publications/detail/fips/140/2/final
https://csrc.nist.gov/publications/detail/fips/140/2/final
https://csrc.nist.gov/publications/detail/fips/140/3/final
https://csrc.nist.gov/Projects/fips-140-3-transition-effort
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systems), the information system will implement traction recovery (e.g. 
transaction rollback, transaction journaling). 
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4.11. Identification and Authentication (IA) 
 

 
4.11.1. Identification and Authentication Policy and Procedures (IA-1).  The agency 

will develop, document, disseminate to designated personnel defined in the 
applicable system security plan, review, and annually update an identification and 
authentication policy and procedures. 

 
4.11.2. Identification and Authentication – Agency Users (IA-2).  The information 

system will uniquely identify and authenticate system users or processes acting on 
behalf of system users.  Enterprise help desk support requires the user provide 
proper identification for any transaction that has information security implications.  
Users will reauthenticate to the information system to release a session lock, when 
the role or the authenticator changes, or when system or data security requirements 
require it (e.g. change in data classification, execution of privileged functions). 

 
4.11.2.1. Multifactor Authentication to Privileged Accounts (IA-2.1). The 

agency will implement MFA for network access to privileged accounts, 
including all remote access.  The agency will contact the ETSS Enterprise 
Security Office for review and approval of MFA hard token solution prior 
to implementing any solution. 
 

4.11.2.2. Multifactor Authentication to Non-Privileged Accounts (IA-2.2). The 
agency will implement MFA for access to non-privileged accounts, 
including all remote access.  The agency will contact the ETSS Enterprise 
Security Office for review and approval of MFA hard token solution prior 
to implementing any solution. 
 

4.11.2.3. Access to Accounts (IA-2.6). The agency will implement MFA for 
remote access to privileged and non-privileged accounts such that: 
1. One of the factors is provided by a device separate from the 

information system gaining access.  
2. The device meets NIST SP 800-63 Authenticator Assurance Level 2 

(AAL2), which requires proof of possession and control of both MFA 
authentication factors through secure authentication protocols.  

 
4.11.2.4. Access to Privileged Accounts – Replay Resistant (IA-2.8). The agency 

will implement replay-resistant authentication mechanisms for access to 
privileged accounts.  A replay attack is a type of man-in-the-middle attack 
that allows an attacker to duplicate a previous valid data transmission and 
allow unauthorized access to the information system.  Information 
systems should validate user credentials between authenticating clients 
and application servers for each session to reduce the risk of replay 
attacks.  Replay-resistant techniques include nonce’s (one-time use 
numbers), challenges (e.g. TLS, Web Services Security), PKI certificates, 

https://www.nist.gov/special-publication-800-63
https://www.nist.gov/special-publication-800-63
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and other one-time authenticators (e.g. time-synchronous, challenge-
response). 

 
4.11.3. Device Identification and Authentication (IA-3).  The agency will uniquely 

identify and authenticate end-user operated devices (e.g. workstations, laptops, 
VoIP phones, smart phones) via a method (e.g. MAC address, TCP/IP address, 
Radius, Kerberos, TLS, EAP) that is appropriate for the connected devices before 
establishing a local, remote, or network connection.  The agency defines a list of 
devices or types of devices approved and accepted for identification and 
authentication management.   

 
4.11.3.1. Cryptographic Bidirectional Authentication (IA-3.1). The agency will 

authenticate all devices before establishing a remote network connection 
using cryptographically based bidirectional authentication to validate the 
identity of other devices and provide stronger protection. 

 
4.11.4. Identifier Management (IA-4).  The agency will manage information system 

identifiers by: 
1. Receiving authorization from designated personnel prior to assigning an 

identifier to an individual, group, role, or device. 
2. Selecting an identifier that identifies an individual, group, role, service, or 

device. 
3. Assigning the identifier to the intended individual, group, role, service, or 

device. 
4. Preventing the reuse or reassignment of a unique identifier to another individual, 

group, role, or device.  Identifiers will be disabled after no more than ninety (90) 
days of inactivity.  Inactive accounts will be revoked or deleted during the annual 
user account re-certification process.  

5. Changing default vendor-set or factory-set administrator accounts (e.g. disable 
account, change default password) prior to implementing the information system 
into production. 

 
4.11.4.1. Identify User Status (IA-4.4).  The agency will manage identifiers of 

users, other than full time employees, authorized to access to FTI by 
identifying each individual’s identifier as being a vendor (VDR), 
contractor (CTR), intern (INT), or system administrator (SA). 

 
4.11.5. Authenticator Management (IA-5).  ETSS will enforce compliance with 

password requirements of this policy, whenever possible, via implementation of 
appropriate technical controls and methods (e.g. Active Directory Group Policy).  
If these requirements cannot be enforced for any reason, the agency will formally 
notify ETSS CISO in writing prior to placing the system into a production 
environment to obtain a formal exemption from this policy and ensure that 
appropriate compensating controls are in place to mitigate risk.  Exemptions are 
valid for one (1) year and must be formally renewed and approved by ETSS CISO.  
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The agency may be required to reimburse ETSS for financial costs associated with 
the implementation of operational and technical controls (e.g. hardware, software, 
dedicated personnel, overtime) necessary to mitigate instances of unauthorized 
logical access to the information system that is not in compliance with this policy 
and for which an exemption from this policy has not been formally granted by 
ETSS CISO.  The agency will manage information system authenticators in 
accordance with the following: 
1. Verify the identity of the individual, group, role, or device receiving the 

authenticator.  Users will be required to re-authenticate to devices at each login 
and after each instance where the screen lock function is triggered due to 
inactivity.     

2. Establish initial authenticator content for authenticators defined by the agency. 
3. Ensure authenticators have sufficient strength of mechanism for their intended 

use.     
4. Establish procedures for initial authenticator distribution, for lost, compromised, 

or damaged authenticators, and for revoking authenticators.  The system 
administrator will disable the user account and notify the user immediately upon 
becoming aware of a compromised password.  Users will promptly change their 
password whenever there is an actual or suspected password compromise or as 
directed by ETSS. 

5. Change default content of authenticators prior to first use.  
6. Establish authenticator lifetime restrictions and reuse conditions.  Authenticators 

will have a minimum lifetime of one (1) day.  In general, authenticators should 
not be re-used.  If they are, authenticators will not be re-used for a minimum of 
twenty-four (24) generations.  

7. Periodically change or refresh authenticators at least every ninety (90) days for 
all user accounts, annually for service accounts (that access to FTI systems), or 
after a loss, theft, or compromise occurs involving the account.  

8. Protect authenticators from unauthorized disclosure and modification. Users will 
maintain the confidentiality of passwords and will not share their passwords with 
anyone.  If a password for a shared account needs to be written down on paper 
(e.g. a database that is shared by several systems), the paper will be secured 
within a closed envelope inside a locked room, cabinet, or safe that is only 
accessible to personnel authorized to access the password.  Upon unsealing the 
envelope, the system owner will be immediately notified.  

9. Require individuals take specific security safeguards to protect authenticators.     
10. Change authenticators for group/role accounts upon a change in membership.  

 
4.11.5.1. Password-Based Authentication (IA-5.1).  The agency will: 

1. Enforce the following password complexity requirements: 
a. Information system users will be allowed to create long passwords 

and passphrases.  Passwords will have a minimum of eight (8) 
characters in length for standard user accounts and a minimum of 
fourteen (14) characters in length for privileged user accounts.   



 
Division of Information Technology 

 
 

 

Page 55 
 

b. Passwords will include at least one (1) character from at least three 
(3) of the following four (4) categories: uppercase letter (A, B, 
C…Z), lowercase letter (a, b, c…z), number (0, 1, 2…9), non-
alphanumeric special character ([<$@#&...?). 

c. For a legacy or other information systems that cannot meet the 
minimum password complexity requirements of this control, the 
system owner will implement the strictest password complexity 
parameters the information system will allow and will document 
these parameters within the applicable system security plan.   

2. Enforce the following password lifetime and reuse requirements: 
a. Passwords will have a minimum lifetime of one (1) day. 
b. Passwords for non-privileged accounts will have a maximum 

lifetime of ninety (90) days. 
c. Passwords for privileged accounts will have a maximum lifetime of 

sixty (60) days. 
d. Passwords will not be identical to any of the previous twenty-four 

(24) passwords. Allow the user to create long passwords and 
passphrases. 

3. Ensure passwords created by users do not contain dictionary words 
from any language or be identical to the user’s identification (user ID) 
or email address.  To effectively reduce the risk of unauthorized logical 
access to information systems, passwords should be complex enough 
to impede password cracking software tools, brute force attacks, and 
simple guessing of passwords without being too complex and can’t be 
remembered are not effective.  For example, use a passphrase (an 
acronym based on a sentence, phrase, song, slogan, or quotation) that 
is easily remembered, such as Msi5!Yold (my son is 5 years old) or 
IhliCf5#yN (I have lived in California for 5 years now).   

4. Encrypt passwords when at rest and during transmission.  Passwords 
will be stored using an approved salted key derivation function 
(preferably using a keyed hash).  Passwords will only be transmitted 
via encrypted channels.   

5. Require the user create a new password immediately after the initial 
account login and upon account recovery.  Users requiring a password 
reset must contact the ETSS Enterprise Service Desk to create a service 
ticket request. 

6. Employ automated tools, where possible, to assist the user in selecting 
strong passwords. 

7. For devices that use a personal identification number (PIN) as the MFA 
authenticator, the PIN will be a minimum of eight (8) digits in length 
chosen by the authorized user.  If the device cannot meet the eight (8) 
digit requirement, the maximum length PIN that can be enforced by the 
device will be implemented.  PINs will not be shared with other 
individuals nor stored with the SmartCard.  

 

https://rhodeisland.service-now.com/sp
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4.11.5.2. Public Key-Based Authentication (IA-5.2).  The agency will: 
1. For public-key authentication: 

a. Enforce authorized access to the corresponding private key. 
b. Map the authenticated identity to the account of the individual or 

group. 
2. When PKI is utilized: 

a. Validate certifications by constructing and verifying the 
certification path to an accepted trust anchor, including verifying 
certificate status information (e.g. certificate revocation list, 
certificate status protocol response). 

b. Implement a local cache of revocation data to support path discovery 
and validation (to reduce risk in the event the information system is 
not able to access revocation data via the network). 

 
4.11.5.3. Change Authenticators Prior to Delivery (IA-5.5).  The agency will 

require developers and installers of information system components to 
provide unique authenticators or change default authenticators prior to 
delivery and installation.  This control is not applicable to commercial off-
the-shelf information technology solutions.  

 
4.11.5.4. Protection of Authenticators (IA-5.6).  The agency will provide 

authenticators with protection that is commensurate with the highest 
security category of the information to which use of the authenticator 
permits access to.  

 
4.11.5.5. No Embedded Unencrypted Static Authenticators (IA-5.7).  The 

agency will ensure that unencrypted static authenticators are not 
embedded in applications or other forms of static storage, including access 
scripts and function keys.  If authenticators are used in the manner they 
are stored, then their representations are considered unencrypted. 
 

4.11.5.6. Biometric Authentication Performance (IA-5.12).  Biometrics, such as 
fingerprint or facial recognition, is an authorized second factor for device 
MFA.  For biometric-based authentication, the agency will employ 
mechanisms that comply with biometric quality requirements defined in 
NIST SP 800-63.  

 
4.11.6. Authentication Feedback (IA-6).  The information system will obscure 

authenticator information during the authentication process and does not provide 
information that would allow the authentication mechanism to be compromised 
(e.g. obscure the password with asterisks when entered on screen).  To reduce the 
risk of passwords being compromised from shoulder surfing, system users should 
verify there is no individual behind them prior to entering their password.  
   

https://pages.nist.gov/800-63-3/
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4.11.7. Cryptographic Module Authentication (IA-7).  The information system will 
implement a mechanism for authentication to a cryptographic module that meets 
the requirements of applicable mandates and guidance for such authentication.  
Sensitive information will be protected by NIST tested and validated cryptographic 
modules that meet FIPS 140-2 or FIPS 140-3 (as applicable during the transition 
period) standards. 

 
4.11.8. Identification and Authentication – Non-Agency Users (IA-8).  The information 

system will uniquely identify and authenticate non-agency system users or 
processes acting on behalf of non-agency system users.   

 
4.11.8.1. Acceptance of External Authenticators (IA-8.2). The agency will: 

1. Accept only NIST SP 800-63B digital identity compliant external 
authenticators when the information system is publicly accessible (e.g. 
public-facing website).   

2. Document and maintain a list of accepted external authenticators.  
 

4.11.8.2. Use of Defined Profiles (IA-8.4).  The agency will: 
1. Define identity management profiles to readily identify non-agency 

users, including vendors, contractors, interns, and temporary, and 
seasonal personnel. 

2. Deploy identification and authentication technology consistent with 
the results of the e-authentication risk analysis.  See IRS Publication 
1075 Section 3.3.8 (Public-Facing Systems) for more information.   

 
4.11.9. Service Identification and Authentication (IA-9).  The information system will 

uniquely identify and authenticate information system services and applications 
with access to FTI before establishing communications with devices, users, or other 
services or applications.   
 

4.11.10. Re-Authentication (IA-11).  The agency will require users to re-authenticate to 
the network to release a session or screen lock (e.g. due to inactivity), after an 
authenticator change (e.g. password change), when the user’s role changes (e.g. 
switching between the user’s standard and privileged accounts to execute privileged 
functions), or when required due to system or data security requirements. 

 
4.11.11. Identity Proofing (IA-12).  The agency will: 

1. Prior to granting logical access to the information system, collect, validate, and 
verify evidence that identifies the user based on appropriate identity assurance 
level requirements as specified in applicable ETSS and NIST SP 800-63-3 digital 
identity policies, standards, and guidelines.  The registration process to receive 
an ID badge that grants physical access to state facilities will be conducted in 
person. Physical authentication tokens (i.e. hard tokens) used for MFA that grant 
access to the state network will be authorized by the agency technical support 

http://csrc.nist.gov/groups/STM/cmvp/validation.html
http://csrc.nist.gov/groups/STM/cmvp/validation.html
https://csrc.nist.gov/publications/detail/fips/140/2/final
https://csrc.nist.gov/publications/detail/fips/140/3/final
https://csrc.nist.gov/Projects/fips-140-3-transition-effort
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63b.pdf
https://www.irs.gov/privacy-disclosure/safeguards-program
https://www.irs.gov/privacy-disclosure/safeguards-program
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63-3.pdf
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manager (TSM) and approved by the ETSS Enterprise Security Team prior to 
being assigned to the user.   

2. Resolve user identities to a unique individual. 
 

4.11.11.1. Supervisor Authorization (IA-12.1).  The agency will require that the 
supervisor authorize a request to create an account to access the network 
or information system. 
 

4.11.11.2. Identity Evidence (IA-12.2).  The agency will require evidence (e.g. 
documentation) of individual identification be presented to the account 
registration authority.  Acceptable forms of evidence should be consistent 
with the risk to information systems, roles, and/or privileges associated 
with the user’s account. 
 

4.11.11.3. Identity Evidence Validation and Verification (IA-12.3).  The agency 
will require that the presented identity evidence (e.g. driver’s license, 
passport) be valid and up to date (i.e. not expired), including a photo that 
positively identifies the user. 

 
4.11.11.4. Address Confirmation (IA-12.5).  The agency will require that a 

registration code or other form of identity proofing notice be delivered to 
the user via an out-of-band method to verify the user’s address (e.g. home 
address, email address, telephone number) of record. 
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4.12. Incident Response (IR) 

 
 

4.12.1. Incident Response Policy and Procedures (IR-1).  The agency will develop, 
document, disseminate to designated personnel defined in the applicable system 
security plan, review, and annually update an incident response policy and 
procedures. 
 

4.12.2. Incident Response Training (IR-2).  The agency will: 
1. Provide incident response training to information system users consistent with 

their assigned roles and responsibilities within thirty (30) days of assigning the 
incident response role or responsibility to the user, when required after an 
information system change, and annually thereafter.  Incident response training 
may be included as part of annual cybersecurity awareness and training.  
Refresher trainings may be provided as frequently as determined necessary 
based on the sensitivity of the information accessed by the user or role.  An 
incident response training log will be maintained that includes participant names, 
training date, and name of training. 

2. Review and update incident response training content every three (3) years, after 
unauthorized disclosure of FTI, and following a security incident that impacts 
three (3) or more agencies. 

 
4.12.2.1. Simulated Events (IR-2.1).  The agency will incorporate simulated 

events into incident response training to facilitate the required response 
by personnel in crisis situations. This control may be satisfied with a table-
top exercise that simulates an event where FTI is compromised. 

 
4.12.2.2. Breach (IR-2.3).  The agency will provide incident response training 

regarding how to identify and respond to a security breach, including the 
agency’s process for reporting a security breach. 

 
4.12.3. Incident Response Testing (IR-3). The agency will perform annual incident 

response testing to assess the agency incident response capability via table-top 
exercises using breach of FTI scenarios that includes all employees and contractors 
with incident response responsibilities.  A table-top exercise is a classroom-based 
discussion where a test facilitator presents a scenario (e.g. unauthorized disclosure 
or compromise of FTI) for the purpose of discussing the coordination, recovery, 
and decision-making activities necessary to protect the confidentiality of FTI.  
Formal incident response testing is not required if the agency actively implements 
and exercises its response capability for an actual FTI incident at the agency during 
the calendar year. 
 
4.12.3.1. Coordination with Related Plans (IR-3.2).  The agency will coordinate 

incident response testing with other agency or Enterprise personnel 
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responsible for related plans and risk management activities, such as 
business continuity planning, disaster recovery, continuity of operations, 
and critical infrastructure planning to protect the confidentiality of FTI. 

 
4.12.3.2. Coordination with Related Plans (IR-3.3).  The agency will use 

qualitative and quantitative data from testing to: 
1. Determining the effectiveness of incident response processes. 
2. Continuously improve incident response processes. 
3. Provide incident response measures and metrics that are accurate, 

consistent, and in a reproducible format. 
 
4.12.4. Incident Handling (IR-4).  The agency will 

1. Implement an incident handling capability for security incidents that includes 
preparation, detection and analysis, containment, eradication, and recovery 
activities.  See ETSS Incident Response Plan for more information.  Evidence 
will be preserved through a technical means whenever possible, including 
secured storage of evidence media, "write" protection of evidence media, sound 
forensics processes and utilities that support legal requirements, and chain of 
custody for forensic evidence. 

2. Coordinate incident handling activities with contingency planning activities. 
3. Incorporate lessons learned from ongoing incident handling activities into 

incident response procedures, training, and testing exercises. 
   

4.12.4.1. Automated Incident Handling Processes (IR-4.1).  The agency will use 
automated mechanisms to support the incident handling process (e.g. 
Enterprise Security Information and Event Management (SIEM) systems, 
network monitoring systems, Enterprise Incident Management Portal). 

 
4.12.4.2. Insider Threats (IR-4.6).  The agency will implement an incident 

handling capability for incidents involving insider threats. 
 

4.12.4.3. Correlation with External Entities (IR-4.8).  The agency will 
coordinate with EOC teams, other agencies, and contractors to correlate 
and share incidents involving FTI to achieve an Enterprise-wide and 
cross-organizational risk management perspective for incident awareness 
and implement more effective incident responses. 

 
4.12.5. Incident Monitoring (IR-5).  The agency will monitor, track, and document 

security incidents to closure. 
 

4.12.6. Incident Reporting (IR-6).  The agency will require personnel who observe a 
possible security incident to immediately notify appropriate incident response team 
(IRT) personnel in accordance with procedures and criteria documented in ETSS 
Incident Response Plan.  For actual or suspected FTI data breaches involving the 
loss of control, compromise, unauthorized disclosure, unauthorized acquisition, or 



 
Division of Information Technology 

 
 

 

Page 61 
 

other similar occurrence (e.g. laptop or storage media containing FTI is lost or 
stolen, email containing FTI sent to the wrong individual, documents containing 
FTI is lost or stolen during shipping, unauthorized individual overhears agency 
employees discussing FTI, an information system that maintains FTI is 
compromised, FTI is posed on a public website) where an individual other than the 
authorized user accesses or potentially accesses FTI OR an authorized user accesses 
or potentially accesses FTI for an unauthorized purpose, the agency will use the 
following FTI data breach reporting procedure: 

 
FTI Data Breach Reporting Procedure 
If the agency experiences or suspects a breach or loss of PII or security incident 
that involves FTI, including unauthorized disclosure or access to FTI, the agency 
will immediately, but no later than 24 hours after identifying a possible issue 
involving FTI, notify the ETSS CISO, contact the special agent-in-charge, contact 
the Treasury Inspector General for Tax Administration (TIGTA) of the New York 
field office at (917)-408-5640, and email the IRS Office of Safeguards at 
safeguardreports@irs.gov.  If unable to contact the local TIGTA office, please 
contact the hotline number at 1-800-366-4484 (during normal business hours) or 1-
800-589-3718 (outside of normal business hours).  Immediate notification to the 
IRS Office of Safeguards is the most important factor, not the completeness of the 
data incident report.  Send the data incident report electronically and encrypted via 
an IRS-approved encryption technique.  Use the term “Data Incident Report” in the 
subject line of the email.  When emailing the Office of Safeguards, please include 
the following information in the data incident report (do not include any FTI):  
• Name of agency and agency point of contact.  
• Date and time where incident occurred.  
• Date and time incident was discovered.  
• How incident was discovered.  
• Description of incident and data involved, including specific data elements (if 

known). 
• Potential number of FTI records involved (if unknown, provide a range is 

possible).  
• Physical address where incident occurred and IT equipment involved (e.g. laptop, 

server, mainframe). 
• Whether incident involves unauthorized access or disclosure by an agency 

employee. 
• Whether agency will propose disciplinary or adverse action against the employee, 

if a criminal indictment isn’t pursued.  
 

4.12.6.1. Automated Reporting (IR-6.1).  The agency will use automated 
mechanisms, such as email, SharePoint, telephone/bridge, briefings, 
voicemail, and Enterprise Service Desk, to assist in the reporting of 
critical security incidents (e.g. statewide service outages, agency service 
outages impacting their customers, service outages impacting a single 
department or location, actual or suspected cyber events, breach or data 

mailto:safeguardreports@irs.gov


 
Division of Information Technology 

 
 

 

Page 62 
 

loss of non-public data, critical services impacting at least twenty-five 
(25) users, emergency requests from the Governor’s Office). 
 

4.12.6.2. Vulnerabilities Related to Incidents (IR-6.2).  The agency will report 
system vulnerabilities associated with reported incidents to designated 
agency personnel (e.g. system owners, business process owners, AIMs, 
authorizing officials, risk management executives). 
 

4.12.6.3. Supply Chain Coordination (IR-6.3).  The agency will provide incident 
information, as required, to supply chain providers for information 
systems or system components related to the incident. 

 
4.12.7. Incident Response Assistance (IR-7).  The agency will provide an incident 

response support resource, integral to the agency incident response capability, that 
offers advice and assistance to users of the information system for the handling and 
reporting of security incidents.  For general incident response assistance, please 
contact ETSS Enterprise Service Desk at (401) 462-4357. 

 
4.12.7.1. Automation Support for Availability of Information and Support 

(IR-7.1).  The agency will use the automated mechanisms to increase 
response-related information and support, including ETSS ServiceNow 
Incident Management Portal and Enterprise Incident Response major 
incident email communications. 

 
4.12.7.2. Coordination with External Providers (IR-7.2).  The agency will: 

1. Establish a direct, cooperative relationship between its incident 
response capability and external providers of information system 
protection capability. 

2. Identify incident response team members to the external providers. 
 
4.12.8. Incident Response Plan (IR-8).  ETSS has developed an Incident Response Plan 

(IRP) that: 
1. Provides a roadmap for implementing the incident response capability. 
2. Describes the structure of the incident response capability.  
3. Provides a high-level approach for how the incident response capability fits 

aligns with Enterprise risk management strategy. 
4. Meets the unique mission, size, structure, and functional requirements of the 

agency and Enterprise. 
5. Defines reportable incidents. 
6. Provides metrics for measuring the incident response capability at the agency.  
7. Defines resources and management support necessary to maintain an effective 

incident response capability.  
8. Addresses the sharing of incident information. 
9. Explicitly designates responsibility for incident response to designated 

Enterprise and agency personnel.  

mailto:ent.servicedesk@ri.gov
https://rhodeisland.service-now.com/sp
https://rhodeisland.service-now.com/sp
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10. Is reviewed annually 
11. Is reviewed annually by the IRP owner (Chief Digital Officer) and updated, as 

required, to address changes to information systems or organizational personnel, 
or due to issues encountered during plan implementation, execution, or testing. 

 
The agency will: 
1. Develop agency-specific incident response procedures, as necessary, to address 

incident responses to agency-specific business processes. 
2. Distribute the IRP to authorized incident response personnel defined in the IRP. 
3. Protects the IRP from unauthorized modification or disclosure. 
4. Within 30 days of a change being made, communicate IRP changes to authorized 

incident response personnel. 
5. Immediately activate the IRP for any of the following events: 

a. Statewide service outage. 
b. Agency service outage impacting agency customers. 
c. Service outage impacting a single department or location. 
d. Actual or suspected cyber event (e.g. malware, denial of service). 
e. Loss or breach of data categorized above public. 
f. Critical service impacting twenty-five (25) or more users. 
g. Emergency request from the Governor’s office. 
 

4.12.8.1. Breaches (IR-8.1).  The agency will include the following within the 
agency IRP for breaches involving FTI/PII: 
1. A process to determine if notice to individuals or other entities, 

including oversight organizations, is needed. 
2. An assessment process to determine the extent of the harm, 

embarrassment, inconvenience, or unfairness to affected individuals 
and any mechanisms to mitigate such harms. 

3. Identification of applicable privacy requirements. 
 

4.12.9. Information Spillage Response (IR-9).  The agency will respond to information 
spills by: 
1. Assigning designated incident response agency personnel with responsibility for 

responding to information spills. 
2. Identifying the specific information involved in the information system 

contamination. 
3. Alerting authorized incident response personnel of the information spill using a 

method of communication not associated with the spill. 
4. Isolating the contaminated information system or system component and 

eradicating the information from it. 
5. Identifying other information systems or system components that may have been 

subsequently contaminated. 
6. Report the incident to special agent-in-charge, TIGTA, and IRS Office of 

Safeguards in accordance with the FTI Data Breach Reporting Procedure. 
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4.13. System Maintenance (MA) 
 

 
4.13.1. System Maintenance Policy and Procedures (MA-1). The agency will develop, 

document, disseminate to designated personnel defined in the applicable system 
security plan, review, and annually update a system maintenance policy and 
procedures. 
 

4.13.2. Controlled Maintenance (MA-2). Controlled maintenance addresses the 
information security aspects of the maintenance program and applies to all types of 
maintenance performed by any local or nonlocal entity (e.g. in-contract, warranty, 
in- house, software maintenance agreement) on any system component, including 
applications, and components not directly associated with information processing 
or data retention (e.g. scanners, copiers, printers). The agency will: 
1. Schedule, perform, document, and review records of maintenance and repairs 

of the information system or system components in accordance with 
manufacturer/vendor specifications and ETSS/agency requirements. 

2. Monitor and approve all maintenance activities of the information system or 
system components regardless whether performed on site or remotely. 

3. Require explicit approval from the system owner to remove the information 
system or system component from agency premises for off-site maintenance. 

4. Sanitize equipment to remove FTI from associated media prior to removal 
from agency premises for off-site maintenance. 

5. Check all potentially impacted security controls to verify they’re still 
functioning properly following maintenance or repairs. 

6. Include, within maintenance records, the following information: 
a. Date and time that maintenance activity occurred. 
b. Name of individual approving maintenance. 
c. Name of individual or group (e.g. vendor) performing maintenance. 
d. Name of information system or system component, including any 

applicable state asset tag ID information, that maintenance is being 
performed on. 

e. Purpose and description of maintenance being performed. 
 

4.13.3. Maintenance Tools (MA-3).  This control applies to maintenance tools (e.g. 
hardware, software, firmware, packet sniffers, diagnostic test equipment) used for 
diagnostic and repair actions on agency information systems or system 
components.  However, this control does not extend to maintenance tools used in 
support of information system maintenance and diagnostic activities that are 
included as part of the information system (e.g. ping, ipconfig).  The agency will: 
1. Approve, control, and monitor information system maintenance tools used for 

diagnostic and repair actions on agency information systems or system 
components.  Maintenance tools used for diagnosing and repairing the 
information system will be documented and approved by the system owner 
and maintained in accordance with recommended vendor maintenance 
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schedules.  If a maintenance tool is maintained by a vendor, an appropriate 
contract or Service Level Agreement (SLA) will be in place.  Maintenance 
tools will be disconnected from the information system or system component 
when maintenance activities have completed.   

2. Review previously approved information system maintenance tools annually. 
 

4.13.3.1. Inspect Tools (MA-3.1). The agency will inspect maintenance tools 
carried into an agency facility for improper or unauthorized modifications 
prior to allowing the tool to be connected to the information system or 
system component. 
 

4.13.3.2. Inspect Media (MA-3.2). The agency will check media containing test 
and diagnostic programs for malicious code prior to the media being used 
in the information system. 

 
4.13.3.3. Prevent Unauthorized Removal (MA-3.3). The agency will prevent the 

removal of maintenance equipment containing agency data, or [non-
agency] information provided to the agency for which the agency serves 
as the information steward, by implementing one or more of the following 
methods: 
1. Verify there is no agency data maintained on the equipment. 
2. Sanitize or physically destroy the equipment. 
3. Retain the equipment within the facility. 
4. Obtain an exemption from the system owner that explicitly 

authorizes the removal of the equipment from the facility. 
 

4.13.3.4. Restricted Tool Use (MA-3.4). The agency will restrict the use of 
maintenance tools to authorized personnel only. 
 

4.13.3.5. Execution with Privilege (MA-3.5). The agency will monitor the use of 
maintenance tools that execute with increased privilege. 

 
4.13.4. Nonlocal Maintenance (MA-4). This control addresses maintenance and 

diagnostic activities being performed by personnel communicating through an 
internal or external network connection (i.e. nonlocal).  The agency will: 
1. Explicitly approve and monitor nonlocal maintenance and diagnostic 

activities.  Non-agency personnel performing nonlocal maintenance and 
diagnostic activities will be monitored in real time by agency personnel to 
ensure their actions are appropriate. 

2. Allow the use of nonlocal maintenance and diagnostic tools only as consistent 
with ETSS and agency policy and procedures and as documented in the 
applicable system security plan.  Established information system security 
controls will not be bypassed to enable the performance of nonlocal 
maintenance and diagnostic activities. 

3. Employ MFA when establishing nonlocal maintenance and diagnostic 
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sessions.  Passwords and other sensitive information will be appropriately 
secured (e.g. encrypted) when passed across a network. 

4. Maintain records for nonlocal maintenance and diagnostic activities. 
5. Terminate sessions and network connections when nonlocal maintenance is 

completed. 
 

4.13.4.1. Logging and Review (MA-4.1). The agency will: 
1. Log events defined in control AU-2 for nonlocal maintenance and 

diagnostic sessions. 
2. Review the audit records of the maintenance and diagnostic sessions 

to detect anomalous behavior. 
 

4.13.4.2. Authentication and Separation of Maintenance Sessions (MA-4.4).  
The agency will protect nonlocal maintenance sessions by: 
1. Employing MFA consistent with NIST SP 800-63 requirements. 
2. Separating maintenance sessions from other network sessions with 

the information system via physically or logically separated 
communications paths. 
 

4.13.4.3. Cryptographic Protection (MA-4.6).  The agency will require the use of 
the Enterprise VPN or dedicated VPN tunnels to protect the integrity and 
confidentiality of nonlocal maintenance and diagnostic communications. 
 

4.13.4.4. Disconnect Verification (MA-4.7).  The agency will verify that session 
and network connections are terminated after the completion of nonlocal 
maintenance and diagnostic sessions. 

 
4.13.5. Maintenance Personnel (MA-5). The agency will: 

1. Establish a process for the authorization of maintenance personnel. 
2. Maintain a list of authorized maintenance personnel or contracted vendors. 
3. Verify that non-escorted personnel performing maintenance on the 

information system possess the required access authorizations. 
4. Escort and supervise maintenance activities of personnel who do not have 

required access authorizations until maintenance activities are complete. 
 

4.13.5.1. Non-System Maintenance (MA-5.5).  The agency will ensure that non-
escorted personnel performing maintenance activities that are not directly 
associated with the information system but who are in the physical 
proximity of the information system have required access authorizations. 

 
4.13.6. Timely Maintenance (MA-6). The agency will obtain maintenance support and/or 

spare parts for critical information system and network components that support 
agency operations and business functions to ensure compliance with recovery point 
objectives documented in agency IT contingency and business continuity 
requirements. 

https://pages.nist.gov/800-63-3/
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4.14. Media Protection (MP) 

 
 

4.14.1. Media Protection Policy and Procedures (MP-1).  The agency will develop, 
document, disseminate to designated personnel defined in the applicable system 
security plan, review, and annually update a media protection policy and 
procedures. 
 

4.14.2. Media Access (MP-2). The agency will restrict access to digital or non-digital 
media containing FTI to authorized personnel.  

 
4.14.3. Media Marking (MP-3).  The agency will label media containing FTI with 

appropriate handling instructions, distribution limitations, and any applicable 
security markings.  Removeable media (e.g. CDs, DVDs, diskettes, magnetic tapes, 
external hard drives, flash drives) and information system output containing FTI 
(reports, documents, data files, back-up tapes) will be labeled indicating “Federal 
Tax Information” or “FTI”.   

 
4.14.4. Media Storage (MP-4).  The agency will: 

1. Physically control and securely store media containing FTI within controlled 
areas, including media stored at off-site facilities, that are only accessible to 
individuals authorized to access the information.  Physical security may be 
provided for a document, item, or area in various ways including, but are not 
limited to, locked containers of various types, vaults, locked rooms, locked 
rooms that have reinforced perimeters, locked buildings, guards, electronic 
security systems, fences, identification systems, and control measures.  See IRS 
Publication 1075 Section 2.B (Secure Storage) for more information.  

2. Protect media until it is destroyed or sanitized in accordance with policies, 
procedures, and standards. 
 

4.14.5. Media Transport (MP-5).  The agency will: 
1. Protect and control media containing FTI when transported outside of controlled 

areas using safeguards in accordance with IRS Publication 1075 Section 2.B 
(Secure Storage) and SC-28 control requirements. At a minimum, media 
containing FTI will be: 
a. Encrypted using a FIPS 140-2 or FIPS 140-3 (as applicable during the 

transition period) validated encryption module. 
b. Transported using tamper-proof packaging (e.g. locked container, sealed 

envelope). 
c. If hand-carried, secured within a secure container (e.g. locked briefcase) by 

authorized personnel.  Mail or courier/messenger shipments will be double-
sealed (one envelope within another) with only the inner envelope being 
marked as “confidential” (the outer envelope will not be marked as containing 
FTI). 

https://rigov.sharepoint.com/sites/etss-io-security/Policies/Policies/Policy%20Drafts/NIST%20800-53%20rev5%20policy%20drafts/IRS%20Publication%201075%20Section%203.3.8%20(Public-Facing%20Systems)
https://rigov.sharepoint.com/sites/etss-io-security/Policies/Policies/Policy%20Drafts/NIST%20800-53%20rev5%20policy%20drafts/IRS%20Publication%201075%20Section%203.3.8%20(Public-Facing%20Systems)
https://csrc.nist.gov/publications/detail/fips/140/2/final
https://csrc.nist.gov/publications/detail/fips/140/3/final
https://csrc.nist.gov/Projects/fips-140-3-transition-effort
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d. If shipped, provided a trackable receipt from a commercial carrier. 
e. Secured within secure containers at all times during transport. 

2. Maintain accountability of media containing FTI data when transported outside 
of controlled areas. 

3. Document activities associated with the transport of media. 
4. Restrict the transport of media to authorized personnel.   
 
4.14.5.1. Custodians (MA-5.3). The agency will employ an identified custodian 

during transport of information system media outside of controlled areas 
to facilitate accountability. 
 

4.14.6. Media Sanitization (MP-6).  The agency will: 
1. Sanitize media containing FTI prior to disposal, reuse, or release out of agency 

control in accordance with the general media sanitization process flowchart 
below and NIST 800-88 (Guidelines for Media Sanitization), including: 
a. Media that, at any point during its lifecycle, contained FTI and there is no 

certification that FTI was previously sanitized. 
b. Media requested as part of an investigation, litigation, audit, or other similar 

type of action to reflect the requirements of the request. 
c. Media that is under vendor warranty prior to exchanging the media with the 

vendor. 
 

General Media Sanitization Process 

 
 

https://csrc.nist.gov/publications/detail/sp/800-88/rev-1/final
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2. Employ an ETSS approved sanitization method below that is appropriate for and 
commensurate with the security requirements, media operability, and sensitivity 
of FTI.  In general: 
a. Media that is in operable condition and intended to be reused, either by the 

agency or another state agency, will be overwritten prior to being 
recommissioned and placed back into use. 

b. Media that is not operable, has reached the end of its useful life, is intended 
to be completely removed from service, or cannot be properly sanitized by 
overwriting will be degaussed or physically destroyed, as appropriate. 

c. Dispose of the electronic equipment in accordance with Division of Capital 
Assets Management and Maintenance (DCAMM) surplus policies and 
standards. 

 
ETSS Approved Sanitization Methods 

Method Description Requirement 

O
ve

rw
rit

e 

Replacing existing data on digital media 
with other data (such as all “0” or “1” 
everywhere on the media) to essentially 
"erase" the existing data.  Multiple passes 
and specific overwriting patterns are used to 
prevent advanced data recovery techniques 
from taking advantage of data remanence 
(the residual representation of digital data 
even after attempts to erase the data). 

Sanitize the entire disk drive (independent of 
the BIOS, operating system, or any firmware 
capacity limitation) to make it impossible to 
recover any meaningful data. 

Perform a minimum of three (3) overwrite 
passes of all sectors, blocks, tracks, or unused 
disk space. 

De
ga

us
s Use of a strong magnet to demagnetize 

magnetic media and realign the magnetic 
field, essentially erasing the data.  Most 
magnetic media is rendered useless 
following the degaussing process. 

Observe degaussing machine manufacturer 
directions. 
Use degaussing machine at full magnetic 
strength. 
Remove shielding materials (cabinets, mounting 
brackets) and hard disk platters with a high 
coercivity (a measure of magnetic medias 
resistance to becoming demagnetized) prior to 
degaussing.  

Ph
ys

ic
al

 D
es

tr
uc

tio
n 

Any method that physically destroys 
digital/non-digital media to render data 
unrecoverable, such as shredding (cut/break 
media into very small pieces), pulverizing 
(grind media into a powdery consistency), or 
incinerating (burn media at high 
temperatures into an ash-like consistency). 

Physically destroy digital media that is 
defective or that cannot be properly overwritten 
or repaired. 
Shred non-digital media containing 
confidential, sensitive, or private data to a 
maximum particle size of 1mm x 5mm using a 
cross-cut shredder prior to being disposed.   

 
  

http://dcamm.ri.gov/services/surplus-property-request.php
http://dcamm.ri.gov/services/surplus-property-request.php
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ETSS Recommended Sanitization Methods for Media Types 

Media Type Example Sanitization Method 
Rotating Disk 

Storage 
(hard disk) 

ATA, SATA, SCSI, and other rotating hard disk 
storage media found in computers, servers, SANs, 
printers, copiers, external/portable drives, etc. 

Overwrite 
Degauss 
Physically Destroy 

Non-Rotating 
Storage 

(solid state) 

SDD, flash, and other non-rotating non-magnetic 
storage media found in flash drives, memory 
cards, SD cards, PDA, smartphones, digital 
cameras/recorders, etc. 

Overwrite 
Physically Destroy 

Magnetic 
(non-hard disk) 

Soft disk and tape storage media such as 
floppy/ZIP disks, LTO/DLT tapes, audio/video 
tapes/cassettes, etc. 

Overwrite 
Degauss 
Physically Destroy 

Optical Storage media read by laser such as optical disks, 
CDs, DVDs, Blu-rays, etc. Physically Destroy 

Paper Any paper document with non-public data. Physically Destroy  

Microform Micro-reproductions of images or documents such 
as microfilm, microfiche, etc. Physically Destroy 

 
3. Validate media prior to final disposition to ensure data has been erased and no 

meaningful data is recoverable. 
4. Maintain a media sanitization log regarding final disposition of media.  Media 

sanitization records will include (regardless if media is sanitized in-house or by 
a third party) the following: 
a. Name, agency, and signature of individual authorizing sanitization. 
b. Name, agency, and signature of individual receiving media and accountable 

for sanitization of the media (provide info for external party if an external 
party is performing sanitization).  

c. Date media received. 
d. Media description (ex. make/model, hard drive, SATA drive, CD). 
e. Media control number, if available (ex. serial number, state asset tag ID). 
f. Description of media contents. 
g. Sanitization method used (ex. overwrite, degauss, physically destroy). 
h. Disposition of media following sanitization (ex. surplus, trash, re-using, 

transfer to another agency). 
i. Date of disposition. 

5. Third party providers contracted to sanitize media and other similar information 
destruction services must adhere to the requirements of this control be certified 
by the National Association for Information Destruction (NAID).   

 
 
 

https://directory.isigmaonline.org/
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4.14.6.1. Review, Approve, Track, Document, Verify (MA-6.1). Additional 
requirements for protecting FTI during media sanitization are provided on 
the IRS Office of Safeguards website.  The agency will: 
1. Review, approve, track, document, and verify media sanitization and 

disposal actions to ensure the effectiveness of the sanitization process 
and compliance with records retention requirements, 

2. Clear or purge any sensitive data from the system BIOS or UEFI before 
a computer system is disposed of and leaves the agency.  Subsequently, 
the agency will reset the BIOS or UEFI to the manufacturer’s default 
profile to ensure the removal of sensitive settings, such as passwords 
or keys. 

3. For media provided by foreign visitors (end users), only load the media 
into a standalone agency information system.  The system must remain 
standalone until such time as it is sanitized. Additionally, no other 
media loaded into the standalone system can be loaded into a non-
standalone agency system until the system is sanitized. 

 
4.14.7. Media Use (MP-7).  The agency will: 

1. Prohibit the user of personally-owned media from connecting to the state 
network or agency information system.   

2. Prohibit the use of portable storage devices within agency information systems 
when the device does not have an identifiable owner (e.g. authorized individual, 
agency). 

3. Develop policy to disable all portable storage devices with the exception of those 
required for explicit business need, which shall be restricted to specific 
workstations or laptops.  In the absence of agency-developed policy, personally-
owned portable devices are not allowed to connect to the information system.  
ETSS will implement technical controls, where possible, to enforce compliance 
with this policy.  

  

https://www.irs.gov/privacy-disclosure/safeguards-program
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4.15. Physical and Environmental Security (PE) 

 
 

4.15.1. Physical and Environmental Policy and Procedures (PE-1).  The agency will: 
1. Develop, document, disseminate to designated personnel defined in the 

applicable system security plan, review, and annually update a physical and 
environmental policy and procedures. 

2. Address specific facility access systems (e.g. restriction of physical access, 
identification and authentication, audit logging) that are critical to the security 
of a facility. 

3. Implement a clean desk policy for the protection of FTI (e.g. paper output, 
electronic storage media) to reduce the risk of unauthorized disclosures. 

4. Designate restricted areas that house information technology assets, including, 
but not limited to, mainframes, servers, controlled interface equipment, 
associated peripherals, and communications equipment. 

 
4.15.2. Physical Access Authorizations (PE-2).  The agency will: 

1. Develop, approve, and maintain an AAL of individuals authorized to access the 
facility where the information system resides (areas not publicly accessible).  
Physical access to FTI will be controlled (e.g. restricted areas, security rooms, 
locked rooms). 

2. Issue authorization credentials for access to non-public areas of the facility.  ID 
badge access cards will adhere to DCAMM State Identification/Access Card 
Policy. 

3. Review the AAL no less than: 
a. Annually, for state employees. 
b. Quarterly, for vendors and contractors. 

4. Promptly remove individuals from the AAL when access is no longer required. 
 
4.15.3. Physical Access Control (PE-3).  The agency will: 

1. Identify public and non-public areas of the facility.  Signs will be posted 
designating areas that have restricted physical access and are not publicly 
accessible.  There will be no signs indicating that an information system, 
computer room, or data center is located within a particular area of the facility 
nor will the information system be visible to a casual observer from outside the 
facility. 

2. Implement appropriate safeguards (e.g. cameras, security guards, door/window 
locks) to monitor and control access to non-public areas of the facility.  Two 
barriers will be implemented to protect access to FTI (e.g secured 
perimeter/locked container, locked perimeter/secured interior, or locked 
perimeter/security container).  Multifunction devices or high-volume printers 
must be locked with a mechanism to prevent physical access to the hard disk or 
meet MPS requirements. 

https://rigov-policies.s3.amazonaws.com/DCAMM_ID_Card_Policy_8-30-19.pdf
https://rigov-policies.s3.amazonaws.com/DCAMM_ID_Card_Policy_8-30-19.pdf
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3. Enforce physical access authorizations to facilities where information systems 
that receive, process, store, access, or transmit FTI reside by: 
a. Verifying each access authorization prior to granting access to the facility. 
b. Controlling facility entry and exits points using an access control system, 

device, or security guard.  Only authorized personnel are allowed access to 
controlled non-public areas.   

4. Maintain physical access audit logs of individuals accessing controlled non-
public areas of the facility. 

5. Escort and monitor the activity of visitors (e.g. vendors, contractors, 
maintenance, and facilities personnel) not authorized to access controlled non-
public areas of the facility.  Visitors will be escorted at all times by appropriate 
agency personnel within controlled non-public areas of the facility.  Only 
authorized personnel granted an ID-badge with appropriate permissions to 
access controlled non-public areas of the facility are authorized unescorted 
access. 

6. Secure keys, combinations to locks, and other physical access devices from 
unauthorized access. 

7. Perform an annual inventory of all physical access devices, including cipher 
locks, keys, keycards, and card readers. 

8. Change cipher lock combination codes annually, after an actual or suspected 
compromise of the code, when there is a theft or security violation within the 
controlled area being protected by the code, or an employee with knowledge of 
the code is transferred, terminated, or no longer requires access to the controlled 
area secured by the code. 

9. Change key/keycard when the key/keycard is reported as being lost or stolen, 
when there is a theft or security violation within the controlled area being 
protected by the key/keycard, or an employee having the key/keycard is 
transferred, terminated, or no longer requires access to the controlled area 
secured by the key/keycard.  A keycard is any card that grants access to a 
restricted area but does not uniquely identify the holder of the keycard (an 
employee ID badge is not a keycard).  

10. Maintain a list of personnel issued cipher lock combination codes, keys, or 
keycards.  Personnel will promptly return assigned keys and key cards to the 
agency upon or prior to separation, transfer, or termination from the agency. 

 
4.15.3.1. Facility and Systems (PE-3.2).  The agency will perform daily security 

checks, at a minimum, at the physical perimeter of the facility or system 
for exfiltration of information or removal of system components. 

 
4.15.4. Access Control for Transmission (PE-4).  The agency will control physical access 

for information system and system component transmission and distribution lines 
to authorized personnel only to help prevent accidental damage, disruption, 
physical tampering, and eavesdropping of unencrypted transmissions.  Wiring 
closets will be locked and unused physical ports (within wiring closets and patch 
panels) will be disabled. 
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4.15.5. Access Control for Output Devices (PE-5).  The agency will protect and control 

access to information system output devices, including monitors, printers, copiers, 
and fax machines, to prevent unauthorized individuals from obtaining the output.  
Output devices should be located within secured areas that can only be accessed by 
authorized individuals and monitored by agency personnel. Where required to meet 
federal or state law or program compliance requirements, the agency should 
implement keypad or card reader access controls for access to output devices. 

 
4.15.6. Monitoring Physical Access (PE-6).  The agency will: 

1. Monitor physical access to the facility where the information system resides to 
detect and respond to physical security incidents.  See IRS Publication 1075 
Section 2.B.3 (Restricted Area Access) for more information. 

2. Review physical access logs no less than monthly for suspicious activity, 
including access that is outside of normal work hours, repeated access to areas 
not normally accessed, access that lasts for unusual lengths of time, and access 
that is out-of-sequence. 

3. Coordinate results of reviews with ETSS and agency incident response 
capability. 

 
4.15.6.1. Intrusion Alarms and Surveillance Equipment (PE-6.1).  The agency 

will: 
1. Monitor and secure the facility where the information system resides 

with physical intrusion alarms and surveillance equipment. 
2. Perform quarterly reviews of physical intrusion alarms and 

surveillance equipment for effectiveness during both normal business 
hours and when facilities are unoccupied.  

 
4.15.7. Visitor Access Records (PE-8).  The agency will: 

1. Maintain visitor access records to the facility where the information system 
resides for five (5) years.  Visitor access records will include, at a minimum, the 
name and organization of visitors, visitor signatures (physical or electronic), 
form of identification provided, date of access, entry/departure times, purpose of 
visit, and name and organization of person visited. This control does not apply 
to access records for areas within the facility that are designated as publicly 
accessible.  See IRS Publication 1075 Section 2.B.3.2 (AAL) for more AAL 
requirements. 

2. Review visitor access records no less than monthly. 
3. Report anomalies in visitor access records to the facilities manager or agency 

Technical Support Manager (TSM). 
 

4.15.8. Delivery and Removal (PE-16).  The agency will: 
1. Authorize, monitor, and control information system components that receive, 

store, process, or transmit FTI entering and exiting the facility.  Effectively 
enforcing authorizations for entry and exit of information system components 

https://www.irs.gov/privacy-disclosure/safeguards-program
https://www.irs.gov/privacy-disclosure/safeguards-program
https://www.irs.gov/privacy-disclosure/safeguards-program
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may require restricting access to delivery areas and isolating the areas from the 
information system and media libraries. 

2. Maintain records of information system components entering and exiting the 
facility.   

 
4.15.9. Alternate Work Site (PE-17).  See IRS Publication 1075 Section 2.B.7 (Alternate 

Work Site) for additional requirements.  The agency will: 
1. Identify and document alternate work sites allowed for use by employees. 
2. Implement physical access and privacy controls at alternate work sites that 

provide similar safeguards and protections as primary worksites. 
3. Annually assesses the effectiveness of security and privacy controls at alternate 

work sites. 
4. Provide a means for employees to communicate with information security and 

privacy personnel in the event of a security or privacy incident. 
  

https://www.irs.gov/privacy-disclosure/safeguards-program
https://www.irs.gov/privacy-disclosure/safeguards-program
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4.16. Security Planning (PL) 

 
 

4.16.1. Security Planning Policy and Procedures (PL-1).  The agency will develop, 
document, disseminate to designated personnel defined in the applicable system security 
plan, review, and annually update a security planning policy and procedures. 
 

4.16.2. System Security and Privacy Plans (PL-2).  An approved and accurate 
Safeguards Security Report (SSR) satisfies the requirements for security and 
privacy plans.  See IRS Publication 1075 Section 2.E.4 (SSR) for more information.  
The agency will: 
1. Develop a SSP and privacy plan for the information system that: 

a. Reflects the information security architecture and is consistent with the 
Enterprise architecture. 

b. Explicitly defines the constituent information system components. 
c. Describes the operational context of the information system in terms of 

mission and business processes. 
d. Identifies the individuals that fulfill information system roles and 

responsibilities. 
e. Identifies the information types processed, stored, and transmitted by the 

information system. 
f. Provides the security category of the information system, including 

supporting rationale.  
g. Describes any specific threats to the information system that concern the 

agency. 
h. Provides the results of a privacy risk assessment for systems that process PII. 
i. Describes the operational environment for the information system and any 

dependencies or connections to other information systems or system 
components. 

j. Provides an overview of the security and privacy requirements for the 
information system. 

k. Identifies any relevant control baselines or overlays, if applicable. 
l. Describes the controls, planned or in place, for meeting security requirements, 

including the rationale for tailoring decisions. 
m. Includes risk determinations for the security architecture and design 

decisions. 
n. Includes security-related activities affecting the information system that 

require planning and coordination with other agency or ETSS entities (e.g. 
EOC Enterprise Security, Server Admin, Network, Unix, Storage Teams), 
including assessments, audits, inspections, hardware and software 
maintenance, acquisition and supply chain risk management, patch 
management, and contingency plan testing prior to performing activities. 

o. Is reviewed and approved by the agency authorizing official or designated 
representative prior to plan implementation. 

https://www.irs.gov/privacy-disclosure/safeguards-program
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p. Includes or references a plan for media sanitization and disposition that 
addresses all system media and backups in the SSP and privacy plans.  See 
control MP-6 (Media Sanitization) for more information.   

2. Distribute copies of the SSP and privacy plan, and communicate subsequent 
changes to the plan to plan stakeholders, including Agency Information 
Managers (AIM), Agency Technical Support Managers (TSM), and all 
personnel designated by the agency that require access to the SSP and privacy 
plan. 

3. Review the SSP and privacy plan: 
a. Annually. 
b. Whenever data sensitivity levels (of data processed by the system) increase. 
c. After a serious security violation due to changes within the threat 

environment. 
d. Prior to the previous security authorization expiring. 

4. Update the SSP and privacy plan to address changes to the information system, 
operational environment, or issues identified during plan implementation or 
security control assessments. 

5. Protect the SSP and privacy plan from unauthorized disclosure or modification. 
 

4.16.3. Rules of Behavior (PL-4).  The agency will: 
1. Establish, and make readily available to individuals requiring access to state 

network or information system, the rules that describe their responsibilities and 
expected behavior regarding information and information system usage.  At a 
minimum, individuals must adhere to all requirements documented in ETSS 
Technology Acceptable Use Policy 00-02. 

2. Receive a signed acknowledgement from individuals requiring access to the state 
network or information system, indicating that they have read, understand, and 
agree to abide by the rules of behavior, before authorizing access to the state 
network or information system.  At a minimum, the agency will require 
individuals who require access to state network resources to sign the “Network 
Access Rights and Obligations User Agreement Acknowledgement” form on the 
last page of ETSS Technology Acceptable Use Policy 00-02. 

3. Annually review and update, as required, the rules of behavior. 
4. Require individuals who have signed a previous version of the rules of behavior 

to read and re-acknowledge revised rules of behavior when the rules are updated.   
 

4.16.3.1. Social Media and External Site/Application Usage Restrictions (PL-
4.1).  At a minimum, all users granted access to the state network are 
required to adhere to all restrictions and requirements documented in 
ETSS Social Networking Policy 10-09.  The agency may establish agency-
specific usage restrictions for the use of internet-supported technologies 
to further restrict social networking at the agency based on the potential 
for these technologies to cause damage or disruption to the information 
system or agency mission.  The agency will include, with agency-specific 
rules of behavior, restrictions on: 

https://www.ri.gov/app/doa/policies/policies?utf8=%E2%9C%93&search%5Bquery%5D=&search%5Bdivision%5D=1&commit=Search
https://www.ri.gov/app/doa/policies/policies?utf8=%E2%9C%93&search%5Bquery%5D=&search%5Bdivision%5D=1&commit=Search
https://www.ri.gov/app/doa/policies/policies?utf8=%E2%9C%93&search%5Bquery%5D=&search%5Bdivision%5D=1&commit=Search
https://www.ri.gov/app/doa/policies/policies?utf8=%E2%9C%93&search%5Bquery%5D=&search%5Bdivision%5D=1&commit=Search
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1. Use of social media, social networking sites, and external 
sites/applications. 

2. Posting agency information on public websites. 
3. Use of agency-provided identifiers (e.g. email addresses) and 

authentication secrets (e.g. passwords) for creating accounts on 
external sites/applications. 

 
4.16.4. Security and Privacy Architectures (PL-8).  The agency will: 

1. Develop security and privacy architectures for the information system that: 
a. Describes the overall philosophy, requirements, and approach for protecting 

the confidentiality, integrity, and availability of agency information. 
b. Describes the requirements and approach for processing FTI to minimize 

privacy risk to individuals. 
c. Describes how the architectures are integrated into and support the Enterprise 

architecture.  The security and privacy architectures include an architectural 
description, the placement and allocation of security and privacy functionality 
(including security and privacy controls), security and privacy-related 
information for external interfaces, information being exchanged across 
interfaces, and protection mechanisms associated with each interface. 

d. Describes assumptions about and dependencies on external systems and 
services.   

2. Annually review and update the security and privacy architectures to reflect 
changes in the Enterprise architecture and ensure that planned architecture 
changes are reflected in the applicable SSP.  

3. Ensures planned information security architecture changes are reflected in the 
security and privacy plan and agency procurements and acquisitions. 

 
4.16.4.1. Defense-In-Depth (PL-8.1).  The agency will design the security and 

privacy architectures for the information system using a defense-in-depth 
approach that: 
1. Allocates system communication and other relevant controls to 

information systems processing, storing, and transmitting FTI. 
2. Ensures that the allocated controls operate in a coordinated and 

mutually reinforcing manner. 
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4.17. Program Management (PM) 

 
 

4.17.1. Information Security Program Plan (PM-1).  ETSS has developed the DoIT 
Information Technology Security and Risk Program Management PM-1 to 
establish a statewide security program for Rhode Island state agencies and state 
network to ensure a secure network infrastructure that integrates confidentiality, 
integrity, and availability into infrastructure design, implementation, and 
maintenance.  PM-1: 
1. Provides an overview of the requirements for the security program and a 

description of the security program management controls and common controls 
in place or planned for meeting the requirements. 

2. Includes the identification and assignment of roles, responsibilities, management 
commitment, and coordination among agencies. 

3. Reflects coordination among agencies responsible for information security. 
4. Is approved by the state CIO and executed/maintained by the state CISO. 
5. Is reviewed every three (3) years and following significant changes. 
6. Is protected from unauthorized disclosure and modification. 

 
4.17.2. Information Security Program Leadership Role (PM-2).  The ETSS Chief 

Information Security Officer (CISO) will develop an enterprise-wide information 
security program (See DoIT Information Technology Security and Risk Program 
Management PM-1) and, in coordination with ETSS leadership and agency 
management, including the agency Director, Agency Information Manager (AIM), 
and Technical Support Manager (TSM), will implement and maintain the program 
to ensure a secure network infrastructure that integrates confidentiality, integrity, 
and availability into infrastructure design, implementation, and maintenance.  

  

https://www.ri.gov/app/doa/policies/policies?utf8=%E2%9C%93&search%5Bquery%5D=&search%5Bdivision%5D=1&commit=Search
https://www.ri.gov/app/doa/policies/policies?utf8=%E2%9C%93&search%5Bquery%5D=&search%5Bdivision%5D=1&commit=Search
https://www.ri.gov/app/doa/policies/policies?utf8=%E2%9C%93&search%5Bquery%5D=&search%5Bdivision%5D=1&commit=Search
https://www.ri.gov/app/doa/policies/policies?utf8=%E2%9C%93&search%5Bquery%5D=&search%5Bdivision%5D=1&commit=Search


 
Division of Information Technology 

 
 

 

Page 81 
 

 
4.18. Personnel Security (PS) 

 
 

4.18.1. Personnel Security Policy and Procedures (PS-1).  The agency will develop, 
document, disseminate to designated personnel defined in the applicable system 
security plan, review, and annually update a personnel security policy and 
procedures.  
 

4.18.2. Position Risk Designation (PS-2).  The agency will: 
1. Assign a position risk designation to all agency positions that grant access to FTI 

or that are responsible for administering FTI environments.  The agency should 
consider physical access requirements to information system hardware or 
software, the ability to override or bypass security controls, and the scope of IT 
resources that may be impacted by security violations.  Position risk designations 
adhere to the following criteria: 
a. Low Position Risk – A position that has the potential to produce some limited 

harm to the state network, information system, or public trust. 
b. Moderate Position Risk – A position that has the potential to produce 

moderate to serious impact to the state network, information system, or public 
trust.  The position has duties and responsibilities of considerable importance 
to the agency or business mission. 

c. High Position Risk – A position that has the potential to produce exceptionally 
serious impact to the state network, information system, or public trust.  The 
position has duties and responsibilities that are especially critical to the 
agency or business mission. 

2. Establish screening criteria for individuals filling those positions. 
3. Review and update, as appropriate, position risk designations annually or when 

position description are rewritten.   
 
4.18.3. Personnel Screening (PS-3).  The agency will: 

1. Screen individuals prior to authorizing access to the information system, 
including perform criminal history checks for all employees, including vendors 
and contractors, with access to the state network.  All employees and contractors 
requiring access to FTI and other sensitive information must meet personnel 
suitability standards that are based on valid need-to-know standards and 
requirements, which cannot be assumed from position or title, and favorable 
results from a background check.  See IRS Publication 1075 Section 2.C.3 
(Background Investigation Minimum Requirements) for additional information. 

2. Rescreen individuals when there is a change to the position’s current risk 
designation (i.e. from low to moderate or from moderate to high), when 
individuals change positions, or other agency-defined criteria and conditions that 
merit rescreening.  When an employee moves from one position to another, all 
access and authentication credentials associated with the previous position will 
be reviewed and revoked, as required. 

https://www.irs.gov/privacy-disclosure/safeguards-program
https://www.irs.gov/privacy-disclosure/safeguards-program
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4.18.4. Personnel Termination (PS-4).  Upon termination of individual employment, the 

agency will: 
1. Disable information system access and notify agency personnel within three (3) 

business days upon termination of the employee, including ETSS enterprise 
support teams, agency IT technical support, and system administrators, as 
appropriate.  For individuals that are terminated for cause, the agency will 
immediately escort the individual out of agency facilities and, if possible, 
information system and network access will be terminated prior to the individual 
being notified of termination for cause.  Access and privileges to information 
systems, networks, and facilities will be suspended when an employee or 
contractor is temporarily separated from the agency (e.g. leave of absence, 
military leave). 

2. Terminate or revoke any authenticators/credentials associated with the 
individual, including ID badges, Active Directory (AD) accounts, and accounts 
that do not leverage single sign-on AD credentials for identification and 
authentication. 

3. Perform an exit interview that includes a discussion of information security 
topics relevant to the agency, its mission and business requirements, and 
individual being terminated, including non-disclosure agreements. 

4. Retrieve and retain access to all agency information and security-related or 
information system-related property, including laptops, monitors, printers, 
smartphones, jetpacks, hard tokens, keys, and ID badges. 

5. Retain access to agency information systems and data formerly controlled by the 
terminated individual. 

 
4.18.5. Personnel Transfer (PS-5).  Upon reassignment or transfer to other agency 

positions, the agency will: 
1. Review and confirm ongoing operational needs for current logical and physical 

access authorizations to information systems and facilities. 
2. Initiate agency-defined transfer or reassignment activities, such as 

collecting/issuing keys, ID badges, facility access cards, within five (5) business 
days following transfer actions. 

3. Modify access authorizations, as required, to correspond with any changes in 
operational needs.  

4. Notify designated agency personnel, including the agency Technical Support 
Manager (TSM) and information system administrator, within five (5) business 
days of transfer. 

 
4.18.6. Access Agreements (PS-6).  Prior to authorizing access to FTI, the agency will: 

1. Document access agreements for the information system. 
2. Review and update access agreements annually. 
3. Require individuals needing access to the information system sign appropriate 

access agreements prior to being granted access and re-sign access agreements 
annually or when they’re updated.  Access agreements should require that 
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individuals signing the agreement acknowledgement that they have read, 
understand, and agree to abide by the constraints of the agreement, as well as 
indicate the penalties for non-compliance. 

 
4.18.6.1. Post-Employment Requirements (PS-6.1).  The agency will: 

1. Notify individuals of applicable, legally binding post-employment 
requirements for the protection of agency information. 

2. Require individuals to sign an acknowledgment of these requirements, 
if applicable, as part of granting initial access to covered information. 

 
4.18.7. External Personnel Security (PS-7). External providers include contractors and 

other organizations providing information system development, IT services, 
outsourced applications, and network or security management.  The agency will: 
1. Establish personnel security requirements, including security roles and 

responsibilities for external providers. 
2. Require external providers to comply with personnel security policies and 

procedures established by the agency. 
3. Document personnel security requirements, including explicitly documenting 

personnel security requirements in acquisition-related documents. 
4. Require external providers to notify the agency of any transfers or terminations 

of external provider personnel who possess agency credentials or ID badges, or 
who have information system privileges, within three (3) business days of the 
transfer or termination. 

5. Monitor provider compliance with personnel security requirements.  Third-party 
personnel are provided with minimal system and physical access necessary to 
provide contracted services. 
 

4.18.8. Personnel Sanctions (PS-8).  The agency will: 
1. Employ a formal sanctions process for individuals failing to comply with 

established information security policies and procedures. 
2. Notify designated agency personnel and system administrators, as appropriate, 

within three (3) day prior to initiating a formal employee sanctions process, 
identifying the individual sanctioned and the reason for the sanction. 

 
4.18.9. Position Descriptions (PS-9).  The agency will incorporate security and privacy 

roles and responsibilities into agency position descriptions. 
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4.19. PII Processing and Transparency (PT) 

 
 

4.19.1. PII Processing and Transparency Policy and Procedures (PT-1).  The agency 
will develop, document, disseminate to designated personnel defined in the 
applicable system security plan, review, and annually update a PII processing and 
transparency policy and procedures. 
 

4.19.2. Authority to Process PII (PT-2).  The agency will:   
1. Determine and document IRC Section 6103 that permits the agency to process 

PII, including FTI. 
2. Restrict access of PII, including FTI, to only that which is authorized. 

  

https://uscode.house.gov/view.xhtml?req=(title:26%20section:6103%20edition:prelim)
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4.20. Risk Assessment (RA) 

 
 

4.20.1. Risk Assessment Policy and Procedures (RA-1).  The agency will develop, 
document, disseminate to designated personnel defined in the applicable system 
security plan, review, and annually update a risk assessment policy and procedures. 
 

4.20.2. Risk Assessment (RA-3).  The agency will: 
1. Perform a risk assessment, in accordance with DoIT Information Technology 

Security and Risk Program Management (PM-1), including: 
a. Identifying threats to and vulnerabilities within the information system. 
b. Assessing the likelihood and magnitude of harm from unauthorized access, 

use, disclosure, disruption, modification or destruction of the information 
system and the information it processes, stores, or transmits. 

c. Assessing the likelihood and impact of adverse effects on individuals arising 
from processing of PII, including FTI. 

2. Integrate risk assessment results and risk management decisions from agency 
mission or business process perspectives with system-level risk assessments. 

3. Document risk assessment results within a risk assessment report and include 
the report as an artifact within the applicable information system security plan. 

4. Disseminate risk assessment results to designated agency personnel, including 
the Agency Information Manager (AIM), Technical Support Manager (TSM), 
and Enterprise Security Team. 

5. Review risk assessment results annually. 
6. Update the risk assessment every three (3) years or whenever there is a 

significant change to the information system or its operational environment (see 
NIST SP 800-37 Appendix F), including: 
a. New threats or vulnerabilities. 
b. Increased findings or deficiencies from the continuous monitoring program 

or audits. 
c. New mission or business requirements. 
d. Changes to the authorizing official. 
e. Significant changes in risk assessment findings. 
f. Significant changes to common (inherited) controls. 
g. Changes in the supply chain effecting security risks to operational systems. 

 
4.20.2.1. Supply Chain Risk Assessment (RA-3.1).  The agency will: 

1. Assess supply chain risks associated with FTI. 
2. Update the supply chain risk assessment every three (3) years, when 

there are significant changes to relevant supply chain (e.g. use of 
defective components, insertion of counterfeit components, theft, 
malicious development practices, malicious code insertion), or when 
changes to the information system, its operational environment, or 
other conditions necessitate a change in the supply chain. 

https://www.ri.gov/app/doa/policies/policies?utf8=%E2%9C%93&search%5Bquery%5D=&search%5Bdivision%5D=1&commit=Search
https://www.ri.gov/app/doa/policies/policies?utf8=%E2%9C%93&search%5Bquery%5D=&search%5Bdivision%5D=1&commit=Search
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r2.pdf
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4.20.3. Vulnerability Monitoring and Scanning (RA-5).  The agency will: 

1. Monitor and scan for vulnerabilities in the information system, hosted 
applications, operating system, and web applications in accordance with their 
assigned security categorization no less than monthly and when new 
vulnerabilities potentially affecting the system or application are identified and 
reported. 

2. Employ vulnerability scanning tools that facilitate interoperability among tools 
and automate parts of the vulnerability management process by implementing 
standards for enumerating platforms, software flaws, and improper 
configurations, formatting checklists and test procedures, and measuring 
vulnerability impact. 

3. Analyze vulnerability scan reports and results from security controls 
assessments. 

4. Remediate detected vulnerabilities, for which a fix is available, in accordance 
with agency business risk, risk assessments, and NIST National Vulnerability 
Database common vulnerability scoring system (CVSS) score: 
a. For critical vulnerabilities (CVSS 9-10), the agency will document a 

corrective action plan within 1 (one) week and remediate the vulnerability 
within two (2) weeks. If more than two (2) weeks is required, create a POAM 
for the vulnerability.     

b. For high vulnerabilities (CVSS 7-8.9), the agency will document a corrective 
action plan within 2 (two) weeks and remediate the vulnerability within one 
(1) month.  If more than one (1) month is required, create a POAM for the 
vulnerability.      

c. For moderate vulnerabilities (CVSS 4-6.9), the agency will document a 
corrective action plan within one (1) month and remediate the vulnerability 
within three (3) months.  If more than three (3) months is required, create a 
POAM for the vulnerability.     

d. For low vulnerabilities (CVSS < 4), the agency will document a corrective 
action plan within three (3) months and remediate the vulnerability within six 
(6) months.  If more than six (6) months is required, create a POAM for the 
vulnerability.   

5. Share vulnerability scan and security control assessment results with appropriate 
personnel, including agency technical support teams and EOC Enterprise Teams, 
to help mitigate similar vulnerabilities in other information systems. 

6. Employ vulnerability monitoring tools that provide the capability to readily 
update the vulnerabilities to be scanned. 

7. Implement a vulnerability management process for information technology 
software systems to complement the patch management process. 

 
4.20.3.1. Update Vulnerabilities to be Scanned (RA-5.2).  The agency will 

update information system vulnerabilities to be scanned no less than 
monthly, prior to a new scan, and when new vulnerabilities are identified 
and reported. 

https://nvd.nist.gov/
https://nvd.nist.gov/
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4.20.3.2. Discoverable Information (RA-5.4).  The agency will determine 

information about the system that is discoverable and take appropriate 
corrective actions. 
 

4.20.3.3. Access (RA-5.5).  The agency will require privileged access authorization 
for vulnerability scanning activities that may be intrusive or where the 
information system or system components being scanned contain FTI. 

 
4.20.4. Risk Response (RA-7).  The agency will: 

1. Respond to security and privacy assessments, monitoring, and audits in 
accordance with agency and Enterprise risk tolerance. 

2. Include, within the plan of actions and milestones (POAM) document, each risk 
that cannot be mitigated (in whole or in part) by the due date or expected 
completion date identified for the risk. 

3. Include appropriate justification and rationale, including compensating controls, 
for each risk that is accepted by the agency.  Risks associated with inherited 
controls can only be accepted by the control owner and not by the agency 
inheriting the controls.     

 
4.20.5. Privacy Impact Assessments (RA-8).  The agency will conduct privacy impact 

assessments for information systems used to process, store, or transmit FTI before: 
1. Developing or procuring information technology that processes FTI (and other 

PII). 
2. Initiating a new collection of FTI (and other PII) that will be processed using 

information technology and includes FTI (and other PII) permitting the physical 
or virtual (online) contacting of a specific individual, if identical questions have 
been posed to (or identical reporting requirements imposed on) ten or more 
individuals, other than agency employees or instrumentalities. 
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4.21. System and Services Acquisition (SA) 

 
 

4.21.1. System and Services Acquisition Policy and Procedures (SA-1).  The agency 
will develop, document, disseminate to designated personnel defined in the 
applicable system security plan, review, and annually update a system and services 
policy and procedures. 
 

4.21.2. Allocation of Resources (SA-2).  The agency will: 
1. Determine high-level security and privacy requirements for the information 

system or system service in mission and business process planning. 
2. Identify, document, and allocate the appropriate amount of resources which are 

required to protect the information system or system service as part of the capital 
planning and investment control process.  Resources will be allocated for 
information security to provide rapid yet supervised resource allocation to ensure 
the agency is modernized and protected against emerging and ongoing threats. 

3. Establish discrete line items for information security systems or services within 
the budgeting process.  Funding will include allocation of resources for the initial 
information system or system service acquisition, as well as funding for the 
sustainment of the system or service. 

 
4.21.3. System Development Life Cycle (SA-3).  The agency will: 

1. Acquire, develop, and manage the information systems using a SDLC that 
incorporates information security and privacy considerations, including: 
a. Requiring a business case justification for custom system development 

projects.  When proposing the development of custom software, the agency 
will make a strong business case that supports the rationale for not enhancing 
current systems, demonstrates the inadequacies of packaged solutions, and 
justifies the creation of custom software.  

b. Implementing a Change Management program that enables system engineers, 
architects, and security analysts to expediently perform their necessary 
business functions, yet maintains a controlled, secure, and functioning 
environment.  For example, implement a multi-tiered deployment 
environment (e.g. development, test, quality control, production) and use 
systems that are capable of rolling-back unsuccessful changes.  See DoIT 
ITSM Change Management Process for more information.  

c. Planning for End-of-Life (EOL) and End-of-Support (EOS) dates for the 
information system and system services to ensure systems and services can 
receive security patches and updates throughout the SDLC and the agency is 
prepared to discontinue the information system or system service once no 
longer supported or when security cannot be ensured.  

2. Define and document information security and privacy roles and responsibilities 
throughout the SDLC. 
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3. Identify qualified individuals having information security roles and 
responsibilities in creating the SDLC (e.g. CIO, CISO, business owners, system 
administrators, security architects, security engineers, security analysts, etc.) to 
ensure SDLC activities meet agency security requirements. 

4. Integrate agency information security and privacy risk management processes 
into SDLC activities.  

 
SDLC Guidelines 
Many SDLC models exist that can be used by the agency in developing an 
information system (e.g. linear sequential model, agile model), each with 
advantages and disadvantages.  In general, an SDLC should include the following 
phases:  
• Initiation  
• Acquisition/Development 
• Implementation/Assessment  
• Operations/Maintenance  
• Sunset (disposition)  
 
Each phase should include a minimum set of tasks to incorporate security within 
the system development process.  Including security early in the SDLC will usually 
result in less expensive and more effective  security, as opposed to retrofitting 
security late into the process or into an operational system.  The following questions 
should be addressed, regardless of the SDLC model used, to determine the security 
controls that will be required for the information system:  
• How critical is the system in meeting the agency’s mission? 
• What are the security objectives required by the information system (e.g. 

confidentiality, integrity, and availability)?  
• What regulations, statutes, and policies are applicable in determining what is to 

be protected?  
• What threats are applicable to the environment where the information system will 

be operational?  
 

4.21.3.1. Use of Live Data (SA-2).  The agency will: 
1. Approve, document, and control the use of live data (operational data) 

in preproduction environments for the system, system component, or 
system service.  The agency must submit a notification as described in 
IRS Publication 1075 Section 2.E.6 (Notification Reporting 
Requirements) to use live FTI within test/development environments. 

2. Protect preproduction environments for the information system, system 
component, or system service at the same impact or classification level 
as any live data in use within the preproduction environments. 
 

4.21.4. Acquisition Process (SA-4).  Security functional requirements are a part of the 
hardware, software, or firmware acquisition process.  Agencies can acquire 
necessary solutions in an expedient manner in accordance with applicable state or 

https://www.irs.gov/privacy-disclosure/safeguards-program
https://www.irs.gov/privacy-disclosure/safeguards-program
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federal laws, directives, policies, regulations, standards, guidelines, and business 
needs.  The agency will comply with State procurement policies when acquiring 
hardware to ensure that the purchase meets specified functional needs and include 
specific requirements for performance, reliability, cost, capacity, security, support, 
and compatibility in Requests for Proposals (RFPs) to properly evaluate quotes.  To 
mitigate risks of exploitation of covert channels, the agency will obtain third-party 
applications from reputable sources and protect the source code in custom 
developed applications.  The agency will include the following requirements, 
descriptions, and criteria, explicitly or by reference using standardized contract 
language, in the acquisition contract for the information system, system component, 
or system service: 
1. Security and privacy functional requirements, including security capabilities, 

security functions, and security mechanisms.     
2. Strength of mechanism requirements.  Strength requirements are based on the 

security categorization of the information system or data, associated mechanism 
capabilities and functions, degree of correctness or completeness, resistance to 
direct attack, and resistance to tampering or bypass.  When contracting with 
external service providers, as part of the service contract: 
a. The service provider provides the organization with security and privacy 

policies and procedures for how data is stored, handled, and accessed within 
service provider environment. 

b. Non-public data is encrypted in transit to and from the service provider 
environment. 

c. All mechanisms used to encrypt data use a FIPS 140-2 or FIPS 140-3 (as 
applicable during the transition period) validated encryption module. 

d. Storage devices where data resides is securely sanitized in accordance with 
ETSS Media Protection Policy 05-01 prior to use.   

e. Outsourced information system services outside the continental U.S. are 
authorized by the ETSS CIO. 

3. Security and privacy assurance requirements, including: 
a. Development processes, procedures, practices, and methodologies.  
b. Evidence from development and assessment activities providing grounds for 

confidence that the required security functionality has been implemented and 
the required security strength has been achieved. 

4. Controls needed to satisfy security and privacy requirements.  In acquiring 
information technology, agencies must use common security configurations, 
when applicable, by requiring vendors to configure information technology with 
common security configurations prior to delivery (or configuring acquired IT to 
meet state and agency-tailored secure parameters that meet IRS Publication 1075 
and applicable SCSEM requirements) after delivery but prior to deployment.  
Proposed vendor hardware design complies with information security and other 
State policies and standard security and technical specifications, including the 
following:  
a. Vendors shall configure the system with adequate capacity to fulfill the 

functional requirements stated in the agency’s design document.  

https://csrc.nist.gov/publications/detail/fips/140/2/final
https://csrc.nist.gov/publications/detail/fips/140/3/final
https://csrc.nist.gov/Projects/fips-140-3-transition-effort
https://www.ri.gov/app/doa/policies/policies?utf8=%E2%9C%93&search%5Bquery%5D=&search%5Bdivision%5D=1&commit=Search
https://www.irs.gov/privacy-disclosure/computer-security-compliance-references-and-related-topics
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b. Vendor shall configure hardware security controls to adequately protect data. 
Optionally, the vendor may assist the agency with the configuration of 
software security controls to provide adequate data protection on the vendor’s 
hardware. 

5. Requirements for protecting security-related documentation.  
6. Description of the information system development environment and 

environment in which the system is intended to operate.  Information systems 
under consideration for acquisition will be interoperable with peripherals and 
systems currently in use.  At a minimum, new information system purchases will 
meet current operational specifications and have scalability to accommodate for 
growth projected by the agency.  

7. Allocation of responsibility or identification of parties responsible for 
information security, privacy, and supply chain risk management. 

8. Acceptance criteria requirements for assessing the ability of an information 
system, system component, or software to perform its intended function.  

9. Information systems that receive, process, store, access, protect, or transmit FTI 
must be located, operated, and accessed within the USA. When a contract 
developer is used, agencies must document, through contract requirements, that 
all FTI systems, including cloud environments, are located within the USA and 
are developed physically within the USA by USA citizens or those with lawful 
resident status.  See IRS Publication 1075 Section 2.C.7 (Offshore Operations) 
for more information. 

 
4.21.4.1. Functional Properties of Controls (SA-4.1).  The agency will require 

the developer of the information system, system component, or system 
service to provide a description of the functional properties of the security 
controls to be employed.  Functional properties of security controls 
describe the functionality (i.e. security capability, functions, or 
mechanisms) visible at the interfaces of the controls and specifically 
exclude functionality and data structures internal to the operation of the 
controls. 
 

4.21.4.2. Design and Implementation Information for Controls (SA-4.2).  The 
agency will require the developer of the information system, system 
component, or system service to provide design and implementation 
information for the controls to be employed, including: 

1. Security-relevant external system interfaces at sufficient detail to 
understand the existence, purpose, and use of all such interfaces. 

2. High-level design documentation at sufficient detail to prove the control 
implementation. 

 
4.21.4.3. Continuous Monitoring Plan for Controls (SA-4.8).  The agency will 

require the developer of the information system, system component, or 
system service to produce a plan for continuous monitoring of control 

https://www.irs.gov/privacy-disclosure/safeguards-program
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effectiveness that is consistent with the continuous monitoring program 
of the agency. 
 

4.21.4.4. Functions, Ports, Protocols, and Services in Use (SA-4.9).  The agency 
will require the developer of the information system, system component, 
or system service to identify (early in the SDLC) the functions, ports, 
protocols, and services intended for agency use. 

 
4.21.4.5. Data Ownership (SA-4.12).  The agency will: 

1. Include agency data ownership requirements in acquisition contracts. 
2. Require all data to be removed from the contractor’s information 

system and returned to the agency within seven (7) calendar days prior 
to contract termination.  The contactor must provide the agency with 
certification of destruction using NIST approved standards or 
certification that the data has been returned. 

 
4.21.5. System Documentation (SA-5).  The agency will: 

1. Obtain or develop administrator documentation for the information system, 
system component, or system service that describes: 
a. Secure configuration, installation, and operation of the system, component, or 

service. 
b. Effective use and maintenance of security and privacy functions and 

mechanisms. 
c. Known vulnerabilities regarding configuration and use of administrative or 

privileged functions. 
2. Obtain or develop user documentation for the information system, system 

component, or system service that describes: 
a. User-accessible security and privacy functions and mechanisms and how to 

effectively use those security functions and mechanisms. 
b. Methods for user interaction, which enable individuals to use the system, 

component, or service in a more secure manner and protect individual 
privacy. 

c. Responsibilities the end user has in maintaining the security of the system and 
privacy of individuals. 

3. Document attempts to obtain information system, system component, or system 
service documentation when the documentation is either unavailable or 
nonexistent. 

4. Distribute documentation to designated agency officials.  Documentation will be 
maintained and secured in accordance with the following:  
a. Ensure each new or updated system includes supporting system 

documentation and technical specifications of information technology 
hardware, whether the system is developed or updated by in-house staff or by 
a third-party vendor. 

b. Create, manage, and secure system documentation libraries or data stores that 
are available always to only authorized personnel. 
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c. Ensure that system documentation is readily available to support the staff 
responsible for operating, securing, and maintaining new and updated 
systems. 

d. Control system documentation to ensure that it is current and available for 
purposes such as auditing, troubleshooting and staff turnover. 

e. All documentation of operational procedures will be approved by agency 
management and reviewed annually for accuracy and relevancy. 

 
4.21.6. Security and Privacy Engineering Principles (SA-8).  The agency will apply 

information system security and privacy engineering principles in the specification, 
design, development, implementation, and modification of information systems, 
including new information systems or systems undergoing major upgrades.  For 
legacy systems, the agency will apply security and privacy engineering principles 
to system upgrades and modifications to the extent feasible, given the current state 
of hardware, software, and firmware within the legacy systems.  See NIST SP 800-
160 Vol. 1 for guidance regarding security engineering principles. Security 
engineering principles include the following: 
1. Developing a layered approach to securing the information system. 
2. Establishing sound security policy, architecture, and controls as the foundation 

for design 
3. Incorporating security requirements into the SDLC. 
4. Delineating physical and logical security boundaries. 
5. Trained system developers to build secure software. 
6. Performing threat modeling to identify use cases, threat agents, attack vectors, 

and attack patterns, as well as compensating controls and design patterns needed 
to mitigate risk. 

7. Reducing risk to acceptable levels to enable informed risk management 
decisions. 

 
4.21.7. External System Services (SA-9).  The agency will: 

1. Require that providers of external information system services comply with 
statewide information security requirements and employ, to include (at a 
minimum) security requirements contained in applicable federal and state laws, 
Executive Orders, directives, policies, regulations, and standards protecting FTI 
and other PII, ETSS policies, procedures, and standards, and established service-
level agreements.   

2. Require that providers of outsourced information processing demonstrate 
compliance with state standards and procedures, and industry quality standards. 
The agency will monitor security control compliance by external service 
providers on an ongoing basis. 

3. Define and document how external information systems comply with statewide 
information security controls to include user roles and responsibilities and 
compliance auditing and reporting requirements.   

 
Outsourcing Agreements 

https://csrc.nist.gov/publications/detail/sp/800-160/vol-1/final
https://csrc.nist.gov/publications/detail/sp/800-160/vol-1/final
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Outsourcing agreements will include the following: 
1. The agency’s course of action and remedy if the vendor’s security controls are 

inadequate such that the confidentiality, integrity, or availability of the agency’s 
data cannot be assured.  
a. The vendor’s ability to provide an acceptable level of processing and 

information security during contingencies or disasters.  
b. The vendor’s ability to provide processing in the event of failure(s).  

2. Incorporate all relevant security requirements necessary to ensure compliance 
with the statewide information security standards, the agency’s record retention 
schedules, its security policies, and its business continuity requirements.  

3. Services, outputs, and products provided by external parties will be reviewed 
and checked annually in accordance with state statutes.  

 
Third Party Deliverables 
In monitoring third party deliverables, agencies will: 
1. Monitor third party service performance to ensure service levels meet contract 

requirements.  
2. Review reports provided by third parties and arrange regular meetings as 

required by contract(s).  
3. Resolve and manage any identified problem areas.  
4. Require contracts with vendors providing offsite hosting or cloud provide the 

State with an annual third-party risk assessment report (e.g. Service Organization 
Control (SOC) 2 Type II, International Organization for Standardization (ISO) 
27001, Federal Risk and Authorization Management Program (FedRAMP) 
Moderate), to establish compliance with state statues.  The assessment will 
include, at a minimum, the following:  
a. The rate of compliance with the enterprise-wide security standards.  
b. An assessment of security organization, security practices, security 

information standards, network security architecture, and current 
expenditures of State funds for information technology security.  

c. Estimate the cost to implement the security measures needed for agencies to 
fully comply with the standards.  

5. Approve any changes to services provided by a third party prior to 
implementation.  

6. Develop a process for engaging service providers and maintain a list of all 
service providers who store or share confidential data.  

7. Ensure the SLA includes requirements for regular monitoring, review, and 
auditing of the service levels and security requirements as well as incident 
response and reporting requirements.  The SLA will state how the service 
provider is responsible for data stored or shared with the provider.  

8. Perform monitoring, reviewing, and auditing of services to ensure adherence to 
the SLA and identify new vulnerabilities that may  present unreasonable 
risk.  The agency will enforce compliance with the SLA and must be proactive 
with third parties to mitigate risk to a reasonable level.  
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9. Control changes to the SLA and services provided via formal change 
management.  

10. Prohibit the use of information systems, system components, or devices not 
owned by the third party to receive, process, store, or transmit highly restricted 
data, including federal tax information (FTI), unless explicitly approved by the 
agency. 

 
4.21.7.1. Risk Assessments and Agency Approvals (SA-9.1).  The agency will: 

1. Perform an assessment of risk to the agency prior to the acquisition or 
outsourcing of information security services. 

2. Verify that the acquisition or outsourcing of dedicated information 
security services is approved by the agency Director.  

 
4.21.7.2. Identification of Functions, Ports, Protocols, and Services (SA-9.2).  

The agency will require providers of external information system services 
that process, store, or transmit FTI to identify the functions, ports, 
protocols, and other services required for the use of such services.  
Information from external service providers regarding the specific 
functions, ports, protocols, and services used in the provision of such 
services can be particularly useful when the need arises to understand the 
trade-offs involved in restricting certain functions or services or blocking 
certain ports or protocols. 
 

4.21.7.3. Establish and Maintain Trust Relationship with Providers (SA-9.3).  
The agency will establish, document, and maintain trust relationships with 
external service providers based on IRS Publication 1075 requirements 
for information systems that process, store, or transmit FTI. 

 
4.21.7.4. Processing, Storage, and Service Location (SA-9.5).  The agency will 

restrict the location of accessing, processing, storage, transmission of FTI 
to the United States and its territories based on IRS Publication 1075 
requirements for information systems that process, store, or transmit FTI. 

 
4.21.7.5. Agency-Controlled Cryptographic Keys (SA-9.6).  The agency will 

maintain exclusive control of cryptographic keys for encrypted material 
stored or transmitted through an external information system. 

 
4.21.7.6. Processing and Storage Location – United States Jurisdiction (SA-

9.8).  The agency will restrict the geographic location of information 
processing and data storage to facilities located within in the legal 
jurisdictional boundary of the United States. 
 

4.21.8. Developer Configuration Management (SA-10).  The agency will require the 
developer of the information system, system component, or system service to: 

https://www.irs.gov/privacy-disclosure/safeguards-program
https://www.irs.gov/privacy-disclosure/safeguards-program
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1. Perform configuration management during information system design, 
development, implementation, and operation for the following: 
a. Internal system development and system integration of commercial software. 
b. External system development and system integration.  

2. Document, manage, and control changes to the information system or 
configuration items under configuration management.   

3. Implement only agency approved changes to the system, component, or service.  
Source code in custom developed applications will be protected to mitigate risks 
of exploitation. 

4. Document approved changes to the system, component, or service and the 
potential security and privacy impacts of the changes.  

5. Track security flaws and flaw resolution within the system, component, or 
service and report findings to the system administrator, Agency Information 
Manager (AIM), and agency Technical Support Manager (TSM). 

 
4.21.8.1. Software and Firmware Integrity Verification (SA-10.1).  The agency 

will require the developer of the information system, system component, 
or system service to enable integrity verification of software and firmware 
components.  Verification of the integrity of software and firmware can 
be accomplished though confirmation of the hash value (e.g. checksums 
from well-known and safe hash functions).  MD5 is not considered a safe 
hash function to use. 
 

4.21.8.2. Hardware Integrity Verification (SA-10.3).  The agency will require 
the developer of the information system, system component, or system 
service to enable integrity verification of hardware components.   

 
4.21.8.3. Security and Privacy Representatives (SA-10.7).  The agency will 

require agency-designated security and privacy representatives to be 
included in the configuration change management and control process.   

 
4.21.9. Developer Testing and Evaluation (SA-11).  The agency will require the 

information system, system component, or system service developer, at all post-
design stages of the SDLC, to: 
1. Develop and implement a plan for ongoing security and privacy controls 

assessments.  Testing requirements will be defined and documented for both 
information system development and system integration activities.  The plan 
must include requirements for retesting after significant changes occur.  
Document a rollback plan in the event the change or upgrade has unacceptable 
ramifications.  

2. Perform system testing/evaluation during each phase of development and prior 
to placing the system into production using the following criteria: 
a. Actual FTI will not be used for testing purposes. 
b. Use test data, whenever possible, when executing test scripts or in a test 

environment that is configured to comply with the security controls as if it is 
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a production environment.  Production data may be used during testing only 
when no other alternative allows for the validation of the functions and as 
permitted by federal or state laws, regulations, and policies. 

c. If production data is used for testing, similar levels of security controls 
required for the production system will be used. 

d. If available, data anonymization or data masking tools will be used to secure 
the data. 

3. Produce evidence of the execution of the security assessment plan and the results 
of the security testing/evaluation. 

4. Implement a verifiable flaw remediation process to correct security weaknesses 
and deficiencies identified during the security testing and evaluation process.  
Implement security training and awareness programs to teach and encourage 
software fault-reporting procedures.  Designate a quality control team that 
consistently checks for faults and is responsible for reporting them to software 
support.  Use a formal recording system to:   
a. Track faults from initial reporting through to resolution.  While faults are 

being tracked through to resolution, perform research to ensure no security 
controls have been compromised and resolution activities have been 
authorized.   

b. Monitor the status of reported faults and confirms that satisfactory resolutions 
have been achieved. 

c. Provide reports and metrics for system development and software support 
management.  Prioritize and promptly address software faults to minimize the 
exposure resulting from a security vulnerability. 

5. Correct flaws, controls not present, and controls not operating as intended during 
security testing/evaluation.  Perform unit, integration, and system regression 
testing/evaluation using the following criteria:  
a. Require that information system developers/integrators perform a 

vulnerability assessment to document vulnerabilities, exploitation potential, 
and risk mitigation.  

b. Appropriate testing and assessment activities will be performed after 
vulnerability mitigation plans have been executed to verify and validate that 
the vulnerabilities have been successfully addressed. 

c. To maintain the integrity of agency information technology systems, software 
will be evaluated and certified for functionality in a test environment before 
it is used in an operational/production environment. 

d. Test data and accounts will be removed from the application or system prior 
to being deployed into a production environment if the application or system 
does not have a dedicated testing environment. 

e. Qualified personnel will certify that the change or upgrade has passed 
acceptance testing.  The agency will include the following controls when 
developing acceptance criteria and acceptance test plans: 
i. Capacity requirements - both for performance and required computer 

hardware. 
ii. Error response - recovery and restart procedures and contingency plans.  
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iii. Routine operating procedures - prepared and tested according to defined 
agency policies.  

iv. Security controls - agreed to and put in place.  
v. Manual procedures - effective and available where feasible and 

appropriate.  
vi. Business continuity - meets the requirements defined in the agency’s 

business continuity plan.  
vii. Impact on production environment - able to demonstrate that installation 

of new system will not adversely affect agency’s current production 
systems (particularly at peak processing times).  

viii. Training - of operators, administrators, and users of the new or updated 
system.  

ix. Logs - logs of results shall be kept for an agency defined period once 
testing is completed.  

 
4.21.9.1. Static Code Analysis (SA-11.1).  The agency will require the developer 

of the information system, system component, or system service to 
employ static code analysis tools to identify common flaws and document 
the results of the analysis. 

 
4.21.9.2. Manual Code Analysis (SA-11.4).  The agency will require the 

developer of the information system, system component, or system 
service to perform a manual code review of FTI-related applications using 
a process, procedure, and/or technique defined by the agency. 

 
4.21.9.3. Penetration Testing (SA-11.5).  The agency will require the developer 

of the information system, system component, or system service to 
perform, at a minimum, whitebox penetration testing where FTI is 
processed, stored, or transmitted. 

 
4.21.9.4. Attack Surface Reviews (SA-11.6).  The agency will require the 

developer of the information system, system component, or system 
service to perform attack surface reviews.  Attack surfaces of information 
systems and system components are exposed areas that make the systems 
more vulnerable to attacks and include any accessible areas where 
weaknesses or deficiencies within hardware, software, and firmware 
components provide opportunities for adversaries to exploit 
vulnerabilities. 

 
4.21.10. Development Process, Standards, and Tools (SA-15).  The agency will: 

1. Require the developer of the information system, system component, or system 
service to follow a documented development process that: 
a. Explicitly addresses security and privacy requirements. 
b. Identifies standards and tools, such as programming languages and computer-

aided design systems, used in the development process. 
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c. Documents specific tool options and tool configurations used in the 
development process. 

d. Documents, manages, and ensures the integrity of changes to the process or 
tools used in development. 

2. Review development process, standards, tools, tool options, and tool 
configurations annually to determine if they satisfy IRS Publication 1075 
security and privacy requirements.  

 
4.21.10.1. Criticality Analysis (SA-15.3).  The agency will require the developer of 

the information system, system component, or system service to perform 
a criticality analysis of functional specifications, high-level designs, 
source code and hardware schematics at critical points of the SDLC 
process, including post-design phases. 

 
4.21.11. Unsupported System Components (SA-22).  The agency will: 

1. Replace information system components when support manufacturer (e.g. 
security patches, hot fixes, product updates) for the components are no longer 
available from the developer or vendor. 

2. Provide alternative sources for continued support for unsupported components, 
such as increased personnel, customized patching, contracted external providers 
(who specialize in providing support for the unsupported components or legacy 
systems), or extended security support agreements (that include security 
software patches and firmware updates from an external source for each 
unsupported component).  

  

https://www.irs.gov/privacy-disclosure/safeguards-program
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4.22. System and Communications Protection (SC) 

 
 
4.22.1. System and Communications Protection Policy and Procedures (SC-1).  The 

agency will develop, document, disseminate to designated personnel defined in the 
applicable system security plan, review, and annually update a system and 
communications protection policy and procedures.  
 

4.22.2. Separation of System and User Functionality (SC-2).  The information system 
will separate user functionality from information system functionality, including 
separating privileged and non-privileged user functionality.  Privileged 
functionality typically requires elevated privileges to perform management and 
administrative-type functions on, for example, information systems, databases, 
network components, workstations, and servers.  The agency will: 
1. Implement ETSS approved network segmenting mechanisms, as appropriate, to 

separate application and database servers from the general network. 
2. Segregate production environments from testing, development, and other non-

production environments. 
3. Segregate wireless networks that provide access to the internal network from 

wireless networks that provide unauthenticated or guest access. 
 

4.22.2.1. Interfaces for Non-Privileged Users (SC-2.1).  The agency will prevent 
the presentation of system management functionality at interfaces to non-
privileged users. 

 
4.22.3. Information in Shared Resources (SC-4).  The information system will prevent 

unauthorized and unintended transfer of information via shared system resources, 
regardless whether the information is encrypted, such that the information accessed 
or created via shared resources by the actions of prior users, roles, or processes 
acting on behalf of prior users or roles is not available to current users, roles, or 
processes acting on behalf of current users or roles upon shared resources being 
released back to the system. 
 

4.22.4. Boundary Protection (SC-7).  The internal network will be secured and protected 
from untrusted external networks and communications at information system 
perimeters.  See IRS Publication 1075 Section 3.3.6 (Network Boundary and 
Infrastructure) for more information.  The agency will: 
1. Implement and manage boundary protection (typically via the use of firewalls) 

at trust boundaries.   
2. Monitor and control communications at external boundary managed interfaces 

to the information system and at critical internal managed interfaces within the 
system.  Internal firewalls used for network segmentation do not need to be 
stateful.   

https://www.irs.gov/privacy-disclosure/safeguards-program
https://www.irs.gov/privacy-disclosure/safeguards-program
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3. Implement subnetworks, such as demilitarized zones (DMZ), for publicly 
accessible system components that are physically and logically separated from 
internal networks. 

4. Connect to external networks or information systems only through managed 
interfaces consisting of boundary protection devices arranged in accordance with 
ETSS security architecture requirements. 
 

4.22.4.1. Access Points (SC-7.3). The agency will limit the number of external 
network connections to the information system to facilitate monitoring of 
inbound and outbound communications traffic.  Known malicious sites 
(inbound or outbound) will be blocked, as identified by US-CERT, MS-
ISAC, or other sources, at each internet access point (unless explicit 
instructions are provided to agencies not to block specific sites) within 
two (2) business days following the release of known malicious sites.   
 

4.22.4.2. External Telecommunications Services (SC-7.4).  The agency will: 
1. Implement a managed interface for each external telecommunication 

service. 
2. Establish a traffic flow policy for each managed interface. 
3. Protect the confidentiality and integrity of information transmitted 

across each interface. 
4. Document traffic flow exceptions with supporting mission or business 

needs. 
5. Review exceptions to traffic flow policy annually and remove 

exceptions no longer supported by mission or business needs. 
6. Prevent unauthorized exchange of control plan traffic (CPT), such as  

border gateway protocol (BGP) or open shortest path first (OSPF) 
routing, with external networks. 

7. Publish information to enable remote networks to detect unauthorized 
CPT from internal networks. 

8. Filter unauthorized CPT from external networks. 
 

4.22.4.3. Deny by Default - Allow by Exception (SC-7.5).  The agency will 
employ a deny-all/allow-by-exception policy that denies network 
communications traffic by default and allows network communications 
traffic by exception at managed internal and external interfaces for 
information systems that process, store, receive, or transmit FTI. 

 
4.22.4.4. Split Tunneling for Remove Devices (SC-7.7).  The information system 

will prevent remote devices from establishing a remote connection with 
the information system and simultaneously communicating via another 
connection to an external network (split tunneling).  Remote connections 
to the information system should utilize the ETSS VPN, which does not 
allow split tunneling. 
 

https://www.cisa.gov/uscert/ncas/alerts
https://www.cisecurity.org/
https://www.cisecurity.org/
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4.22.4.5. Route Traffic to Authenticated Proxy Servers (SC-7.8).  The agency 
will route internal communications traffic to external networks only 
through authenticated proxy servers at managed interfaces (e.g. web 
traffic). 

 
4.22.4.6. Restrict Threatening Outgoing Communications Traffic (SC-

7.9).  The agency will: 
1. Detect and deny outgoing communications traffic posing a threat to 

external systems. 
2. Audit the identity of internal users associated with denied 

communications. 
 

4.22.4.7. Prevent Exfiltration (SC-7.10).  The agency will: 
1. Prevent the exfiltration of information. 
2. Conduct exfiltration tests every six (6) months. 
 

4.22.4.8. Restrict Incoming Communications Traffic (SC-7.11).  The agency 
will only allow incoming communications from authorized sources to be 
routed to authorized destinations, as defined by the agency. 

 
4.22.4.9. Host-Based Protection (SC-7.12).  The agency will implement firewalls 

and intrusion detection systems at access points and end user equipment, 
as appropriate. 

 
4.22.4.10. Network Privileged Accesses (SC-7.15).  The agency will route 

networked, privileged accesses through a dedicated, managed interface 
for purposes of access control and auditing. 

 
4.22.4.11. Automated Enforcement of Protocol Format (SC-7.17).  The agency 

will enforce adherence to protocol formats. 
 

4.22.4.12. Fail Secure (SC-7.18).  The agency will prevent information systems 
from entering unsecure states in the event of an operations failure of a 
boundary protection area. 

 
4.22.5. Transmission Confidentiality and Integrity (SC-8).  The agency will protect the 

confidentiality and integrity of transmitted non-public information (e.g. 
confidential data, sensitive data, personally identifiable information) to both 
internal and external networks and all types of system components from which 
information can be transmitted (e.g. servers, mobile devices, computers, printers, 
fax machines).     
 
4.22.5.1. Cryptographic Protection (SC-8.1).  The agency will implement 

cryptographic mechanisms to prevent unauthorized disclosure and 
modification of information during transmission (e.g. cryptographic hash 



 
Division of Information Technology 

 
 

 

Page 103 
 

functions, digital signatures, checksums, message authentication codes). 
Mechanisms in place to protect video and voice telecommunications and 
teleconference transmissions will be commensurate with the highest 
sensitivity of information to be discussed.  
 

4.22.6. Network Disconnect (SC-10).  The information system will automatically 
terminate a network connection associated with a communications session at the 
end of the session (regardless whether the session ends due to a proper logout or 
network interruption), after no more than thirty (30) minutes of inactivity, and after 
an absolute time limit of twenty-four (24) hours. 
 

4.22.7. Cryptographic Key Establishment and Management (SC-12).  The agency will: 
1. Establish and manage cryptographic keys when cryptography is employed 

within the information system in accordance with NIST SP 800-57 
Recommendation for Key Management. 

2. Employ a FIPS 140-2 or FIPS 140-3 (as applicable during the transition period) 
validated encryption module when cryptographic protection is required. 

3. Verify every three (3) years that encryption modules currently in use for 
cryptographic protection remain FIPS 140-2 or FIPS 140-3 validated. 

4. Manage cryptographic keys within a key management system. 
5. Protect cryptographic keys from unauthorized modification, destruction, 

replacement, and disclosure. 
6. Replace the cryptographic key when it is at end of its life or its integrity may 

become compromised due to use of a weak cipher. 
7. Notify the Agency Information Manager (AIM), agency Technical Support 

Manager (TSM), and system owner when a cryptographic key is lost or becomes 
compromised.  

 
4.22.8. Cryptographic Protection (SC-13).  The agency will: 

1. Implement cryptographic protections for FTI using a FIPS 140-2 or FIPS 140-3 
(as applicable during the transition period) validated cryptographic module, 
NIST SP 800-52 Guidelines for TLS Implementations, and in accordance with 
applicable federal and state laws, Executive Orders, directives, regulations, and 
ETSS policies and standards.  The use of SHA-1 hashes for digital signatures is 
prohibited. 

2. Encrypt state-issued laptops with full-disk encryption prior to deployment.  Any 
exception to this requirement must be formally approved by the ETSS CISO. 

3. Encrypt state-issued mobile devices (other than laptops) and other portable or 
removeable digital media using an encryption method appropriate for device 
(e.g. full device, compartmentalized, file) to protect non-public data from 
unauthorized access or disclosure.  

 
4.22.9. Collaborative Computing Devices (SC-15).  The agency will: 

1. Authorize the types of collaborative computing devices allowed, their allowed 
purpose, and the information system(s) on which each type of device is 

https://csrc.nist.gov/publications/detail/sp/800-57-part-1/rev-5/final
https://csrc.nist.gov/publications/detail/sp/800-57-part-1/rev-5/final
https://csrc.nist.gov/publications/detail/fips/140/2/final
https://csrc.nist.gov/publications/detail/fips/140/3/final
https://csrc.nist.gov/Projects/fips-140-3-transition-effort
https://csrc.nist.gov/publications/detail/fips/140/2/final
https://csrc.nist.gov/publications/detail/fips/140/3/final
https://csrc.nist.gov/Projects/fips-140-3-transition-effort
https://csrc.nist.gov/publications/detail/sp/800-52/rev-2/final
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authorized for use.  The system owner will approve their use on the information 
system. 

2. Prohibit remote activation of collaborative computing devices. 
3. Provide an explicit indication to users physically present that the collaborative 

computing device is active. 
4. Disable or physically disconnect collaborative computing devices from the 

network until ready for use. 
 

4.22.9.1. Explicitly Indicate Current Participants (SC-15.4).  The information 
system will provide an explicit indication of current participants in 
meetings that involve FTI to prevent unauthorized individuals from 
participating in collaborative computing sessions without the explicit 
knowledge of other participants.  

 
4.22.10. Public Key Infrastructure Certificates (SC-17).  The agency will: 

1. Issue public key certificates in accordance with ETSS policies and procedures.  
State-owned websites and publicly accessible information systems require the 
implementation of certificates obtained from a recognized certificate authority 
(CA).  CA certificates are requested from the ETSS Enterprise Security or ETSS 
Unix Team via a service ticket requests. 

2. Include only approved trust anchors in trust stores or certificate stores managed 
by the agency. 

 
4.22.11. Mobile Code (SC-18).  The agency will: 

1. Define acceptable and unacceptable mobile code.  ETSS approved mobile code 
includes: 
a. Portable document format (PDF) 
b. Browser-executed JavaScript and VBScript. 
c. Java applets and visual basic for applications (VBA) that are signed and 

obtained from a trusted source over a secure medium.  
d. Unsigned mobile code that executes without access to local system or network 

resources such as file system or Windows registry. 
e. High Risk Mobile Code: JavaScript and VBScript scripts that execute within 

Windows Scripting Host (WSH), Hypertext Mark-up Language (HTML) 
applications and executables that download as mobile code, scrap objects (e.g. 
.shs and .shb files), Microsoft Disk Operating System (MS-DOS) scripts, 
UNIX shell scripts, and other high-risk mobile code will be obtained from a 
trusted source that is signed with an ETSS-approved certificate.  

2. Establish usage restrictions and implementation guidance for acceptable mobile 
code. 

3. Authorize, monitor, and control the use of mobile code within the information 
system. 
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4.22.11.1. Identify Unacceptable Code and Take Corrective Actions (SC-
18.1).  The agency will identify unacceptable mobile code and take 
corrective actions.  
 

4.22.11.2. Acquisition, Development, and Use (SC-18.2).  The agency will verify 
that the acquisition, development, and use of mobile code to be deployed 
in the information system meets IRS Publication 1075 requirements.  

 
4.22.12. Secure Name/Address Resolution Service - Authoritative Source (SC-20).  The 

information system will: 
1. Provide data origin authentication and integrity verification along with the 

authoritative name resolution data returned by the domain name system (DNS) 
server in response to external name/address resolution queries. 

2. Provide the means to indicate the security status of child zones to enable the 
verification of a chain of trust between parent and child domains, when operating 
as part of a distributed, hierarchical namespace.  

 
4.22.12.1. Data Origin and Integrity (SC-20.2).  The agency will provide data 

origin and integrity protection artifacts for internal name/address 
resolution queries.  

 
4.22.13. Secure Name/Address Resolution – Recursive/Caching Resolver (SC-21).  The 

information system will request and perform data origin authentication and data 
integrity verification on the name/address resolution responses received from 
authoritative sources.  Recursive lookups will be disabled on all publicly accessible 
DNS servers.  DNS servers will not allow zone transfers to unknown secondary 
servers. 
 

4.22.14. Architecture and Provisioning for Name/Address Resolution Service (SC-22).  
The agency will ensure name/address resolution information systems will: 
1. Be fault-tolerant, load balanced, and have a minimum of two (2) authoritative 

DNS servers located within separate facilities to eliminate single points of 
failure. 

2. Have separate DNS server roles for resolving internal and external requests such 
that internal roles process only internal requests and external roles process only 
external requests.   

 
4.22.15. Session Authenticity (SC-23). The information system will protect the authenticity 

of communications sessions.   
 

4.22.15.1. Invalidate Session Identifiers at Logout (SC-23.1).  The information 
system will expire or invalidate session identifiers upon session expiration. 

 

https://www.irs.gov/privacy-disclosure/safeguards-program
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4.22.15.2. Unique System-Generated Session Identifiers (SC-23.3).  The 
information system will generate a unique randomized session identifiers 
for each session and recognize only system-generated session identifiers. 

 
4.22.15.3. Allowed Certificate Authorities (SC-23.5).  The agency will only allow 

the use of ETSS-approved certificate authorities for verification of the 
establishment of protected sessions. 

 
4.22.16. Protection of Information at Rest (SC-28).  The confidentiality and integrity of 

FTI will be protected when at rest within the information system or virtual machine, 
endpoints and mobile devices, and removeable media.  Encryption and other 
cryptographic controls will be FIPS 140-2 or FIPS 140-3 (as applicable during the 
transition period) compliant and used when required in accordance with ETSS Data 
Encryption Policy 05-03 and applicable federal or State laws, regulations, or 
compliance requirements to secure and ensure the confidentiality and integrity of 
data. 

 
4.22.16.1. Cryptographic Protection (SC-28.1).  The agency will implement 

cryptographic mechanisms to prevent unauthorized disclosure and 
modification of FTI at rest in the information system, digital media, and 
end user computing systems (i.e. desktop, laptop, mobile devices, 
portable/removable storage devices) in non-volatile storage. 

 
4.22.17. External Malicious Code Identification (SC-35).  The agency include 

information system components that proactively seek to identify network-based 
malicious code or malicious websites. 

 
4.22.18. Process Isolation (SC-39).  The information system will maintain a separate 

execution domain for each executing process (i.e. each process will be assigned a 
separate distinct address space) to manage communications between processes and 
ensure that one process cannot modify the executing code of another process. 

 
4.22.19. System Time Synchronization (SC-45).  The agency will synchronize system 

clocks within and between information systems and system components. 
 

4.22.19.1. Synchronization with Authoritative Time Source (SC-45.1).  The 
agency will: 
1. Compare internal system clocks to an authoritative centralized 

Enterprise Network Time Protocol (NTP) time server on a daily 
basis. 

2. Synchronize internal system clocks to the authoritative time source 
when the time difference is greater than five (5) minutes.   

  

https://csrc.nist.gov/publications/detail/fips/140/2/final
https://csrc.nist.gov/publications/detail/fips/140/3/final
https://csrc.nist.gov/Projects/fips-140-3-transition-effort
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4.23. System and Information Integrity (SI) 

 
 
4.23.1. System and Information Integrity Policy and Procedures (SI-1).  The agency 

will develop, document, disseminate to designated personnel defined in the 
applicable system security plan, review, and annually update a system and 
information integrity policy and procedures. 
 

4.23.2. Flaw Remediation (SI-2).  The agency will: 
1. Identify, report, and correct information system flaws.  See NIST SP 800-40 rev 

4 (Enterprise Patch Management Planning) for more information. 
2. Test software and firmware updates related to flaw remediation for potential 

impacts prior to installation. 
3. Install security-relevant software and firmware updates based on the criticality 

of the update and security category of the information system, but no more than: 
a. Within one (1) week of release for critical updates. 
b. Within one (1) month of release for high and moderate severity updates. 
c. Within three (3) months of release for all others. 

4. Incorporate flaw remediation into the agency configuration management 
process. 

5. Upon daily power up and connection to the network, verify that workstations 
have the most recent approved patches installed and, if missing, apply approved 
patches within one (1) business day. 

 
4.23.2.1. Automated Flaw Remediation Status (SI-2.2).  The agency will employ 

automated mechanisms to determine, on a monthly basis, if information 
system components have applicable security-relevant software and 
firmware updates (with regard to flaw remediation). 

 
4.23.2.2. Time to Remediate Flaws and Benchmarks for Corrective Actions 

(SI-2.3).  The agency will:  
1. Measure the time between flaw identification and flaw remediation. 
2. Establish criticality-based benchmarks for taking corrective actions. 

 
4.23.2.3. Automated Patch Management Tools (SI-2.4).  The agency will employ 

automated patch management tools to facilitate flaw remediation to all 
FTI information systems including, but not limited to, mainframes, 
workstations, applications, and network components. 
 

4.23.2.4. Automatic Software and Firmware Updates (SI-2.5).  The agency will 
install security-relevant software and firmware updates automatically, as 
appropriate, to all FTI information systems in accordance with the impact 
to its mission and operations that automatic updates may impose.   

 

https://csrc.nist.gov/publications/detail/sp/800-40/rev-4/final
https://csrc.nist.gov/publications/detail/sp/800-40/rev-4/final
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4.23.2.5. Removal of Previous Versions of Software and Firmware (SI-2.6).  
The agency will remove previous versions of security relevant software 
and firmware components after updated versions have been installed. 

 
4.23.3. Malicious Code Protection (SI-3).  ETSS will centrally manage malicious code 

protection mechanisms wherever possible.  If the information system cannot be 
centrally managed by ETSS, then the agency will be responsible, including 
planning, assessing, authorizing, implementing, and monitoring agency-defined 
malicious code protection security controls.  The agency should adopt a defense-
in-depth strategy that integrates firewalls, routers, intrusion detection systems, 
antivirus software, encryption, strong authentication, and cryptographic key 
management to ensure information security solutions and secure connections to 
external interfaces are consistently enforced.  See NIST SP 800-83 (Malware 
Incident Prevention) for more information.  The agency will: 
1. Employ signature and non-signature based malicious code protection 

mechanisms, as appropriate, at information system entry and exit points (e.g. 
firewalls, workstations, email/web/proxy/remote access servers, mobile devices) 
to detect and eradicate malicious code.  All removable media must be scanned 
for malicious code upon being introduced to an information system and before 
users are authorized to access the media. 

2. Perform daily automated checks for updates to malicious code scanning tools, 
including anti-virus, anti-spyware, and intrusion detection tools.  When updates 
are available, malicious code protection mechanisms will be automatically 
updated in accordance with ETSS and agency configuration management policy 
and procedures. 

3. Configure malicious code protection mechanisms to: 
a. Perform weekly scans of all information system assets.  
b. Perform daily scans of endpoints and critical system files. 
c. Perform real-time scans of files from external sources at network entry/exit 

points and endpoints, as appropriate, as the files are downloaded, opened, or 
executed in accordance with ETSS policy. 

d. Block/quarantine malicious code, send alerts to system administrators in 
response to malicious code detection, and initiate mitigation actions (in 
accordance with DoIT Incident Response Plan) in response to malicious code 
detection. 

4. Address the receipt of false positives during malicious code detection and 
eradication and the resulting potential impact on the availability of the 
information system.   

 
4.23.4. System Monitoring (SI-4).  Information system monitoring includes both internal 

and external monitoring activities and may be achieved via a variety of tools and 
techniques, such as intrusion detection systems, intrusion prevention systems, 
malicious code protection software, scanning tools, audit record monitoring 
software, and network monitoring software.  ETSS Enterprise network monitoring 

https://csrc.nist.gov/publications/detail/sp/800-83/rev-1/final
https://csrc.nist.gov/publications/detail/sp/800-83/rev-1/final
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tools should be leveraged, when possible, to assist the agency in monitoring the 
information system.  The agency will: 
1. Monitor information system activities and access patterns to detect: 

a. Attacks and indicators of potential attacks in accordance with the DoIT 
Incident Handling Plan, including irregularities, anomalies, and other 
indicators of a compromised or malfunctioning system. 

b. Unauthorized local, network, or remote connections.  Appropriate actions, 
such as severing the connection, will be taken when unauthorized remote 
connections to the network or information system are identified. 

c. Proper functioning of internal processes and controls to confirm that the 
information system is functioning in an optimal, resilient, and secure state. 

2. Identify unauthorized use of the information system using methods and 
techniques defined in the applicable system security plan.  See ETTS Audit and 
Accountability Policy 10-13 for more information that can assist the agency in 
identifying unauthorized use of the information system. 

3. Deploy monitoring devices: 
a. Strategically within the information system to collect essential information. 
b. At ad hoc locations within the system to track specific types of transactions 

of interest to the agency. 
4. Analyze detected events and anomalies. 
5. Protect information obtained from intrusion-monitoring tools from unauthorized 

access, modification, and deletion.  
6. Increase information system monitoring activity when there is an indication of 

increased risk to the agency operations, assets, individuals, or other agencies 
based on law enforcement information, intelligence information, or other 
credible sources of information.  

7. Obtain a legal opinion regarding system monitoring activities to ensure it is 
being performed in accordance with applicable federal and state laws, directives, 
policies, standards, and regulations. 

8. Provide information system monitoring information to designated agency 
officials on an as-needed basis, but no less than every two (2) weeks.  

 
4.23.4.1. System-Wide Intrusion Detection System (SI-4.1).  The agency will 

connect and configure individual intrusion detection tools into a system-
wide intrusion detection system to ensure a more robust detection 
capability. 
 

4.23.4.2. Automated Tools and Mechanisms for Real-Time Analysis (SI-4.2).  
The agency will employ automated tools to support near real-time 
analysis of events with information security implications.  The agency 
should contact the Enterprise Security Team to determine how the 
Enterprise Security Information and Event Management (SIEM) 
appliance could be leveraged for real-time monitoring of information 
system events. 
 

https://www.ri.gov/app/doa/policies/policies?utf8=%E2%9C%93&search%5Bquery%5D=&search%5Bdivision%5D=1&commit=Search
https://www.ri.gov/app/doa/policies/policies?utf8=%E2%9C%93&search%5Bquery%5D=&search%5Bdivision%5D=1&commit=Search
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4.23.4.3. Inbound and Outbound Communications Traffic (SI-4.4).  The 
agency will: 
1. Determine criteria for unusual or unauthorized activities or conditions 

for inbound and outbound communications traffic.  To determine if 
unusual or unauthorized activities or conditions exist, the agency must 
first have a baseline of what normal communications traffic looks like.  
Once a baseline has been documented, the agency can then determine 
the criteria it will use to identify unusual or unauthorized activities or 
conditions.    

2. Continuously monitor inbound and outbound communications traffic 
for unusual or unauthorized activities or conditions.  The agency should 
regularly analyze inbound and outbound communications traffic at the 
external boundary of the information system and selected internal 
points within the network (e.g. subnetworks, subsystems) to discover 
anomalies within the information system, such as large file transfers, 
long-time persistent connections, unusual protocols and ports being 
used, and attempted communications with suspected malicious 
external addresses. 

3. Capture and retain, for at least one (1) year, all inbound and outbound 
traffic header information for all internet access points/portals not 
approved by ETSS CISO for internet “anonymous” connections.  

 
4.23.4.4. System-Generated Alerts (SI-4.5).  The agency will alert system 

administrators, business owners, system owners, system security officers, 
or other designated personnel, as appropriate, when suspicious events and 
indications of compromise or potential compromise are detected 
including, but not limited to, the presence of malicious code, unauthorized 
export of non-public data, unauthorized signaling to an external 
information system, and potential intrusions.  Alerts may be generated 
from a variety of sources including audit records, malicious code 
protection mechanisms, intrusion detection or prevention mechanisms, 
and boundary protection devices (e.g. firewalls, gateways, 
routers).  Alerts may be transmitted telephonically, via email messages, 
or text messages to designated personnel. 
 

4.23.4.5. Visibility of Encrypted Communications (SI-4.10).  The agency will 
implement controls that allow agency-defined encrypted communications 
traffic visible to information system monitoring tools and mechanisms. 
 

4.23.4.6. Analyze Communications Traffic Anomalies (SI-4.11).  The agency 
will analyze outbound communications traffic at external interfaces and 
critical internal connections to the information system to identify 
anomalies (e.g. large file transfers, long-time persistent connections, 
attempts to access information from unexpected locations, use of unusual 
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ports and protocols, attempted communications with suspected malicious 
external addresses). 

 
4.23.4.7. Automated Agency-Generated Alerts (SI-4.12).  The agency will alert 

system administrators, business owners, system owners, system security 
officers, or other designated personnel, as appropriate, using automated 
mechanisms when indications of inappropriate or unusual activity with 
security or privacy implications occur.  This control is focused on alerts 
generated by the agency, unlike system generated alerts in control SI-4.5 
that focus on sources of information that are internal to the system, such 
as audit logs.  

 
4.23.4.8. Analyze Traffic and Covert Exfiltration (SI-4.18).  The agency will 

analyze outbound communications traffic at external interfaces to the 
information system and critical internal points to detect covert exfiltration 
of information within the information system, such as steganography.  

 
4.23.4.9. Indicators of Compromise (SI-4.24).  The agency will discover, collect, 

and distribute indicators of compromise from government and non-
government sources (e.g. US-CERT, MS-ISAC, DoIT Incident Response 
Teams) to designated agency personnel or roles.  

 
4.23.5. Security Alerts, Advisories, and Directives (SI-5).  The agency will: 

1. Receive information system security alerts, advisories, and directives from 
designated external agencies, mission critical entities, and service providers, 
such as US-CERT and MS-ISAC, on an ongoing basis. 

2. Generate internal security alerts, advisories, and directives as deemed necessary. 
3. Disseminate security alerts, advisories, and directives to designated agency 

officials and external authorities defined in the applicable system security plan, 
as appropriate. 

4. Implement security directives in accordance with established time frames or 
notify the issuing agency of the degree of noncompliance. 

 
4.23.6. Software, Firmware, and Information Integrity (SI-7).  The agency will: 

1. Employ integrity verification tools to detect unauthorized changes to software, 
firmware, and information including, but not limited to, operating system 
kernels, drivers, firmware (e.g. BIOS, UEFI), software (e.g. OS, applications, 
middleware), metadata, and security attributes associated with the information. 

2. Take appropriate actions when unauthorized changes to the software, firmware, 
and information are detected including, but not limited to, immediately 
disconnecting the device from the network and notifying the system owner, data 
owner, system administrator, and, as appropriate, EOC and Enterprise Security 
Team personnel. 

 

https://www.cisa.gov/uscert/ncas/alerts
https://www.cisecurity.org/
https://www.cisa.gov/uscert/ncas/alerts
https://www.cisecurity.org/
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4.23.6.1. Integrity Checks (SI-7.1).  The agency will perform integrity checks of 
software, firmware, and information no less than monthly, at system 
startup or restart, after an unplanned system shutdown or process abort, 
and immediately following the installation of new hardware, software, or 
firmware.  
 

4.23.6.2. Integration of Detection and Response (SI-7.7).  The agency will 
incorporate the detection of unauthorized security-relevant changes, 
including unauthorizes changes to baseline configuration settings and 
unauthorized elevation of system privileges, to the information system 
into the agency incident response capability.  See ETTS Audit and 
Accountability Policy 10-13 for more information. 

 
4.23.6.3. Protection of Boot Firmware (SI-7.10).  The agency will verify the 

checksum of downloaded firmware to protect the integrity of boot 
firmware within information systems that access, process, store, and 
transmit FTI. 

 
4.23.7. Spam Protection (SI-8).  ETSS will centrally manage spam protection 

mechanisms whenever possible.  Where spam protection cannot be centrally 
managed by ETSS, spam protection will be managed by the agency, including 
planning, assessing, authorizing, implementing, and monitoring of spam protection 
security controls.  The agency will: 
1. Employ spam protection mechanisms at information system entry and exit points 

to detect and act on unsolicited email messages (e.g. firewalls, email/web/proxy 
servers, workstations).   

2. Update spam protection mechanisms when new releases are available in 
accordance with ETSS Configuration Management Policy 10-14 and procedures. 

 
4.23.7.1. Automatic Updates (SI-8.2).  The information system will automatically 

update spam protection mechanisms quarterly to ensure updated occur 
regularly and provide the lasted content and protection capabilities. 

 
4.23.8. Information Input Validation (SI-10).  The information system will check the 

validity of information inputs (e.g. syntax, format, length, parameters, character set) 
as defined in the application system security plan.  For example, prescreening and 
validating input prior to passing them to interpreters prevents executable content 
from being unintentionally interpreted as commands, such as cross-site scripting 
and injections attacks.  
 

4.23.9. Error Handling (SI-11).  The information system will: 
1. Generate error messages that provide only the information necessary for 

corrective actions and that do not reveal information which could be exploited 
by attackers. 

https://www.ri.gov/app/doa/policies/policies?utf8=%E2%9C%93&search%5Bquery%5D=&search%5Bdivision%5D=1&commit=Search
https://www.ri.gov/app/doa/policies/policies?utf8=%E2%9C%93&search%5Bquery%5D=&search%5Bdivision%5D=1&commit=Search
https://www.ri.gov/app/doa/policies/policies?utf8=%E2%9C%93&search%5Bquery%5D=&search%5Bdivision%5D=1&commit=Search
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2. Reveal error messages only to designated agency personnel, including system 
administrators, technical support personnel, and security personnel.   

  
4.23.10. Information Handling and Retention (SI-12).  The agency will handle and retain 

information within the information system and information output from the system 
for the full life cycle of the information in accordance with applicable federal and 
State laws, Executive Orders, directives, and ETSS policies and standards.  For 
guidance, see Rhode Island Secretary of State Records Management and agency 
operational requirements, whichever is more restrictive.  In the absence of any 
retention guidance, information will be retained for a minimum of six (6) months.  
 

4.23.10.1. Minimize PII in Testing, Training, and Research (SI-12.2).  The 
agency will submit the data testing request (DTR) form for review and 
approval by the IRS Office of Safeguards to minimize the use of FTI and 
other PII for research, testing, or training. 

 
4.23.11. Memory Protection (SI-16).  The agency will implement safeguards to protect its 

memory from unauthorized code execution including, but not limited to, controls 
that prevent data execution and randomizing address space layout.  Systems 
administrators should increase the scrutiny of non-executable regions of memory 
or in memory locations that are prohibited, which are often used to launch attacks 
with executable code. 

  

https://www.sos.ri.gov/divisions/frequent-filers/records-management
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4.24. Supply Chain Risk Management (SR) 

 
 
4.24.1. Supply Chain Risk Management Policy and Procedures (SR-1).  The agency 

will develop, document, disseminate to designated personnel defined in the 
applicable system security plan, review, and annually update a supply chain risk 
management policy and procedures. 

 
4.24.2. Supply Chain Risk Management Plan (SR-2).  The agency will: 

1. Develop a SCRM plan for managing supply chain risks associated with the 
development, design, manufacturing, acquisition, delivery, integration, 
operations, maintenance, and disposal of information systems, system 
components, and system services (e.g. mission systems and components, 
commercial off the shelf (COTS) software, externally-hosed systems) that 
process, store, or transmit FTI.  The SCRM plan can be either a stand-alone 
document or incorporated into the system security and privacy plans.  

2. Annually review and update, as required, the SCRM plan to address current 
threats or changes within the agency, supply chain, or operational environments. 

3. Protect the SCRM plan from unauthorized disclosure or modification. 
 

4.24.2.1. Establish SCRM Team (SR-2.1).  The agency will establish a SCRM 
team comprised of personnel with roles and responsibilities (e.g.  
leadership from ETSS infrastructure, operations, and security teams, 
ETSS Vendor Management Office (VMO), ETSS Project Management 
Office (PMO), Purchasing, Legal, Agency Information Managers (AIM), 
agency Technical Support Managers (TSM), agency executives 
responsible for risk, security, and privacy) necessary to lead and support 
SCRM and SDLC activities, including providing expertise in acquisition 
processes, legal practices, vulnerabilities, threats, and attack vectors, as 
well as an understanding the technical aspects and dependencies of 
information systems. 

 
4.24.3. Supply Chain Controls and Processes (SR-3).  The agency will: 

1. Establish a process to identify and address weaknesses or deficiencies in supply 
chain elements and processes of critical information systems, system 
components, or system services the process, store, or transmit FTI in 
coordination with agency and ETSS supply chain personnel, including hardware, 
software, and firmware development processes, shipping and handling 
procedures, personnel security and physical security programs, configuration 
management tools, techniques, and measure, or other programs, processes, or 
procedures associated with the development, acquisition, maintenance and 
disposal of systems and system components. 

2. Employ controls, including the identification of alternate vendors and suppliers, 
to protect against supply chain risks to the information system, system 
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component, or system service and to limit the harm or consequences from supply 
chain-related events. 

3. Document the selected and implemented supply chain processes and controls 
within applicable system security and privacy plans and associated supply chain 
risk management documents. 

 
4.24.3.1. Limitation of Harm (SR-3.2).  The agency will employ controls to limit 

harm from potential adversaries identifying and targeting the agency 
supply chain.  Examples of possible controls include avoiding the 
purchase of custom or non-standardized configurations, employing 
approved vendor lists with standing reputations in industry, following pre-
agreed maintenance schedules and update and patch delivery 
mechanisms, maintaining a contingency plan in case of a supply chain 
event, using procurement carve-outs that provide exclusions to 
commitments or obligations, using diverse delivery routes, and 
minimizing the time between purchase decisions and delivery. 

 
4.24.3.2. Sub-Tier Flow Down (SR-3.3).  The agency will ensure that controls 

included in the contracts of prime [teir-1] contractors are also included in 
the contracts of subcontractors. 

 
4.24.4. Supplier Assessments and Reviews (SR-6).  The agency will assess and review 

supply chain-related risks associated with suppliers or contractors and the 
information system, system component, or system service they provide annually, 
prior to contract renewal, or after a serious security incident at the supplier or 
involving supplier information systems, system components, or system services.  
Supplier assessments will include, as appropriate for the supplier being assessed: 
1. Inbound material assessments to ensure parts and materials conform to supplier 

requirements. 
2. Functional development assessments to ensure a SDLC is in place, verify the 

adequacy of tools, ensure trade secrets remain secret, and ensure adequate testing 
of design changes to identify unintended consequences of those changes. 

3. Enterprise and IT assessments to ensure network and system security and 
availability of infrastructure, verify physical access controls to the facility, 
ensure supplier will support the system, system component, or service being 
procured for the expected life of the system, and verify that a business continuity 
plan exists, is in place, and periodically tested. 

4. Manufacturing process assessments for compliance with ISO and other industry 
standards, ensure system security, verify changes are authorized, and ensure 
there is adequate testing of completed goods. 

5. Outbound goods assessments to verify supplier has adequate spares and ensure 
there is no tampering, product substitution, or counterfeiting prior to leaving the 
facility. 

6. Risk management assessments to ensure the supplier mitigates risk associated 
with malicious software/firmware, known vulnerabilities, insecure coding 
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practices, spare parts substitutions and unavailability, lack of supply chain risk 
management, loss during shipping, goods tampering, lack of security controls 
assessments, etc.    

 
4.24.5. Inspection of Systems or Components (SR-10).  The agency will inspect 

information systems or system components that access, process, store, or transmit 
FTI upon: 
1. Initial receipt or delivery of the information system or system component. 
2. Return of the information system or system component to the agency after each 

occurrence that the information system or system component is removed from a 
controlled area. 

3. Detecting evidence of an actual or potential tampering of the information system 
or system component. 

. 
4.24.6. Component Authenticity (SR-11).  The agency will: 

1. Develop and implement an anti-counterfeit policy and procedures that include 
the means to detect and prevent counterfeit components from entering the 
network and information system, including physical access controls, system and 
services acquisition process controls, and unauthorized system integration 
detection and response capabilities.   

2. Report counterfeit system components to the source of counterfeit component, 
agency Director, Agency Information Manager (AIM), the agency Technical 
Support Manager (TSM), system owner, ETSS CIO, ETSS CISO, and other 
agency personnel requiring notification of the counterfeit component, as 
appropriate. 

 
4.24.6.1. Anti-Counterfeit Training (SR-11.1).  The agency will train IT technical 

support staff, in accordance with role-based training requirements 
documented in ETSS Awareness and Training Policy 10-26, to detect 
counterfeit system components, including hardware, software, and 
firmware.   
 

4.24.6.2. Configuration Control for Component Service and Repair (SR-
11.2).  The agency will maintain configuration control over information 
system components and hardware used to receive, access, process, store, 
transmit, or protect FTI that is awaiting service or repair, and serviced or 
repaired components awaiting return to service in accordance with ETSS 
configuration management, system maintenance, and developer 
requirements. 

 
 

5. Approval / Review Signature: 
 
________________________________________________________   

      Chief Information Security Officer  

https://www.ri.gov/app/doa/policies/policies?utf8=%E2%9C%93&search%5Bquery%5D=&search%5Bdivision%5D=1&commit=Search
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